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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3449
79.178.211.119 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
115. 231. 222. 40 Chi na 147.237. 76. 200 eitan.aka.idf.il |JLM Under Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount |
96. 47. 2. 10 Lhited Sates 147.237.77.216 |dover.idf.i| |3808: HITP. SQ Injection Variabl e Decl arati on Bvasion Bl ock 16

96. 47.2. 10 Lhited Sates 147.237.77.216 |dover.idf.il |6134 HITP. SQ Injection Variabl e Declaration Bvasi on B ock 8

108. 168.219. 166 |Lhited Sates 147.237.77. 74 lawidf.il [3808 HIMP. SQ Injection Variable Declarati on Evasion B ock 8

178. 63. 18. 196 Ger many 147.237.77. 74 lawidf.il [3808 HIMP. SQ Injection Variable Declarati on Evasion B ock 8

93. 89. 16. 110 Tur key 147.237.77.74 lawidf.il |3808: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 7

78. 46.174. 197 Ger many 147.237.77.74 lawidf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
96.47.2.10 147.237.77. 216 |Wited Sates dover.idf.il SQ Injection - Select From 26
93. 89. 16. 110 147.237.77. 74 |Turkey lawidf.il SQ Injection - Select From 11
108. 168. 219. 166|147. 237. 77. 74 |Wited Sates lawidf.il SQ Injection - Select From 10
178.63.18.196 |147.237.77.74 |Ger many lawidf.il A Injection - Select From 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 64. 50 147.237.72. 166 |Wnited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
80. 246. 137. 230 |[147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
112.196. 49. 101 |147.237.77.74 |india lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
79.182.59.205 |[147.237.77.216 |l srael dover . idf.il portscan: TCP DO stributed Portscan 1
66.249. 64,190 |147.237.72. 166 |United Sates aka.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131|147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
66. 6. 162. 66 147.237.72. 166 |Wnited Sates aka.idf.il portscan: TCP DO stributed Portscan 1
104. 128. 144. 131|147. 237. 72. 167 |Canada i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
58.253.96.122 |147.237.77. 205 |Chi na prishaidf.il ET SCAN NVAP -sS wi ndow 2048 1
45, 32.246.5 147. 237. 76. 200 eitan aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
94.182.163.75 |147.237.76. 39 :%[E)“L"b”'z'i‘fm nubile neitav.idf.il  |ET SCOAN Potential SSH Scan 1
37.26.148.199 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
173. 160. 184. 241|147. 237. 77. 176 |Lhited Sates nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
93.172.184.39 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
5.29. 124, 225 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
120. 199. 111. 137|147. 237. 72. 166 |Chi na akaidf.il ET SCAN NMAP -sS wi ndow 2048 1
84.108. 34. 144  |147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
114. 35.102. 157 [147.237.76.31 |Taiwan nakchal . i df . il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
80. 13.246. 234  [147.237.76.30 |France hi nush. i df .i | ET SOAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
112. 196. 49. 101 [147.237.77.74 |india lawidf.il ET SCAN NVAP -f -sS 1
66.249. 64.200 [147.237.72.166 |Wited Sates akaidf.il VEB- O3 redirect access 1
104. 219.238. 10 [147.237.8.24 elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -f -sS 1
58.253.96. 122 |147. 237. 77. 205 |Chi na prisha idf.il ET SCAN NVAP -sS wi ndow 4096 1
103.12.84.162 [147.237.0.17 [l ndonesia mny-kosher-kravi.idf.il ET SCAN Behavi or a LhUSUT’:lJ ly fast Terminal Server Traffic, 1
Potential Scan or Infection
58.253.96. 122 [147.237.77. 205 |Chi na prisha.idf.il ET SCAN NVAP -f -sS 1
94.182.163.75 |147.237. 76. 200 :é;ﬂbli'z'i'fm eitan aka. idf.il ET SCAN Potential SSH Scan 1
37.26.148.221 |147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
176.12. 147. 144 |147.237.72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
94.182.163.75 |147.237.0. 16 :%Zz'bli'zlzmc ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
36.100. 100. 146 |147. 237 0.33  |ni na il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
166. 63. 125. 149 |147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
120. 199. 111. 137|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Ret r ansm ssi on

Packet dropped.

‘Attacker Count ry Target Address [Ste Signature /?z\t”i((:)i
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf i1 drop SAMrule drop 34
Sreamng Engine: TCP Invalid i i ssi
66. 158.58. 200 |United SQates 147. 237.76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, 20
Ret r ansn ssi on Packet dropped.
84.228.102.88 |lIsrael 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 19
. . SYNretransmt wth different .
79.181. 231. 241 |l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 18
2.52.55.49 I srael 147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 15
46. 19. 86. 246 [l srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
Sreamng Engine: TCP Invalid i i ssi
79.180. 175. 177 |I srael 147.237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 12
Ret r ansn ssi on Packet dropped.
2.54.32.56 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 11
45.32.246.5 147.237.76.200 |eitan. aka. i df.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TGP Invalid i i sSi
77.126. 103. 235 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dropped.
41.234.235.76 |Egypt 147.237.77. 176 |natpash.idf .il  |dr op First packet isn't SN drop
46. 19. 85. 62 I 'srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
65. 30. 210. 222 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. |, 8
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.108. 214. 47 |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret r ansn ssi on Packet dropped.
46.19.85.177  [lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
2.52.55. 49 I 'srael 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 41 |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
98.7.94.168  |lnited Sates 147.237.76. 200 |ei tan. aka. i of . i1 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.66.4.174  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
46.19.85.122  |[lsrael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber aert
79. 180. 243. 169 |l srael 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i sSi
77.125. 115. 141 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
46.19.85.122 |Israel 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber noni t or
93.173.27.218 |lIsrael 147.237.72. 156 |aman. i df . il SYN Attack SYN -> SYNACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i ssi
84. 228. 196. 154 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dropped.
2.52.59. 235 I srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
o SYNtACK retransmt wth .
93.173.27.218 |[Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence d fferent vi ndow scal e nonitor |6
188. 161. 61, 237 | estini an Territory.t, 7 »37 77, 216 |dover. icf.il  |drop Frst packet isn't SN drop 5
Cceupi ed
46.19.85.227  [lsrael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 5
46.19. 85. 62 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.227 |Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |5
2.54.128.225 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
81.192.111. 18 |Morocco 147.237.77. 216 |dover.idf.il drop drop 5
2.52.176.129 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4
Sreaming Engine: TGP Invalid i i sSi
66. 249. 64. 190 |Lnited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dropped.
213.57.141.76 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
2.52.176.129 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
213.57. 134. 214 |1 srael 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
2.52.176.129 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreamng Engine: TCP Invalid i i ssi
40.77.167.98 |United Qates 147. 237. 76. 200 |ei tan. aka. i df .i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dropped.
2.52.176.129 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 66 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.176.129 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor (4
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
79.176.54.19 |isradl 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84. 228. 200. 210 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
. . SYNWAKK retransmt with .
213.57.140. 14 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i sSi
46.19.86.40  |Israel 147.237.0.19 |nadimatal .idf.i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.59.216  |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.177. 171. 146 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
66.158.58.200 |Wiited Sates |[147.237.76.200|eitan. aka.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 396
98.7.94. 168 Lhited Sates |147.237.76.200|ei tan. aka.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 62
65.30.210.222 |lhited Sates [147.237.76.200|eitan. aka.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 60
84.228.102.88 |l srael 147.237.77. 176 |nat pash. i df . i | ;Z?z'\z?ylg; ;ge Same Response Code (404) in Session from Bock |18
46.19. 86. 40 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 13
46. 19. 86. 246 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode Bl ock 11
46. 19. 86. 80 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 7
79.178.200.81 | srael 147.237.72. 166 |aka. i df . i | m“;grii ;ﬁ?lﬁmﬁfgf}f;}&md o at udel A Bl ock 4
212.117. 154. 242|I srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df . i|/1845- he/ dover . aspx) B ock 3
176. 12. 149. 238 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
79.182.10.200 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
93.13.181.194 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wun aka. i df.il/neitav B ock 2
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df i | D stri bt ec lfggggégg?ﬁe%ﬁ??:pﬁn Bock |2
2.52.13.11 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 2
213.8.46. 1 I srael 147.237.77. 234 |hal ag. i df .i | ﬁﬂl@?@lfiﬁ.aﬁﬁfﬁsﬁefm tes/ shared wsercontrol s/ trajector/ |FO%K 2
176. 12. 140. 100 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock
213. 8.204. 15 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
46. 19. 85. 249 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock
208.184.112.75 |Uited Sates |147.237.77. 216 |dover . i df . i | Dstri buted lT;gggzgi?ﬂe%vﬁffssp;” Bock |2
109. 67.116. 121 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
79.176.53.102 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unknown Par arret er
95. 86. 95. 165 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249. 64. 143 |l srael 147.237.72. 166 [aka.i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
46.116.67.198 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
Uhknown Paraneter docld in
185. 120. 125. 27 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai i/ gi yus/ resour ces/ i mages/ mast er/ f avi ¢ |[None 1
on. gi f
85. 64. 135. 51 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
41.234.117. 145 |Egypt 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
149. 88.31. 195 |l srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/7/112907. pdf |B ock 1
66.249.93.153 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter 861 i n ww aka. i df.il/main/giyus/login aspx |None 1
217.194. 198. 104|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 1
107.178.194.99 |Wiited Sates [147.237.77.216 |dover . i df . i | Dstri buted 1?;;};3;5?&%\/’;‘??:&” Bock |1
Unknown Par arret er
89. 138. 214. 230 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack i n None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
189.38.90.212 |Brazil 147.237.72. 166 |aka. i df . i | Mil tiple signatures from 189. 38. 90. 212 B ock 1
80. 246. 140. 118 |[Israel 147.237.72. 166 [aka.i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.13.22.234 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
128. 232. 110. 29 zi;gegom 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212.199. 107. 106 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.120.170. 218 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
185. 120. 125. 40 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
85. 65. 3. 111 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
41.234.117. 145 |Egypt 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1
149. 88. 106. 117 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79.182.18.246 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
68.180.228.112 |[Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/navy/htn/tool fs. asp B ock 1
107.178.194. 99 |Uhited Sates |147.237. 77. 216 [dover . i df . i | Dstri buted lT;g:;ggé?ﬂe%vﬁffssp;” Bock |1
84.111.233.97 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
46.19.86.114  |[israel 147.237.76.42 |refuah.idf.il i;f ;g?”;gd 4;";”;Ih§rs'ﬁaerde(ﬁs”e‘fissss on Bl ock 1
Rl e L ettt it Aok |1
130.193. 50. 20 :ZZ::E on 147.237.0.16 n|y|_ kosher-kravi. Tl vL\xr/];vurtT;-OI:ciJszheec:-LI?;lviN.:iCst.si It/ot enpl at es/ | ogi n/ | ogi n. aspx Bl ock !
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