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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3552
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 127
208.118. 61. 44 Lhited Sates 147.237.0. 200 ndu.idf.il JLMPurple Gon Linmt Htp drop 1
71.6.216. 46 Lhited Sates 147. 237. 76. 202 ehalag.idf.il [Block Wp Al Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry get Address |Site |Sgnature Devi ce Action |Oount |
158. 85. 253. 245 Lhited Sates 147.237.77. 74 law idf.il|6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 16

168. 63. 12. 166 Lhited Sates 147.237.77. 74 lawidf.il|6134: HITP. SQ Injection Variable Declaration Bvasion B ock 9

158. 85. 253. 245 Lhited Sates 147.237.77. 74 law idf.il|3808 HITP. SQ Injection Variable Declaration Evasion Bl ock 7

168. 63. 12. 166 Lhited Sates 147.237.77. 74 law idf.il|3808 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4

158. 85. 253. 245 Lhited Sates 147.237.77. 74 law idf.il|9785 HITP. SQ Injection (Referer Header) B ock 1
222.106.222. 148 |Korea, Republic of 147.237.72.166 |aka.idf.il|9221: HITP. PUT Method Execution over HITP/ WbDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

158. 85. 253. 245 |147.237.77.74 |United Sates |[lawidf.il S Injection - Select From 32
168. 63. 12. 166  [147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select From 15
31.168. 151. 101 |147.237.72. 156 |I srael aman.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 14
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
162. 222. 185. 165[|147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il |ET SCAN Potenti al SSH Scan 1
137.226.113.7 |147. 237 72. 166 |Ger many ke idh il ET SCAN Suspi ci ous User-Agent (ontai ning Vb Scan/er, Likely 1
Vb Scanner
5.29.117. 206 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
109. 66. 127. 154 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
92.43.70.181  |147.237.8.50 Ei“i;gegom e tikshuv. i df i ET SCAN NVAP -sS wi ndow 1024 1
89. 138. 236. 254 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
66.249. 64. 163  |147.237.76.86 |Wiited Sates |navy.idf.il ET SCAN NVAP -sA (2) 1
212. 25. 69. 22 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
46.116. 186. 196 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
38.104. 251. 162 |147.237. 77. 216 |Canada dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
162. 222. 185. 165(147. 237.0.19 |Wited Sates |nedimatal .idf.il ET SCAN Potential SSH Scan 1
37.26.146.189 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
31.154.9. 242 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 186. 19. 145 [147. 237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.54.175. 173 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
93. 89. 16. 110 147.237.77. 74 |Turkey lawidf.il S Injection - Select From 1
89.139. 163. 38  |147.237.72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
83.56.3. 111 147.237.0.200 |Spain . i df i | ET SCAN NMAP -sS wi ndow 1024 1
212.199. 106. 194147. 237. 72. 166 || srael aka idf.il portscan: TCP D stributed Portscan 1
66.249. 64. 133  |147.237.72. 166 |Wited Sates |akaidf.il SER\/ER APAO—E.Apache mod_ssl - non- S8 connection to SSL port 1
deni al of service attenpt
40.77.167. 16 147.237.77. 216 |Uited Sates |dover.idf.il ET VEB—SEFNER Possible SQ injection obfuscated via REVERSE 1
function
166. 63. 125. 149 |147.237.77.176|lhited Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
37.142.151. 116 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

w ndow scal e

37.26.148.141 |Israel 147.237.76. 200 |ei tan. aka.i df .i | Ret r ansm ssi on Packet  dr opped. drop 1323
Sreamng Engine: TCP Invalid i i ssi
5.29.223.67 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 58
Ret ransn ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
172.56.17. 243 |wited Sates [147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
2.52.55. 49 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46.19.85.188 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
81.218.241.25 |lIsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 13
Sreanmng Engine: TCP Invalid i i ssi
213. 57. 247. 100 I srael 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.32. 207 |Israel 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
213.57.46.150 |Israel 147.237.0.34 |tikshuwv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi
66.249. 64. 163 |lnited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 10
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.161 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
2.52.28.87 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.54.156. 67 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.176.241 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
213.8.204.50 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.133  |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6
5.29.58.174 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
2.52.59. 135 I srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19.85.227 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 6
46.19.85.169  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
5.29.58.174 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt wih different Jopyivor |6
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109. 66. 210. 103 |I srael 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.227 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.169 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.176.39. 114 |israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
2.52.59.135 I srael 147.237.72. 167 [i shurimaka i df .i[Bad TCP sequence Invalid ACK nunber noni t or 6
80.179.5.168 |Israel 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 6
109. 67.68.80  |Israel 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval id ACK nunber aert 6
46.19.85.175 [israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
2.52.59. 135 | srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d sequence nunber moni t or 6
185. 106. 94. 2 147.237.0.19 |medimatal .idf.il|dr op SAMrul e drop 6
2.54.46.121 I srael 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109. 67.68.80 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
213.8.204.50 |[lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber aert 6
46.19.85.175 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber noni t or 6
5.29.58. 174 | srael 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 6
46.19.85.133 [lIsrael 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber alert 6
84.109. 115. 116 |I srael 147.237.72. 166 [aka. i f .i | Bad TCP sequence Invalid ACK nunber noni t or 6
2.52.59. 135 | srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.24.22 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
172.56.17. 243 |wnited Sates [147.237.72.166 |aka idf.il Bad TCP sequence Invalid ACK nunber alert 5
80.179.5.168 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid sequence nunber noni t or 5
2.54.24.22 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d sequence nuniber noni t or 5
2.54.24.128 I srael 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.24.22 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
185.27.216.2 |[irag 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5
2.54.24.22 I srael 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.24.22 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 5
160. 163. 68. 245 147. 237. 77. 216 |dover i df .| Bad TCP sequence SNAretransmt wih different oo |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.148.141 |lsrael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 336
5. 29. 223. 67 I srael 147.237.76.200|ei tan. aka.i df .i | Dstributed Too Miny of the Same Response Code (404) B ock 145
46.19. 86. 181 I srael 147.237.0.19 |madi matal .idf.il Dstributed Suspicious Response Code B ock 48
79.180. 116. 125 |lIsrael 147.237.77.234|hal ag. i df . il Mil tipl e Unaut horized URL Access from 79. 180. 116. 125 Bl ock 24
12.168.154. 16 |lnited Sates [147.237.76.200|ei tan. aka.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 24
2.54.144. 71 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 2.54.144. 71 B ock 17
176.13.13.18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 16
176. 13. 23. 26 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 14
37.26.147.144 |israel 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 37.26. 147. 144 B ock 10
157.55.39.145 |Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 157.55. 39. 145 B ock 9
37.142.140. 226 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 6
40.77.167. 16 Uited Sates |147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 40.77.167. 16 B ock 4
79.182.10.200 |lsrael 147.237.72.166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
37.26.146.179 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 3
37.26.146.199 |[Israel 147.237.0.19 |madi matal .idf.il Dstributed Suspicious Response Code B ock 3
79.183.16.145 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.127.169.22 | srael 147.237.0. 17 ?frrlyl kosher-kravi. i o @ e I1legal Parameter Encoding None 2
84.109.115. 116 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
176.13. 8. 60 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
213. 8. 204. 15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
79.180. 116. 125 I srael 147.237.77.234|hal ag. i df .i | mﬂtog?;'tlzsg af:l‘.f‘éfcis‘lslsti%_storage/ﬂ s/ 412004, g Bock |2
79.177.128.113 |[Israel 147.237.76.42 |refuah.idf.il Ostributed PHP Attenpt B ock 2
80. 246. 138. 150 |[Israel 147.237.0.19 |madi matal .idf.il Dstributed Suspici ous Response Code B ock 2
79.177.128. 113 |lsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to waw refua. atal .idf.il/xnirpc. php B ock 2
2.54.128. 206 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 85. 213 I srael 147.237.0.19 |madi matal .idf.il Dstributed Suspicious Response Code B ock 2
79.179.18.84 | srael 147.237.72.166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
188. 143. 232. 41 gz::;”i on 147.237.76.30 |hinush.idf.il Mil tiple UWnaut hori zed URL Access from 188. 143. 232. 41 B ock 1
37.104.251. 118 |Saudi Arabia  |147.237.77.176|nat pash.idf . il Distributed PHP Attenpt B ock 1
107.178.194.79 |uited Qates  [147.237.77. 216 |dover. i df . i | D stri bt ec ﬂ“;g:;;gfﬁeﬁvﬁ‘f?;pﬁn Bock |1
31. 215. 206. 94 Lahﬂi]:aetdesﬁab 147.237.77.74 |lawidf.il PHP At t enpt Bock |1
85. 250. 6. 39 I srael 147.237.72. 166 |aka. i df . i | Lntraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
80.246.139.30 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.116. 86. 72 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unaut hori zed URL Access to waw i df.il/1133-21476-ar/function
157.55.39. 145 |Uited Sates |147.237.77.216|dover.idf.il conpact() {  return this. sel ect (function(val ue) { return val ue |B ock 1
nul |
37.142.192.46 |[Israel 147.237.77. 216 |dover . i df .i | SSL Lhtraceabl e Gonnection - Unhknown SSL Sessi on None 1
109. 65. 36. 181 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Qoss-site scripting on paraneter
79.181. 231. 241 |Israel 147.237.72. 156 |anman. i df . i | ct| 00$ct | 00$cphMai N$CPHMVAI nCont ent $ct | 77$ct | 01$ct | 03$txtField  [Bl ock 1
in ww anan.idf.il/nodiin/questionnaires. aspx
195.93.234. 8 | srael 147.237.72.166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/wwtikshuv.idf.il B ock 1
79.178.15.33  |israel 147. 237.72. 166 |aka. i df . i | LL'rigeijl i?tageﬁdsngggg‘:/zz)ga”ckﬁ f/ el v kapat z/ [ res Bock |1
185.32.179. 184 |Israel 147.237.72.166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
37.26.147.144 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to www i df . il/1133-23000- he/ dover. asp |B ock 1
89. 230. 104. 209 |Pol and 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
66. 249. 65. 115 | srael 147.237.76.42 |refuah.idf.il ﬂ?u;ggr ;éfegztg‘pf;csf;géﬂi | es/ 1/ 26100X0/ 2971 | pg Bock |1
176. 13. 6. 235 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
31.13.102.109 |[ireland 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.183. 136. 150 || srael 147.237.76.42 |refuah.idf.il i;f ;g?”;gd 4;;“;'135';;1 dﬁspectc_e;ss on Bock |1
212.76.109. 43 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 86. 119 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
141.212.121. 176|thited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
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