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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3497
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 71
45, 32. 246. 5 147.237.76. 30 hi nush. i df . i | Invalid TGP H ags drop 8

45, 32. 246. 5 147.237.76. 31 nakchal .idf.il |Invalid TGP Hags drop 6
84.109. 12. 233 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 6

45. 32. 246.5 147.237.77. 61 e.cogat.idf.il |Invalid TGP Hags drop 4
79.176. 36. 4 | srael 147.237. 72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3
71.6.216. 43 Lhited Sates 147.237.76. 31 nakchal .idf.il |B ock Wdp All Nets drop 1
37.204. 103. 100 Russi an Federati on 147.237. 76. 197 e hinush.idf.il |[Block Udp All Nets drop 1

45, 32.246.5 147. 237.76. 30 hinush.idf.il |Block Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
50.97.138. 113 Lhited Sates 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 14
50. 97. 138. 113 Lhited Sates 147.237.77.233 |atal .idf.il|6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 8

50. 97. 138. 113 Lhited Sates 147.237.77. 233 atal.idf.il|9785. HITP. SQ Injection (Referer Header) B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

‘Ste

Gountry

‘Signature

50.97.138.113 |147.237.77.233|lhited Sates  |atal .idf.il A Injection - Select From 43
66. 249. 88. 46 147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
L ET SCAN Suspi ci ous User-Agent Contai ning Véb Scan/er, Likely V¢b
137.226.113.7  |147.237.77. 234 |Ger many hal ag. i df .il 1
Scanner
109. 65. 148. 235 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
77.126.220. 138 |[147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
45.32.246.5 147. 237. 77. 61 e.cogat.idf.il [ET SCAN NVAP -sS w ndow 3072 1
45.32.246. 5 147.237.77.61 e.cogat.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
45.32.246.5 147.237. 76. 31 nakchal .idf.il [ET SCAN NVAP -sS w ndow 3072 1
183. 60. 252. 84  |147. 237. 76. 198 [Chi na e.yohalan.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
5.29. 158. 16 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il |portscan: TCP D stributed Portscan 1
109. 66. 0. 129 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
94.228.187. 126 |147.237.77. 216 |France dover.idf.il |portscan: TCP Distributed Portscan 1
45.32.246.5 147. 237.77. 61 e.cogat.idf.il [ET SCAN NVAP -sS w ndow 4096 1
45.32.246.5 147. 237. 77. 61 e.cogat.idf.il [ET SCAN NVAP -sS w ndow 2048 1
45.32.246.5 147.237.77.61 e.cogat.idf.il [ET SCAN NVAP -f -sS 1
195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 1
45.32.246. 5 147.237.76. 31 nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
168. 235. 197. 238|147. 237. 72. 166 |Lhited Sates  [akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

ountry ‘Target Address |[Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i sSi
2.54.183.97  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. Packet | 441
Ret r ansni ssi on dr opped.
62. 103. 30. 184 |G eece 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 178
80.246.133.39 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i;;e”a”sm't with different window |0 oo |141
i Sreaning Engine: TCP Invalid i i ssi
66.249.64.70 | ted 147.237.76. 200 |6i tan. aka i df .i 9 =9 Invalid segnent retransmssion. Facket | 38
Sates Ret r ansni ssi on dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.179. 21. 194 |I srael 147.237.77. 235 |sviva i df il drop First packet isn't SWN drop 23
80. 178. 150. 201 |l sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;;e“ansm't wth different wndow oo |23
2.54.177.216 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
Sreaning Engine: TCP Invalid i i ssi
212.179. 21. 194 | srael 147.237.76. 200 |6i tan. aka i df .i 9 =9 Invalid segnent retransmssion. Facket | 16
Ret r ansni ssi on dr opped.
46.19. 86.146  |lsrael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 13
80. 178. 150. 219 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid sequence nunber noni t or 12
45.32.246.5 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
_ o Sreamng Engi ne: TCP TCP segnent out of maxi mum
61.216.2.13 Tai wan 147.237. 72. 156 |aman.i df .i | Segment Linit Enforcement all oved sequence. Packet dr opped. drop 9
, - Streaming Engi ne: TCP TCP segnent out of maxi num
61. 216. 2. 13 Tai wan 147.237. 77. 170 |naar achot . i df . i | Segment Linit Enforcenent al | oned sequence. Packet dropped. drop 9
213.57. 133. 209 |l sr el 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAK retransmt with different —foonivor o
w ndow scal e
, — Streaming Engi ne: TCP TCP segnent out of maxi num
61.216.2.13 Tai wan 147.237.76.42 |refuah.idf.il Segment Linit Enforcenent al | oned sequence. Packet dropped. drop 9
_ _ o Sreamng Engi ne: TCP TCP segnent out of maxi mum
61.216.2. 14 Tai wan 147.237.0.34 |tikshuv.idf.il Segnent Linit Enforcenent al | oved sequence. Packet dr opped. drop 9
. N . Streaming Engi ne: TGP TCP segnent out of maxi num
61.216.2.13 Tai wan 147.237.72. 167 |i shurimaka. i df .i | Segment Linit Enforcenent al | oned sequence. Packet dropped. drop 9
213.57.133. 209 [l srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
82.81.26.69  |Israel 147.237.77. 233 |atal i of .i Bad TCP sequence S retransmt with different wndow | onivor [
81. 218. 193. 205 |I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid sequence nunber nonitor (8
46.19. 85. 37 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |8
37.46.39.170 |[lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |8
109.66.0.129  [Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |7
213.57.130.74 |[Israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
. . SYN+AXK retransmit with different .
213.57.130.74 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence i ndow scal e monitor |7
46. 19. 85. 140 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46.19.86.152 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
77.126.99.5 | srael 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
_ . Streamng Engi ne: TGP TCP segnent out of naxi num
61.216. 2. 14 Tai wan 147.237.76.42 |refuah.idf.il Segnent Limt Enforcenent al | oved sequence. Packet dropped. drop 6
77.125.87.195 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert
80.179.5.168 |Israel 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid sequence nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
79.180. 160. 52 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet | 6
Ret r ansmi ssi on dr opped.
213.57.168. 177 |I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor (6
Sreaning Engine: TGP Invalid i i ssi
46.19. 86.0 I srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.
77.125.87.195 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor (6
46.19.85.140 |[Israel 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 6
109. 65. 139. 71 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 6
46.19.85.179  |lsrael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber nonitor (6
Sreanming Engine: TCP Invalid i i SSi
109. 66. 109. 105 | srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.
31.13.109.118 |lreland 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
46.19.85.140 |Israel 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
81.218. 193. 205 |l srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence I'nval i d sequence nunier noni t or 6
109. 65. 139. 71 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (6
46.19.85.205 |lsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert 6
2.54.23.212 I srael 147.237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 61 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber aert 6
46.19.85.140 |Israel 147.237. 77. 216 |dover . i of i Bad TCP sequence SINAK retransmt with different —fonivor o
w ndow scal e
idf [Streamng Engi ne: TCP i
61 216. 2. 13 Tai ven 147 23777, 226 | chanat z. aka. i df g_ _g TCP segnment out of maxi num drop 6
il Segnent Limt Enf or cenent al | oned sequence. Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Mainy of the Same Response Code (404) B ock 508
176.13.4.73 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 102
89.138.192. 140 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 58
2.54.144. 152 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 55
2.54.183.97 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 40
46.19. 86. 158 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 21
208.115.113.88 |Lhited States [147.237.76.86 [navy.idf.il Ml tipl e Unhaut horized URL Access from 208. 115. 113. 88 Bl ock 19
2.52.13.11 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
84.109.114.79 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 5
84.109.114.79 |lsrael 147.237.72. 156 [aman. i df . i | Mil tipl e Unhaut hori zed URL Access from 84.109. 114. 79 Bl ock 4
149. 78.151. 119 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13. 9. 233 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
176.13. 18. 97 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.52. 54, 201 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
212.179. 21. 194 |Israel 147.237.77. 235 [sviva. i df .i | mu;;gor;:z’ alL_‘?‘df’fCiTifpt_; oregel il 68/ 2/ 1552, pg Bock |2
84.94.39. 176 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None

149. 88.206. 49 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1437-he/atal . aspx [B ock
176.13.19.16  [Israel 147.237.76.42 |refuah.idf.il Paraneter Type M ol et fglg_tr']g)f;bl:‘;he_”atsixacem' deriStxtlasthame in |g o |2
2.52.148. 153 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
82.81. 18. 163 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
61.216.2.13 Tai wan 147.237.76.42 |refuah.idf.il Illegal Byte (de Character in Mt hod B ock 1
173.252. 121. 118|lhited Sates |147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
77.127.162.80 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212.29.246.67 |israel 147.237.76.42 |refuah.idf.il \;?Warrffi;zg? .\iﬂd(;llaitli /O{‘S;Za{]zfgﬁawaspx B ock 1
61.216.2.13 Tai vn 147.237.0.17 gfmlyl kosher -kravi . | %ﬁﬁﬂfﬁfiﬁg - Protocol violation None 1
141.212.121. 176|Wited Sates [147.237. 77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
46. 19. 85. 200 | sr ael 147.237.77. 216 |dover . i df . i | Mal formed LRL B ock 1
107.178.194. 83 |Uhited Sates [147. 237. 77. 216 |dover. i df . | D stri uted 1?:;?;;%?%%\/?21;” Bock |1
66.249.64.131 |Israel 147.237. 72. 166 |aka. i df . i | ﬂ?“tzggr;;efeﬁl sfgf;sa;g/ {11 o5/ 2/ 71552, pe Bl ock 1
185. 32. 179. 234 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
61.216.2. 13 Tai van 147.237.77. 243 |nobi | e. i df . i | \'\/Ai" Iotl ia'?'iinu?;gfgﬁ_g‘as\?ﬁg‘fc; )r om61. 216.2. 13 (Prot ocol None 1
5.22.134. 52 I srael 147.237.72. 166 |aka. i df . i | m”atkgorl ! dfidl /'\':;r:/’:i }':ES%;”(; o aspx B ock 1
61.216.2. 13 Tai wan 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from6l. 216. 2. 13 Bl ock 1
157.55.39. 145 |lhited Sates |147.237.77.216|dover.i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
79.180. 207. 214 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
66.249.65.118 I srael 147.237.76.42 |refuah.idf.i| e o o s oo ot aspx Bl ock 1
109. 160. 217. 209]l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
61.216.2.14  |Taiven 147.237.76.86 |navy.idf.il th;srffgbl\l\?_i E,S\elsTiigquPmt“d violation None 1
183.15.5.73  |china 147.237.77.176 |nat pash. i df . i | muéggc’;l'_zi%?.li'ﬁsﬁ‘;fgjlsu;;comol o header upper Bl ock 1
37.26.148.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessions: sigal gs oS Attack None 1
93.173.128.150 |[lIsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
82. 81. 26. 69 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
61.216.2.13 Tai wan 147.237.76.200(ei tan. aka. i df.il Illegal Byte Qode Character in Mthod B ock 1
173.252.121. 119|Uhited Sates [147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
61.216.2.13 Tai wan 147.237.0.19 |[nadimatal .idf.il Mitiple Illegal Byte Code Character in Mthod from6l. 216. 2. 13 B ock 1
79.176.145.176 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212.76.123.179 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
46. 19. 85. 200 I srael 147.237.77. 216 |dover.idf .il Unknown HTTP Request Method ana in URL B ock 1
107.178.194.87 |Uhited States [147. 237. 77. 216 |dover. i df . | e 1) 1155, 23650 el dover. aume Bock |1
66. 249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vww aka. i df.il/val tam B ock 1
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