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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3269
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 90
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

43.225.68.247 [147.237.8.28 |Japan e.nobi | e-ks. i df.il ET SCAN Potential SSH Scan 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
218.108. 132. 58 |147.237.8.24 |China elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.225.68.247 [147.237.8.46 |Japan e.chinuch.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 178(147. 237.8.45 |Whited Sates |e.eitan.idf.il ET SCAN NVAP -f -sS 1
43.225.68.247 |147.237.0.200 |Japan rdu. i df il ET SCAN Potential SSH Scan 1
185. 56. 82. 14 147.237.8.24 |Netherl ands elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
137.226.113.7 |147. 237, 72. 156 |Ger many avanidf il ET SCAN Suspi ci ous User-Agent Contai ning Vb Scan/er, Likely 1
VWb Scanner
85. 65. 189. 20 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
66. 249. 66. 61 147.237.72. 166 |Lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 1
46.120.51.160 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
43.225.68.247 |147.237.77. 179 |Japan e nazi.idf.il ET SCAN Potential SSH Scan 1
43.225.68.247 |147.237. 72. 156 |Japan anan.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 178|147.237.8.45 |lhited Sates [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
2.52.177. 116 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
137.226.113.7 |147.237.77. 226 |Ger many v chanat z. aka. i df . i | ET SCAN Suspi ci ous Lber-Agent Containing Véb Scan/er, Likely 1
Vb Scanner
87. 68. 54. 130 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.193. 155 |147.237.72.166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
46.148.18.122  [147.237.77. 212 |Li thuani a e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.225.68.247 |147.237.77. 234 |Japan hal ag.idf.il ET SCAN Potential SSH Scan 1
43.225.68.247 [147.237.76. 197 |[Japan e hinush.idf.il ET SCAN Potential SSH Scan 1




12-08-2015-15:04:04 to 12-08-2015-16:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 52
198.240.213.23 |Swtzerland  |147.237.77.226 "Li"‘l""“:ha"atz'aka"df drop First packet isnt SWN drop 49
Sreanming Engine: TCP Invalid i i Ssi
85.130.201. 81 |israel 147.237.72. 167 |i shuri maka. i of .| 9 =g Invalid segnent retransmssion. |y, 48
Ret ransmi ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TGP Invalid i i sSi
212.179.21. 194 |israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 28
Ret ransni ssi on Packet dropped.
. . SYNretransmt wth different .
79. 180. 149. 199 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 18
81. 218. 241. 25 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 14
46. 19. 85. 19 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreaming Engine: TP Invalid i i ssi
31.168.67.206 | srael 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 12
Ret ransni ssi on Packet dropped.
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 12
212.179.21.194 |Israel 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
8.37.224. 149 g”;(’;ym’us 147. 237. 77. 216 |dover. i of . i1 drop First packet isn't SN drop 11
Sreaming Engine: TCP Invalid i i SSi
46.19.85.249  |israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
213.57.133.209 |[lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
213.57.133.209 |Israel 147. 237. 72. 166 [aka. i o .i Bad TCP sequence SINWACK retransmt wi th monitor |9
different wndow scal e
Sreaning Engine: TP Invalid i i ssi
192, 117. 129. 240i sr ael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, ., 9
Ret ransni ssi on Packet dropped.
213.57.133.209 |[lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 9
79.180. 175. 143 |Israel 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 8
41.176.191. 113 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
94.230.86.172 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
. . SYNretransmt wth different .
147. 236. 31. 224 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 7
37.26.147.175 |[lIsrael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 7
Sreaming Engine: TCP Invalid i i SSi
5.22.129.171  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.98.63  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 179 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Invalid ACK nunber alert
214.3.138.230 |lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
79.176.65.27  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
87.68.35.151  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.52.144. 180 I srael 147.237. 72. 167 |i shurimaka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
185. 106. 94. 2 147.237.77.19 |lanvforumidf.il drop SAMrule drop 6
46.19. 85. 179 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber monitor |6
46. 19. 85. 97 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 208 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
109. 66. 28. 187 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
o SN retransmt wth different .
147. 236. 31. 224 |Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 6
46.19. 85. 186 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 97 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or
176.12. 142. 202 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
. ) SYNWAKK retransmt with )
37.26.147.175 |lsrael 147.237.72. 166 |aka. i df i Bad TCP sequence di fferent w ndow scal e noni t or 6
46. 19. 85. 208 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or
46.19. 85. 86 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 186 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
212.150. 20. 110 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 86 I srael 147.237. 77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
46.19.86.202  |Israel 147. 237.72. 167 |i shurimaka. i of .1 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
40.77.167.65 |wited Sates |147.237.76. 200 [ei tan aka i df il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 119 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 5
114.187.197. 30 |Japan 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 5
46.19. 85. 119 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACGK nunber nonitor |5
79.180. 175. 143 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Sane Response Code (404) Bl ock 1096
84.108. 249. 195 |Israel 147.237.76. 200 |ei tan. aka. i df . i | gfll\(g'yzg tlgg Sane Response (bde (404) in Session from Bock  [145
46.19. 85. 249 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 121
46. 19. 85. 249 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 117
176.13. 11. 63 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 8
212.179.21.194 |Israel 147.237.76.200|ei tan. aka. i df . i | |Lnaut hori zed LRL Access to ww eitan. aka. i df.il/1105-en/ cont actus. aspx |Bl ock 7
46.120.97.194 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46.120.97. 194 Bl ock 5
2.54.7.160 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
109. 67. 136. 213 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
5. 22.129.92 | srael 147.237.72.166 |aka. i df . | \;Twarwajaqfa?ir df%??/?aliﬁ/\;a?hjri/?r;giisrt]rati onw zar d/ r egi st er. aspx None 3
2.52.13.11 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
31.168.67.206 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/main/ Bl ock 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover . i df .i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 2
2.54.15.99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
212.150. 161. 210/l srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/894-he Bl ock 2
87.69.3.171 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
79. 176. 65. 27 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR. Access to wan aka. i df.il/ww tikshuv.idf.il B ock 2
80. 246. 137. 156 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
67.55. 85. 148 Lhited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adnmn/ B ock 1
208.184.112.75 |Uited Sates 147.237.77. 216 |dover. idf.il |0 S 0ed 1T§;f;§£;i?ﬂeﬁvicrc_f§px°_” Bock |1
46.19. 85. 58 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
107.178.194.87 |Uited Sates [147.237.77. 216 |dover. i df .| D stri uted lT;;f;gZéf’ﬁeﬁvicrc_ispﬁn Bock |1
85. 65. 144. 187 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.64.131 I srael 147.237.72.166 |aka. i df . i | i;t r2i3l;‘ft7e;.’ 1%:;“;;0;; gzie)?u:geﬁgfzisaggx Bock |1
176. 13. 8. 208 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
2.54.153. 36 | srael 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
81.218.53.114 [Israel 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 81.218.53. 114 B ock 1
46.116. 116. 121 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
147.236. 31. 224 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
109. 66. 190. 218 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.177.34.11 I srael 147.237.72.166 [aka. i df . i | mu;‘:ri Id?.eidl /l\,r‘:atajhnc;dgi 353 gl\:shérgri cati onservi ce. asnx/ get aut huser B ock !
212.199. 107. 106|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
66. 249. 66. 34 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock
204.13.200. 200 [Uhited Sates [147.237.77. 216 |dover. i df .i | D stri but o gggfggzgfﬁeﬁvﬁffsp;n Bock |1
37.142.221.174 [israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to vwwu i df.il/lishkat geout B ock 1
89.138.68.250 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.121.135. 3 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176. 12. 142. 105 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/nain/giyu B ock 1
31.31. 196. 39 g;z:;nl on 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wordpress/ wp-adnin/ B ock 1
84.108. 249. 195 |l srael 147.237.76.200|ei tan. aka. i df . i | |[Too Many 404: Response Code per Session B ock
79.181. 51. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.19.86.155  |[israel 147.237.77.233|atal . i df . i1 E;;:e?gegezrarcﬁmer Type Molation on wwatal.idf.i1/1440-hefatal . aspx gy oy |3

Uhaut hori zed URL Access to

147. 237. 76. 86/ yest hi si sar eal | yl ongr equest ur | but wear edoi ngi t onpur posewear e
220087 farmy (1257700 foay. 1.1 [ e ol e ke e e s Ly,

asehaveal ookat t heuser agent t hxyest hi si sar eal | yl ongr equest ur | but wear edoi ngi t o

npur posewear escanni ngf or r esear chpur posepl easehaveal ookat t heuser agent t hx
74.208. 16. 87 Uited Sates |147.237.0.34 [tikshuv.idf.il [Uhauthorized URL Access to tikshuv.idf.il/bl og/wp-adm n/ B ock 1
209. 88.173. 130 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. i df . i |/ $$$&787$$$ B ock 1
46. 19. 85. 66 I srael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on waw aka. i df .il/mai n/ B ock 1
107.178.194.87 |Uited Sates 147.237.77. 216 dover. idf il |0 ST oed 1T§;f;§ggg?ﬂeﬁvicrc_f§px‘f” Bock |1
37.26.146.135 |[lsrael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on www i df.il/https: /v idf.il/ Bl ock 1
85. 65. 203. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.117.108. 173 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
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