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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|signature

|Device Action |Count |

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3331
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 90
45, 32. 246. 5 147.237.76. 42 refuah.idf.il Invalid TP H ags dr op 12
93.174. 93. 138 Net her | ands 147.237.0. 19 nadi matal .idf.il Frk _Under Attack Con_ Tcp drop 2
71.6.216. 41 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Udp All _Nets drop 1
210. 77.180. 10 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |Bock Udp Al _Nets drop 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
212.235.98.139 |[Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 107
46. 19. 86. 210 I srael 147.237.72. 167 |i shuri maka.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |35
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
85. 250. 154. 140 || srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence SN retransmt with different monitor 22
wi ndow scal e
2.54.52.33 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 18
2.54.51. 109 I srael 147.237.72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 17
46.19. 86. 94 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
Sreaming Engine: TCP Invalid i i ssi
177. 235. 143. 150|Brazi| 147. 237. 77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. o 16
Ret r ansn ssi on Packet dr opped.
85. 250. 154. 140 || srael 147. 237. 72. 156 |anan. i df .i Bad TCP sequence SN retransmt wth different monitor (15
w ndow scal e
46. 19. 85. 10 I srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor  [13
Sreanmng Engine: TCP Invalid i i Ssi
62.90.236.81  |Israel 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.
109. 160. 206. 132|i srael 147.237. 77. 226 ;“”““Cha"atz' aka. Tdf-1|oyN At ack SYN -> SYN-ACK -> RST rej ect 11
45.32.246.5 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
91.186.252.94 |Jordan 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 10
Sreaming Engine: TCP Invalid i i ssi
40.77.167.8 Lhited Sates [147. 237. 76. 200 [ei tan. aka i df . 9 =g Invalid segnent retransmssion. g 10
Ret r ansn ssi on Packet dr opped.
45.32.246.5 147.237.0.17 ;“I"I" kosher-kravi.id [N At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TCP Invalid i i ssi
40.77.167.65  |Wwited Sates |147. 237.76. 200 |eitan. aka i df .l 9 =g Invalid segnent retransmssion. g 10
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
2.52.25. 218 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 9
Ret ransm ssi on Packet dropped.
2.54.52.33 | srael 147.237.72. 166 |aka.idf.il SYN Attack rej ect 9
2.54.10. 227 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 9
46.19. 86. 94 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor (9
46. 19. 86. 203 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor (9
80.179.9.7 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
Sreamng Engine: TCP Invalid i i ssi
89.138.76.38  |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 8
Ret ransm ssi on Packet dropped.
207.241.226.39 |lhited Sates |147. 237. 72. 166 |aka.i df .il drop SAMrule drop 8
212. 150. 161. 210|I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
46.19. 85. 91 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber monitor |8
94.230.86.165 |lsrael 147.237.72. 166 [aka i df. i | Bad TCP sequence I'nval i d AGK nunber nonitor (8
5.28.146.155  |Israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence SYNGACK retransmt with moni tor |7
different w ndow scal e
2.54.51. 109 I srael 147. 237. 72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber nmoni t or
45.32.246.5 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST alert
45.32.246.5 147.237.0. 17 ?’I"Iy kosher-kravi.id [N At t ack SYN -> SYN-ACK -> RST alert 7
5. 28. 146. 155 I srael 147.237.72. 166 |aka.idf . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
2.54.51.109 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 7
94.230. 86.201 |Israel 147.237.77. 176 |nat pash. i df .i Bad TCP sequence Inval i d AGK nunber monitor (6
149. 88. 13. 94 I srael 147.237.72. 166 [aka i df. | Bad TCP sequence I'nval i d AGK nunber alert 6
188. 120. 148. 153|l srael 147.237. 77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor  [6
84.228.100. 153 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber monitor (6
5.28.151. 52 I srael 147.237.0.19 |[nadimatal.idf.il Bad TCP sequence nonitor (6
149. 88. 13. 94 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
2.54.18. 205 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
79.182.60. 238 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.229.34.196 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46.116. 251. 211 |Israel 147.237.72. 166 [aka i df .| Bad TCP sequence I'nval i d AGK nunber nonitor (6
Sreamng Engine: TCP Invalid i i SSi
194.31.58. 8 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 64. 175. 218 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. o 6
Ret r ansn ssi on Packet dr opped.
46.117.244.72  |[israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence SINGACK retransmt with moni tor |5
different w ndow scal e
84.228.100. 153 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber alert
85. 250. 56. 199 |l srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence Invalid ACK nunber noni t or
192.114.91. 234 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 146 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 105
176. 13. 18. 89 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 68
207.241.226.41 [lhited Sates |147.237.76.86 [navy.idf.il Mil tipl e Uhaut hori zed URL Access from 207. 241. 226. 41 Bl ock 68
46.19. 86. 146 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 66
46.19. 86. 80 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 62
2.54.177. 84 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
176.13.20. 6 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 12
46. 19. 86. 146 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 9
2.54.54. 159 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 7
212. 150. 161. 210|I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df.il/894-he B ock 4
31.168. 213. 225 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. idf.il/ Bl ock 4
79.177.57.83 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
176.13.18. 89 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 3
207.241.226.41 |Lhited Sates [147.237.76.86 |navy.idf.il PHP Attenpt B ock 3
46. 19. 85. 213 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 48 I srael 147.237.77. 216 |dover.i df . il Dstributed Whaut horized URL Access on waw i df.il/error.htm Bl ock 3
208.184.112.75 |United Sates [147.237.77. 216 |dover. i df . i b stri bt oc ;f;;_t;g;g_eﬁeﬁvﬁfzs:p;” Bl ock 2
2.54.186. 172 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
5.28.151.52  |Israel 147.237.0.19 [nadi matal . i df i [ o hortzed UL gﬁ;ejj/;jzx/ it enalkt Gaunt £y, 85X Bl ock 2
176.12.147.13 |lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 2
80. 179. 83. 94 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 2
46.116.170.93 |[Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.17. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
85. 64. 89. 33 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock 1
82.102. 169. 113 |israel 147. 237.72. 166 |aka. i df . i | mn;k“;izfalr ﬁr;ertr;r Ncsglcggjcrt;g?szgthi“fmi;g/regi ter. asp None 1
213.57.163.92 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 66. 169. 156 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
207.46.13.102 |Lhited Sates |147.237.77.176 [mat pash.idf.il |Wauthorized URL Access to www cogat.idf.il/css/ base/ css/fetchess B ock 1
37.26.147.135 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
95. 86. 124. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
85. 250. 154. 140 |l srael 147.237.0.34 |tikshuv.idf.il |Wauthorized UR. Access to www tikshuv.idf.il./styl e/ shared reset.css B ock 1
66.249.65.112 [ srael 147.237.76.42 |refuah.idf.il ﬂ??;g;’f;ﬁf’gz}g‘pﬁfsf;gg’“ | es/ 1 si 2100x0/ 3241 pa Bl ock 1
176. 13. 23. 88 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None

46.19. 86. 146 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
157.55.39.149 |Whited Sates [147.237.77.176 |mat pash. i df . i | mégg:ttﬁddfg??ﬁzg Lgse(g/é:‘g/ feccss on Bl ock 1
84.111.25.117 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
107.178.194.87 |Wited Sates [147.237.77. 216 |dover. i df .| b stri bt ed lT:;f;gzgfﬂe%ﬁ‘ffssp;” Bl ock 1
80. 246. 136. 108 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
77.237.138. 202 g;%ri . 147.237.77.233|atal .idf .i| Unaut hori zed LRL Access to / B ock 1
186.202.87.94 |Brazil 147.237.0.34 [tikshuv.idf.il [Uauthorized URL Access to tikshuv.idf.il/wp-adm n/ Bl ock 1
93.173.255.35 |[lIsrael 147.237.77. 170 |maar achot . i df . i | [haut hori zed URL Access to maarachot.idf.il/pdf/files/1/110581. pdf B ock 1
46.116. 251. 211 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Atack None
85.65.120.92  |Israel 147.237.77. 233 |atal .i df . i | ?Arjlotnlw%: gg' ;\;uofngr;/ral fwidth Lhi code Encoding on LR/ Par anet er (+) Bl ock 1
82.102. 169. 113 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
222.163.195.4 [China 147.237.0.34 [tikshuv.idf.il [Paraneter Type Molation catld in wwtikshuv.idf.il/site/general . aspx Bl ock 1
46. 19. 86. 119 I srael 147.237.72. 166 [aka.i df . i | Dstributed MSSQ Data Retrieval with Inplicit  Qnversion Erors(+) None 1
109. 67.153.56 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
105. 200. 22. 41 |Egypt 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt Bl ock 1
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