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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3607
79.176. 206. 162 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6

94, 123. 202. 49 Tur key 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

176. 189. 203. 143 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 6

205. 203. 135. 1 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

194. 204. 175. 62 Pol and 147.237. 76. 196 e.sviva.idf.il Block Np All _Net drop 1

194. 204. 175. 62 Pol and 147. 237. 76. 197 e hinish.idf.il [Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
212.179. 132. 202|147. 237. 77. 233 |I srael atal .idf.il EI' DOS Large anount of TGP Zerowndow - Possi bl e 2
Nki |l er2 DDos attack
37.142.192.91 |147.237.72. 166 |l srael aka idf.il ET SCAN NVAP -sA (2) 2
94.230. 86. 151  |147.237.77. 216 |I srael dover.idf.il portscan: TCQP DO stributed Portscan 1
85.130. 217. 215 [147. 237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
79.179. 180. 180 |[147.237.72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
210.50. 197. 154 |147.237.8.45 |Austraia eetanidf.il ET SCAN NVAP -sS w ndow 4096 1
210.50.197. 154 |147.237.8.45 |Australia eetanidf.il ET SCAN NVAP -f -sS 1
185.112. 102. 211(147. 237. 8. 50 e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
119. 10. 114. 32 [147. 237. 76. 147 |Chi na chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
93.173.240.94 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
84.176.149. 40 |147.237.77. 216 |Ger many dover.idf.il portscan: TCQP DO stributed Portscan 1
78.193.2.8 147.237.0.15 [France kosher-kravi.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
212.106.82.120 [147.237.77.176 (';ajcis;iigéa” Territory,  atpash.idh.il  |ET SCAN NVAP -SA (2) 1
5.102.254.161 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
210.50.197. 154 |147.237.8.45 |Austrdia e.eitan.idf.il ET SCAN NVAP -sS wi ndow 2048 1
199. 101. 186. 201(147. 237. 76. 197 |Lnited Sates ehimsshid.il |ET SCAN NVAP -sS w ndow 1024 1
192.114.91. 232 [147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
176.12.139.82 |147.237.72.166 |l srael aka idf.il portscan: TGP DO stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Country‘Target Address [Ste Signature Acti on ‘Count
Sreaning Engine: TCP Invalid
109. 64. 21. 113 |lsrael 147.237.72.166 |aka.idf .il Checksugm 9 Inval i d checksum Packet dropped. |drop 51
o SYNretransmit wth different .
89.138.94. 219 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ noni t or 42
Sreaning Engine: TCP Invalid i i SSi
212.179. 21. 194 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 34
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
213.8.63.243  |lsrael 147.237.77. 176 |nat pash. i df .i Bad TCP sequence Inval i d sequence nunber noni t or 30
46.19.86.210 |Israel 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Invalid AGK nunber noni t or 28
Sreamng Engine: TCP Invalid i i ssi
2.54.29. 41 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 nval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
46.19.86.190 |Israel 147. 237. 72. 167 |i shuri maka. i f . i 9 =g Inval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
. . e SWNretransmit wth different .
79.181.4.118 |Israel 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence wi ndow scal @ noni t or 21
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
5.29.230. 12 | srael 147.237.77.176 |natpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
213.8.63.243 |[Israel 147. 237.77. 216 |dover. i df . i Bad TCP sequence Invalid sequence nunber noni t or 13
77.30. 180. 65 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
66.249.66.39 |Wited Sates  |147.237.77. 234 |l ag.idf i1 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i Ssi
77.125.93.217 |Israel 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. 4 o 12
Ret ransni ssi on Packet dr opped.
5.28.155.220 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 11
37.26.148. 215 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
185. 120. 125. 19 147.237.72. 166 |aka.i df .i | drop SAMrul e drop 9
Sreaning Engine: TCP Invalid i i ssi
109. 65. 81. 196 |1 srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
41.47.71. 45 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46.19. 85. 4 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 9
62.0.117.233 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
5.29.201.150 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 8
5.29.201.150 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
185. 3. 144. 137 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 8
79. 177. 135. 144 || srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19. 85. 4 I srael 147.237.77. 233 |atal .idf.i | Bad TCP sequence Invalid AGK nunber aert 7
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46.19.86.250 |lsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
109. 64. 147. 102 |1 srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.249.93.234 |UWited Sates  |147.237.77.243|nobile.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
81.218.44. 254 |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
89. 135. 240. 233 |Hungar y 147. 237.77. 216 |dover. i df . il Bad TCP sequence Invalid sequence nunber noni t or 6
5.28.155.220 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
79.178.30.102 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
31.168.11.194 |Israel 147.237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 4 o 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.180. 117. 187 |I srael 147. 237.72. 166 |aka i f .| 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
2.54.160.96  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. 4 o 6
Ret ransni ssi on Packet dr opped.
s SYNHAK retransnit with different .
5.28.155.220 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence o ndow scal noni t or 6
Sreaning Engine: TCP Invalid i i Ssi
176.12.140. 24 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. 4 o 6
Ret ransni ssi on Packet dr opped.
2.52.191.213 |[Israel 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i sSi
109. 66. 199. 212 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
105. 94. 136. 2 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
s SYNretransmit wth different .
89.138.94. 219 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence wi ndow scal @ noni t or 5
82.166. 98. 13 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
185. 120. 125. 55 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
82.80. 154. 209 |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 5
91. 98. 103. 46 'F;ﬁbl:ilg"'c 147.237.0.34 |tikshw.idf.il [Bad TOP sequence Inval i d ACK nunber aert 5
o SN retransmit wth different .
176. 12. 138. 191 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ noni t or 5
82.80. 154. 209 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 742
46.19. 86. 143 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 22
176.12.142.60 |lsrael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 13
176. 13. 18. 89 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 13
138.134. 102. 15 |l srael 147.237.77.234hal ag. i df . il Mil tipl e Unauthorized URL Access from 138.134.102. 15 B ock 8
89. 138. 70. 50 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 89. 138. 70. 50 Bl ock 7
46. 19. 85. 84 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 5
208.115.113.88 |lhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 4
46.19. 85. 213 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
132.72.33.84 | srael 147.237.72.167|i shuri maka. i df . il Distributed Too Many of the Same Response Code (404) B ock 3
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 3
] . . D stributed Unhaut hori zed LR Access on
208.184.112.75 [Uited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm [B ock 2
5.29.83.178 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
212.199.69.213 [Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
78.72.132.232 |Sweden 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 2
] . . D stributed Unaut hori zed LRL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
78.72.132.232  |Sweden 147.237.77. 176 |nat pash. i df . i | O stributed Lhaut hori zed URL Access on Bock |2
wn cogat . i df . i |/ xmbrpc. php
m ny- kosher - kravi . i _ ,
176.13.11. 116 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from176.13. 11. 116 None 2
176. 10. 104. 240 |Saitzerl and 147.237.77.216|dover . i df .i | Untraceabl e SSL Sessi ons: (pen Mde None 2
] . . D stributed Unaut hori zed URL Access on
208.184.112.75 [Wited Sates 147.237.77.216|dover . i df .i | v i df i | / 1133 22461- he/ dover . aspx. B ock 2
176.12.136.71  |lIsrael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response CGode Bl ock 2
109. 65. 216. 140 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 2
176.13.7. 154 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
79.180.119. 242 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . Unaut hori zed URL Access to
66.249.78.18  |Israel 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1471- hel at al . aspx Bl ock 1
. . . Unaut hori zed URL Access to
185. 45.52. 143  |Bel gi um 147.237.77. 176 [mat pash. i df . i | v cogat i df i1 /si p storagel i1 es/ 6/ 4616, pg Bl ock 1
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Unknown Paraneter C@D in wwu aka.idf.il/giyus/ ganda/ None 1
] . . D stributed Unaut hori zed LRL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
. . Lhaut hori zed URL Access to
176.12.138. 191 |l srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah. aspx B ock 1
Paraneter Type Mol ation
85. 65. 204. 39 I srael 147.237.76.42 |refuah.idf.il ct 1 00$Cont ent A acetbl der 13t xt Last Nare i n B ock 1
wn refua. atal .idf.il/1518-he/ ref uah. aspx
2.54.3.46 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS At ack None 1
80. 246. 136. 168 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
46. 19. 85. 234 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
149. 78. 227. 155 |l srael 147.237.72. 166 |aka. i df . i | voww aka, i o . i |/ nai v sachar / r equest pays| i pexpl anat i on. aspx None 1
. ; ; Unaut hori zed URL Access to
114. 98. 241. 142 |China 147.237.77. 176 [nat pash. i df . i | vw cogat i df .1 1/ 1570-ar /i df g. aspx/ t r ackback/ Bl ock 1
207.46.13.141 |wited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
46. 19. 85. 60 | srael 147.237.72.166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.26.146.242 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
Lhited Arab . . Mil tiple Ful l wdth/Hal fwdth Uhi code Encodi ng on
92.99.252.189 oL o 147.237.77.216|dover.i df . il URL/ Par amet er (+) from 92. 99, 252. 189 B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_ st or agel {1 es/ 6/ 63076. pf B ock 1
m ny- kosher - kravi . i i i
176.13.11.116  |israel 147.237.0.17 y llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
46.19. 86. 165 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
173.252.121. 119|Uited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
2.54.128. 181 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
82.80.154.209 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
46.19. 85. 223 I srael 147.237.77.216|dover. i df . il Aonornal |y Long Request request version Bl ock 1
79.181.62.223 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
212.106. 82. 120 g‘ilcisgi':('ja” Territory 1 47. 237. 77. 176 |mat pash. i df . i | Mil tiple Wnauthori zed URL Access from 212. 106. 82. 120 Bt ock 1
68.180. 228. 112 [United Sates 147. 237.77. 216 |dover . i df . i | thaut hori zed LR Access to Bock |1

ww i df.i |/ engli sh/ history/ entebbel. stnxp rel =
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