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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3295
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 111
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
77.220.187.194 Russi an Federation 147.237.76. 176 test.ncore.idf.il |[Bl ock Udp All Nets drop 1

118. 193. 23. 46 Chi na 147.237.76. 42 refuah.idf.il Block Np All _Net drop 1
71.6.216. 45 Lhited Sates 147. 237. 76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

208. 69. 30. 69 147.237.72. 217 Lhited Sates eidf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.59. 100 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
176. 13. 22. 192 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 116. 186 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.172. 176. 161 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
84. 111. 200. 66 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218. 55. 253 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 79 147. 237.77. 233 Lited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
40. 115. 58. 160 147.237.77. 170 Wited Sates maar achot . i df . il ET SCAN NVAP -sS w ndow 1024 1
218.38.12.218 147.237.76. 177 Korea, Republic of ncore.idf.il ET SCAN Potential SSH Scan 1
31.151. 229. 115 147.237.72. 166 Net her | ands aka.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
2.52.56. 137 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
119. 73. 228. 130 147.237.0. 33 S ngapor e idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 65. 103. 158 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
84. 228. 8. 230 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.109. 37. 149 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 139. 88 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 81 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 194 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Country ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.19.85.252 |[Israel 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence Invalid ACK nunber noni t or 30
212.179. 21. 194 I srael 147. 237.76. 200 [ei tan aka i o 11 | €M NG Enginer TCP Invalid finvalid segnent retransissi on. drop 28
Ret r ansni ssi on Packet dropped.
176. 12. 150. 129 |I srael 147, 237, 72. 167 |i shuri maka i o 1| S N9 Engine: TP Invalid invalid segnent retransmssi on. drop 26
Ret ransnm ssi on Packet dropped.
185. 120. 126. 77 147.237.76.31 |nokchal igr.i1 | €aMNg Engine: TCP Invalid fimvalid segnent retransissi on. drop 24
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
84.94.205. 213 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 18
46. 19. 86. 90 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d ACK nunber noni t or 18
79. 183. 107. 222 |I srael 147.237.77. 234 |hal ag. i of . i | Bad TCP sequence mdz)jrsa:;nr Wth different monitor |18
62.219.35.63 |l srael 147. 237, 72. 167 | shurimaka i o 1| | S NG Engine: TP Invalid  finval i d segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
82.81.26.69  |Israel 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret ransnm ssi on Packet dropped.
46.19.86.158 |[lIsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 11
46. 19. 85. 139 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
173.252.115. 86 |Lhited Sates |147.237.77. 176 |natpash.idf.il drop Frst packet isn't SYN drop 10
46. 19. 86. 45 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
207.241.226.39 [hited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 10
138. 134. 192. 10 [l srael 147.237.72. 167 [i shurimaka.idf . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
86.86.147.212 |Netherlands  |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
173.252.115. 88 |Lhited Sates |[147.237.77.176 |nat pash.idf.il dr op First packet isn't SN drop 8
79.182.171.62 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
84.94.205. 213 |Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 7
31.154.7.4 | srael 147.237.72. 167 |i shuri maka. i df . i I|dr op First packet isn't SN drop 7
2.52.22.184 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46.19.85.252  [Israel 147237, 72. 167 [i surimaka i ar i || €M NG Engine: TQP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
79.176.60. 134 |Israel 147.237.72. 166 |aka i f .11 Streamng Engi ne: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret ransm ssi on Packet dr opped.
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
212. 235. 53. 217 |I sr ael 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 39 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46.19.85.139  |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85. 6 I srael 147.237.0.19  |nadimatal igr. i1 |2 €M NG Engine: TCP Invalid - finvalid segnent retransmissi on. drop 6
Ret ransm ssi on Packet dr opped.
66.249. 64. 163 |Wnited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP | nvalid  |invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
84.111.137.63 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
109. 66. 30. 151 |Israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 160. 170. 65 |l srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvali d ACK nunber alert
176.13.16. 242 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or
62.219. 168. 120 |l srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid  finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 160. 170. 65 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
5.102. 254. 188 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 5
46.19.85.134 |Israel 147.237.77. 233 |atal .idf. il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
149.78. 2. 63 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence Invalid ACK nunber alert 5
46.19.86.219 |[Israel 147.237.76. 147 |chinuch. aka.i of . i l[Bad TCP sequence I'nvali d ACK nunber noni t or 5
5.28.155.220 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsﬁ reansm wehdifferent Jopnitor |5
2.52.55.178 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
176.13.16. 242 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber aert 5
138. 134. 192. 10 | srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
31.168.195.70 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 4
212.179. 21. 194 |I srael 147.237.8.45 |eeitanidf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.52.55.178 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvali d ACK nunber alert 4
37.26.148. 177 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence noni t or 4
31.168.195.70 |lsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
212.179. 21. 194 |l srael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) Bl ock 146
176.13.14. 114 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 57
46.19.85.6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 45
46.19.86. 143 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 43
82.166.11.130 |[lsrael 147.237.72.167|i shurimaka.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 36
2.54.38.28 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 33
176. 12. 150. 246 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 24
138. 134. 192. 10 |I srael 147.237.72.167|i shurimaka.idf.i|l |Dstributed Too Many of the Sane Response Code (404) B ock 14
147.235.8.35 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
2.52.54.21 | srael 147.237.72.167|i shurimaka.i df . il Distributed Too Many of the Same Response Code (404) Bl ock 11
194. 90. 240. 37 |Israel 147.237.72.167|i shurimaka.idf.i|l |Dstributed Too Many of the Sane Response Code (404) B ock 8
212.235.98. 139 |I srael 147.237.72.167|i shurimaka.idf .il |[Distributed Too Many of the Sane Response Code (404) B ock 8
5.28.165.135 |[Israel 147.237.72.167|i shurimaka.i df . il Distributed Too Many of the Same Response Code (404) Bl ock 7
46. 19. 86. 36 I srael 147.237.72.167|i shurimaka.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 7
77.126.61.19  |Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 6
80. 246. 137. 215 [l srael 147.237.72.167|i shurimaka.i df . il Distributed Too Many of the Same Response Code (404) Bl ock 5
77.125.7.21 I srael 147.237.72.167|i shurimaka.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 4
84.109. 126. 202 |I srael 147.237.72.167|i shurimaka.idf.il |[Distributed Too Many of the Sane Response Code (404) B ock 4
46.19. 86. 78 | srael 147.237.72.167|i shurimaka.i df . il Distributed Too Many of the Same Response Code (404) Bl ock 4
40.77.167.98 |Wnited Sates [147.237.72.166|aka.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 4
2.52.56.19 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
80. 246. 136. 190 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
80. 246. 136. 235 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.4.211 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.85.190 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
176.13.10. 254 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 2
212.179.21. 194 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for ww aka. i df.il/nai n/sachar/fag. aspx |B ock 2
46. 99. 63. 102 A bani a 147.237.77.74 |lawidf.il PHP At t enpt B ock 2
176.13.13.122 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
40.77.167.65 |lhited Sates |147.237.72.166|aka. i df .i | Dstributed Too Mainy of the Sane Response Code (404) B ock 2
176.13.14.114 |Israel 147.237.0.19 |madimatal .idf.il |00 M of the Sane Response Code (404) in Session from B ock 2
176.13.14. 114
212.29. 253. 113 |I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock
46.19.86.253 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
149.88.107. 26 |Israel 147.237.72. 166 |aka. i df . i | mngk“;i??ﬁ;;r nf;;g:;‘;tga?gffg:l'v:‘;;f‘:phsa‘:har$Ct' 13in None 1
109. 64. 25. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.179. 101. 171 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
194.90.239.2 |[Israel 147.237.77. 216 |dover . i df . i | SSL Lht raceabl e Gonnection - Unknown SSL Sessi on None 1
93.172.7.148 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
74.6.53.179 Lhited Sates [147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to tikshuv.idf.il/bl og/wp-adnin/ Bl ock 1
Dstributed Paraneter Read Only Mol ation
176. 13. 10. 254 [l srael 147.237.72. 166 [aka. i df . i | wwv aka. i df . i |/ mai n/ sachar/ regi strationw zar d/ regi ster. aspx None 1
par anet er
46.121.64. 254 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Unhaut hori zed URL Access to
157.55.39.112 |Lhited Sates |[147.237.76.200|eitan. aka.idf.il ww ei tan. aka. i df. i |/t enpl at es/ opni ssi ngper son/ opni ssi ngper son. as Bl ock 1
px
82.166.11.130 |Israel 147.237.72.167|i shuri maka. i df .i|  [[°° MW of the Same Response Qode (404) in Al Sources from g o\ 1
82.166. 11. 130
213.8.174.60 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
79.182.56. 188 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
208.184.112. 74 |Uited Qates  [147.237.77. 216 |dover . i df . i | D stri bt ec ﬁgaé’fggzgfﬁeﬁvﬁ‘ff;pﬁn Bl ock 1
138. 134. 102. 15 |I srael 147.237.77. 216 |dover . i df . il Uhaut hori zed URL Access to ww i df.il/nilnet B ock
79.177.198.89 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/xmrpc. php B ock
178.154. 243. 96 gz::;nl on 147.237.0.16 rT|y|- Kosher-kravi . Tl mux-olici)szhee;j'-ﬁvip?ica‘s.si Itlot enpl at es/ | ogi n/ | ogi n. aspx Bl ock !
31.168.195.70 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
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