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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3323
146. 185. 239. 100 Russi an Federation 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

185. 106. 94. 91 147.237.77. 216 dover.idf.il Q003: HTTP: phpM/Adnin access B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
46. 19. 85. 246 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 112. 102. 211 147.237.76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
37.142.192. 46 147.237. 72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
185. 56. 82. 14 147.237.77. 243 Net her | ands nobi | e. i df.il ET SCAN NVAP -sS wi ndow 1024 1
132. 74.214. 13 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
87. 69. 245, 200 147.237. 72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
83.12. 154. 117 147. 237.76. 30 Pol and hi nush. i df i ET SCAN NVAP -sS w ndow 2048 1
79. 180. 155. 187 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
46.116. 161. 92 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
40. 115. 58. 160 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185.112. 102. 211 147.237.0. 17 mny-kosher -kravi .i df.il ET SCAN Potential SSH Scan 1
180. 153. 151. 102 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
89. 138. 210. 219 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
85. 64. 120. 24 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
83. 12. 154. 117 147.237.76. 30 Pol and hi nush. i df .i | ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
212.179. 19. 65 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
79.180. 194. 219 I srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence SN retransmt with different monitor (61
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
. . SWNretransmt wth different .
95. 35.236. 179 |Israel 147.237.77.233|atal .idf.il Bad TCP sequence : noni t or 31
w ndow scal e
Sreaning Engine: TCP Invalid ' i ssi
31.168.1.202  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 27
Ret r ansni ssi on Packet dropped.
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 25
. . SYWNretransmt wth different .
31.168.211.194 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 24
46.19. 85. 186 | srael 147.237.72. 167 |ishurimaka.icf.il |Bad TCP sequence Inval i d AK nunber noni t or 21
46.19. 85. 232 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 21
s SWNretransnmit wth different .
37.142.192.46 |lIsrael 147.237.72. 166 |aka.i df i Bad TCP sequence wi ndow scal e noni t or 19
46.19.85.5 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 19
. . . SYWNretransmt wth different .
31.168.211.194 |lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence wi ndow scal e noni t or 18
Sreaming Engine: TGP Invalid i i ssi
46.19.85.164  |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
37.26.149.214 |israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =9 Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
5.29.164.106  |israel 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with i fferent monitor  [15
wi ndow scal e
2.52.55. 167 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
e SN retransnmit wth different .
79.181. 231. 241 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence i ndow scal e noni t or 14
212.199. 251. 2271 srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber aert 13
212.199. 251. 227|l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
46.19. 85. 151 | srael 147.237.72. 167 |ishurimaka.icf.il |Bad TCP sequence Inval i d AK nunber noni t or 11
2.52.19. 247 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.54.173.113 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 86. 230 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
Sreanming Engine: TQP Invalid i i SSi
46.19.86.202  |israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
46.19. 86. 78 I srael 147.237.77. 233 |atal .idf. il SYN At tack SYN -> SYN-ACK -> RST rej ect
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid ' i ssi
149.78.39.146 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19.85. 8 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
94.230. 86. 151 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 8 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 78 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i SSi
79.181.104. 238 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.154 |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 246 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 23 | srael 147.237.77. 170 [maarachot .idf .il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect
185. 106. 94. 2 147.237.0.15  |kosher-kravi.idf.i|dr op SAMrul e drop
Sreanming Engine: TCP Invalid i i SSi
87. 68. 58. 10 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 246 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i ssi
62.219.228.33 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
37.26.146.254 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
212.143.57.101 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
s SWNretransnmit wth different .
79.180. 194. 219 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence wi ndow scal e noni t or 5
46. 19. 86. 202 I srael 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
46.117.78. 44 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid sequence nunier noni t or 5
46. 19. 85. 241 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
138. 134. 192. 10 |l srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 118. 27. 253 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
2.52.55. 167 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
212.199. 251. 227l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 5
46. 19. 86. 230 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni t or 5
2.52.55. 167 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176.13.12.197 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 170
176.13.12. 197 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 134
176.13.12. 197 |israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) B ock 47
2.52.136.183 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 46
2.52. 54, 201 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 23
31.168.11.194 [israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 20
176.13.13.215 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 15
31.168. 1. 202 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 31.168.1.202 |B ock 6
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:;;'_ziz(fj_m‘sfgf;ﬁ;g%/fi | s/ 0/ s 2622040/ 3410, 3. S1 Bl ock 3
81.218.241.25 |l srael 147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to waw aka. i df. i1/ $$$8287$$$ B ock 3
168. 159. 213. 214|Uhited Sates |147.237.77.170 |n@mar achot . i df . i | Mil ti pl e Uhaut hori zed URL Access from 168. 159. 213. 214 B ock 3
46. 19. 86. 226 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
212.179.28.34 |lIsrael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
188. 120. 151. 22 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 188.120. 151. 22 B ock 3
176. 12. 149. 109 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
62.0.73.182 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka. i df.il/sip_storage/files/8/ B ock 3
176. 13. 18. 89 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
185. 120. 125. 2 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
62.90.2.9 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df i |/ mai n/ Bl ock 2
37.142.181.116 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 9/ B ock 2
109.67.105.97 |1 srael 147.237.77. 216 |dover . i df . | oo 112065 cover. a1 B ock 2
46.19. 86. 188 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
176.13.10. 203  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
204.13.200. 200 [Uhited Sates [147.237.77.216|dover.idf .|| D stri bt ec ﬁ";;_tggzgfﬂeﬁvﬁfzsp;” Bl ock 2
89.139.42.175 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46. 19. 86. 144 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
81.218.101.66 |[Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
31.168. 1. 202 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/ain/hone/ defaul t.aspx |B ock 1
176. 12. 150. 246 |l srael 147.237.72. 166 |aka. i df . i | \T;\rwar;it;ri dFﬁaidl /C’]r:a’i'n\/'{:;f;;f?f oirgot passvor d. aspx None 1
2.54.172.32 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
132. 65. 249. 239 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
79.177. 24. 24 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
192.95.29. 116 |Canada 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 192.95. 29. 116 B ock 1
176.13.19.136 |Israel 147.237.77.233|atal . i df . i | ol ot o zed W .Agscsis on Bl ock 1
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df.i | D stri uted 1?:;};;25?&%@?212” Bl ock 1
176. 13. 10. 66 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs DS Attack None 1
85.250.123.78 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unhauthorized URL Access from 85. 250. 123. 78 B ock 1
79.181.123. 99 | srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Unaut hori zed URL Access to waww chamat z. aka. i df . i1/894- he Bl ock 1
208.184.112.74 |United Sates [147.237.77.216|dover . i df .|| D stri bt ec ;f;;_t;gg'gé_eﬁeﬁvﬁc_ispzn Bl ock 1
5.29.164.106  [Israel 147.237.77.233|atal .i df .i e Jhaut horized WL pessuls Bl ock 1
157.55.39. 123 |wnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
68.142.232. 7 Uited Sates |[147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/wp-admn/ B ock 1
185. 120. 126. 25 147.237.72.167|i shuri maka. i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
93.172.19.220 |[lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS A tack None 1
176.13.13. 122 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
216.218. 206. 68 |Lhited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
176. 12. 150. 246 |l srael 147.237.72. 166 |aka. i df . i | \Twagf:irm???/%ﬁl\;aghjriﬁlgii;rmiOnw Jor e ster. aspx None 1
2.89.234. 189 Sudi Arabia  |147.237.77.74 [lawidf.il PHP At t enpt B ock
134.0.11.76 Spai n 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/test/wp-adnin/ B ock 1
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