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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3281
134.191. 232. 69 | srael 147.237.76. 42 refuah.idf.il JIMPurple Con Limt _Htp drop 82
134. 191. 232. 69 | srael 147.237.76. 42 refuah.idf.il JLMPurple Con Limt_ Tcp drop 32
168. 235. 196. 156 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Gon Limt Htps drop 28
168. 235. 196. 156 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con H ps drop 2
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk_Under Attack Con Htp drop 2
71.6.216. 56 Lhited Sates 147.237.76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
94.102. 49. 210 Net her | ands 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bl ock Wp Al Nets drop 1
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Purple Gon Linmit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
180. 97. 106. 161 |147. 237. 77. 234 [Chi na halag.idf.il |ET SCAN Potential SSH Scan 1
159. 122. 238. 133|147. 237. 77. 243 |Net her | ands nobi le.idf.il |[ET SCAN NMAP -sS w ndow 4096 1
91.201. 236. 114 [147.237.77. 227 |krai ne e.hanaz.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
78.111.185.92 [147.237.77.216 |lkrai ne dover.idf.il [portscan: TCP D stributed Portscan 1
62.0.34. 177 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
218.108. 132. 58 |[147.237.77.74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.76.30 |lLhited Sates  |[himsh.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
199. 168. 136. 165|147. 237. 0. 200 |Lhited Sates . i of . i | ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 106. 162 |147.237. 77. 216 |Chi na dover.idf.il |ET SCAN Potential SSH Scan 1
180. 97. 106. 161 |147.237. 76. 199 |Chi na e.nakchal .idf.i|ET SCAN Potential SSH Scan 1
159. 122. 238. 133|147. 237. 77. 243 |Net her | ands nobi le.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
91.201.236. 114 |147.237.77. 227 |krai ne e hanaz.idf.il [ET DROP Spanhaus DRCP Listed Traffic | nbound 1
66. 249. 78. 96 147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 1
5 135, 139, 53 147. 237, 77. 216 | France dover i df il ET PQLI CY I ncom ng Basic Auth Base64 HITP Password detect ed 1
unencr ypt ed
212.25.102.63 |147.237.77.216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237.8.45 |Lhited Sates eetanidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreaning Engi ne: TCP

Inval i d segnent retransnission.

Action

79.180.191.18 |Israel 147. 237. 76. 200 |ei tan. aka.i df .i | . . drop 504
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
80. 178. 204. 138 |l srael 147.237.76. 200 |ei tan. aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 171
Inval i d Retransnission Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
168. 235. 196. 156 |ULhited Sates 147. 237. 77. 216 |dover . i df .i SYN At t ack SYN -> SYN-ACK -> Tineout [reject 30
180. 253. 0. 84 | ndonesi a 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |25
197. 250. 193. 23 :eagjani':'ofl‘h'wd 147. 237. 77. 216 |dover. i df . i1 SYN Att ack SYN -> SYN-ACK -> Timeout |reject 9
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 8
S reaning Engi ne: TCP i i ssi
62.219. 136. 219 | srael 147. 237.77. 243 |mobi l e. i o i M ng tngine- 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
46.19.86.9 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reamng Engi ne: TCP i i ssi
66.249.66.61  |Uited Sates 147. 237.72. 166 |aka i df .i mng tngine- 1 Invalid segnent retransmssion. |, . 6
Inval id Retransm ssion Packet dropped.
80. 178. 186. 169 |l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid sequence nunber monitor |6
197. 250. 193. 23 :eagjani'f'ofm”ed 147. 237. 77. 216 |dover. i df .i drop First packet isnt SN drop 5
46.19. 85. 116 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d ACK nunber aert
121.54.54.175  |Phili ppines 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 116 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Tanzani a, Lhited R SYNtACXK retransmt wth .
197. 250. 193. 23 Republ i ¢ of 147. 237. 77. 216 |dover i df .i | Bad TCP sequence different vindow scal e nonitor |5
121.54.54.251  |Philippines 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
80. 178. 186. 169 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
Sreamng Engi ne: TCP i i ssi
131. 253.25.197 |Wited Sates 147.237.76. 200 |ei tan. aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmission Packet dr opped.
134.191. 232. 69 |Israel 147.237.76.42 |refuah.idf.il drop First packet isn't SWN drop 4
121.54.54.250  |Philippines 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |4
79.176.114. 17 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
213.57.143.21 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 3
S ream ng Engi ne: TCP i i ssi
37.26.149.137 |Israel 147.237.72. 166 |aka. i of . | mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
79.178. 124. 101 |israel 147.237.72. 166 |aka.i df . mng tngine. 1 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
46.19. 86. 9 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
213.57.143.21 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject
S reamng Engi ne: TCP i i ssi
2. 54. 50. 20 I srael 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
84.109. 38. 24 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
197. 250. 193. 23 ;agjani'f'ofuq”ed 147. 237.77. 216 |dover . i df .1 Bad TCP sequence Invalid ACK nunber moni tor (3
109. 65. 49. 102 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber noni t or
77.125.246. 169 |[lsrael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop
84.109. 38. 24 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
St ream ng Engi ne: TCP i i ssi
109. 67.24. 181 |Israel 147.237.72. 166 |aka.i df . i mng tngihe. 7 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi
46.19.85.116  |israel 147. 237.72. 166 |aka i df .i mng tngine- Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
80. 250. 153. 207 |Israel 147. 237.77. 226 "f"l"“Cha”atz' aka 1df 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 3
121.54.54.174  |Phili ppines 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreamng Engi ne: TCP i i ssi
166.170.5.62  |ited Sates 147.237.77. 216 |dover. i df . i mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmission Packet dr opped.
37.26.147.199 |[Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or
121.54.54.175  |Phili ppines 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert
197. 250. 193. 23 geagjlj”i'f'dm”ed 147. 237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 2
S reaning Engi ne: TCP i i ssi
40.77.167.8 Wited Sates 147. 237.72. 166 |aka i df .i mng tngine- Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP Invalid segnent retransnission
183. 79. 223. 125 |Japan 147.237.76.86 |navy.idf.il . o " |dro 2
W Inval i d Retransnission Packet dropped. P
2.54.190. 233 I srael 147.237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
212.199. 251. 227|l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert 2
46. 19. 85. 237 I srael 147.237. 77. 170 |n@arachot . i df . i | Bad TCP sequence Invalid ACK nunber monitor |2
5.22.131.171 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
212.199. 251. 227|l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
79.180.191.18 | srael 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from Bl ock 63
79.180. 191. 18
m ny- kosher - kravi . i , ,
176. 12. 151. 28 | srael 147.237.0. 17 df il DOstributed I11egal Paraneter Encoding None 4
2.54.181. 38 | srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 3
m ny- kosher - kravi . i
2.54.16. 196 | srael 147.237.0. 17 of niyl Dstributed |11 egal Paraneter Encodi ng None 2
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
] - . D stributed Lhaut horized URL Access on
208.184.112.75 |[Wnited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.87 |Wnited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
212.76.100.172 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 86. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
159. 203. 78. 213 [lhited Sates [147.237.77.176|nat pash.idf.il Mil ti pl e Unaut horized URL Access from 159. 203. 78. 213 B ock 2
84.228.175.108 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
178.254.62. 71  |Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wo/ wp-admn/ B ock 1
109. 65. 142. 194 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
77.127.224.202 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwwu aka. i df . il/mai n/ sachar/ mas. aspx |Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf. il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . . Unaut hori zed URL Access to
62.219.136. 219 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1672 Bl ock !
159. 203. 78. 213 [lhited Sates |147.237.77.176 nat pash. i df .i | Uhaut hori zed URL Access to ww cogat . i df . i1/894-he Bl ock 1
88. 208. 252. 224 LKJ?Ir:;éjom 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/wordpress/wo-admn/  [B ock 1
. . Uhknown Paraneter catid in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . 1/ mai v r abanut/ gener al . asp None 1
183. 79. 219. 184 |Japan 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
109. 65. 142. 194 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. - Unaut hori zed URL Access to
79. 179. 36. 54 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 1
; . . D stributed Lhaut horized URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
65.99.237.207 |nited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
. . D stributed Unaut hori zed URL Access on
171.25.193. 132 [Sweden 147.237.77. 216 |dover. i df .i| Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i |/ civi | admini strati on/ mi nhal news/ pages/ knesi yot hagha |Bl ock 1
nol ad. aspx
184. 168. 200. 108|Uhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
37.26.149.208 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
109. 160. 219. 252|1 sr ael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.180.191.18 [Israel 147.237.76.200(ei tan. aka. i df . il Too Many 404: Response Code per Session B ock 1
66.249.65.112 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1196- he/ r ef uah. aspx  |B ock 1
. . i H H _ ’) ) N~
66.249.78.93 I srael 147.237.77.233|atal . i df . i thauthori zed LR Access to wan atal.idf.il]1316-he/x@ad > g oy
X>X XexXOEXex'XTMx” Xex"X0RXex'XTMx| x"xTMx§x . aspx
188. 40. 0. 147 Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adnin/ B ock
37.142.126.229 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/aman/ B ock
] . . Unaut hori zed URL Access to
157. 55. 39. 72 Wited Sates |147.237.77. 170 |maar achot . i df . i | maarachot . i df i 1/ pof /1 es/ 9/ 110539, p B ock 1
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 66. 249. 65. 115 B ock 1
176.13.11.150 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 65. 49. 102 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . Untraceabl e S3. Sessions: Protocol violation
67.205.209.225 |Lhited Sates |147.237.72.166|aka.idf.il (SSL_OONN LI ENT_FELLO) None 1
- . D stributed Lhaut hori zed URL Access on
192.42.116.16 |Netherlands [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66.249. 65. 118 | srael 147.237.76.42 |refuah.idf.il thauthori zed URL Access to Bl ock 1

147.237. 76. 42/ si p_storage/ fi | es/ 7/ si ze100x0/ 2427. j pg
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