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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3357

66. 249. 78. 22 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 486
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2

185. 35. 62. 37 Sntzerl and 147.237.76. 38 eeneitav.idf.i|lB ock Wdp All Nets drop 1

66. 240. 192. 138 Lhited Sates 147. 237.76. 86 navy.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 80. 105 |147.237.76.86 |Austrdia navy. i df.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 22 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 82 147.237.77.74 |Uited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
180. 97. 106. 161 [147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 39 147.237.72. 166 |Lhited Sates |aka idf.il SERVER APAO_E Apac'he mod_ss| non-SSL connection to SS 1
port denial of service attenpt
159. 122. 238. 133|147. 237.8.50  |Netherl ands e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
151.11. 201. 3 147.237.76.200(Italy eitan aka.idf.il ET SCAN NMVAP -sS w ndow 2048 1
107. 150. 19. 184 |147.237.76.34 [lhited Sates |yohalan.idf.il ET SCAN Potential SSH Scan 1
107. 150. 19. 184 [147.237.0.33 |thited Sates [idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |[147.237.8.14 [lLnited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
209. 126. 116. 147|147.237. 76. 44 |Wnited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106.23 |147.237.76. 196 |Turkey esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
180. 97. 106. 162 |147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
180. 97.106. 37  |147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
5.135.139. 53 147.237.77. 74 |France lawidf.il ET PQLICY I nconing Basic Auth Base64 HTTP Password 1
det ect ed unencrypt ed
159. 122. 238. 133|147. 237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.11. 201. 3 147.237.76.200(Italy eitan aka.idf.il ET SCAN NVAP -f -sS 1
107. 150. 19. 184 [147.237.76.30 |Lhited Sates [hinush.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |[147.237.8.14 |Wited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
221.160. 105. 136(147. 237. 0. 17 Okfrea Republic | o kosher -kravi i df il Potential Sean or Brute Forc):/e 1
98.119. 105. 221 |[147.237.8.14 [lLnited Sates |e.orchot.idf.il ET SCAN NVAP -f -sS 1
198. 20. 69. 98 147.237.76.30 [Whited Sates |hinush.idf.il ET DRCP Dshield B ock Listed Source 1
82.117. 208. 243 |147.237.8.45 eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
187 246.11. 226 1147, 237 72. 14 i co dover. i f i1 (0l d) ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature ?«;\t/ii f;
41. 33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
113.161.8. 164 |V et nam 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 24
2.54.170. 167 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
113.161. 8.164  [Vietnam 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 85 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 85 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber noni t or 6
46.19.85.211  |israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid  invalid segnent retransnission. | 6
Ret r ansni ssi on Packet dropped.
82.145.222.160 |Europe 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
66.249.93.202 |Uited Sates [147.237.72. 166 |aka i of .1 Streaning Bngine: TCP Invalid  invalid segrent retramsmission. |, 4
Ret r ansni ssi on Packet dropped.
46.19. 85. 27 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
46.19.86.200  |israel 147. 237. 72. 166 |aka. i f . i1 Streaning Bngine: TCP Invalid invalid segrent retramsmission. |, 3
Ret r ansni ssi on Packet dropped.
2.54.148.195 | srael 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
109. 67. 144. 109 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid Jimvalid segnent retransission drop 3
Ret r ansni ssi on Packet dropped.
82. 80. 16. 226 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 2
82. 80. 16. 226 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
208.115.111. 73 |Lhited Sates [147.237.72.166|aka idf.il drop SAMrule drop 2
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
66.249.66.61 |Uited Sates |147.237.72. 166 |aka. idf.il Streamng Engi ne: TCP | nvalid Jimvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |lhited Sates [147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 2
95.35.74.129  |israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mﬁsgfmmt wthdifferent | onitor |2
46. 19. 85. 105 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df.il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
216.218.206. 83 |Lhited Sates [147.237.0.33 |[idf.il drop drop 1
62.0.34. 177 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d AGK nunber alert 1
184. 105. 139. 80 |Wnited Sates |147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 143. 241 |l srael 147.237.77. 176 |nat pash. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47.24 Lited Sates [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
179. 225. 145. 185|Brazi | 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.122. 131|Wited Sates [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 116|Lhited Sates [147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-| ocati on inbound enf orcenent |dr op 1
62.0.34. 177 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.35 Wited Sates [147.237.72.167|ishurimaka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.70 |lLhited Sates [147.237.77. 227 |e. hanmz. i df .i | Geo- | ocati on enf or cenent Geo-| ocati on inbound enf orcenent |dr op 1
46.19.86.206  |[israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mﬁsgz’mmt wthditterent | onitor |1
184.105.139. 67 |Lhited Sates [147.237.8.45 |[eeitan.idf.il dr op SAMrul e drop 1
141.212.122. 135|hited Sates |147. 237. 76. 147 [chinuch. aka.idf .i1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 88.54.116 |l srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
74.82.47.35 Lhited Sates [147.237.76.39 |nohile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 75 |[Lhited Sates [147.237.76.34 [yohalan.idf.il drop drop 1
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
184.105.139. 75 [Wnited Sates |147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.170. 167 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 122, 136|Wnited Sates |147. 237. 76. 147 [chinuch. aka.idf.i1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |Lhited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 1
141.212.122. 128|Uhited Sates [147.237.8.27 |e.nadimatal.idf.il|Geo-1 ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
74.82.47. 47 Lhited Sates |147.237.76.196|e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
216.218.206.75 |lLnited Sates [147.237.76.199|e.nakchal .idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on inbound enf or cenent |dr op 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 136 | srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 25
176.13.15. 154 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
m ny- kosher - kravi . i i 00$ i
176.13. 2. 198 | srael 147. 237 0. 17 rT)/ Paraneter Type \A. ol.a1| on ctl nt entF_ilaceI-bI der 1%t xt Personal I d in 8 ock 3
df.il mny-kosher-kravi.idf.il/tenpl ates/|ogin. aspx
m ny- kosher - kr avi . i
176. 12. 147.199 |lsrael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 2
m ny- kosher - kravi . i _ _
176.13.18. 71 | srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encodi ng None 2
m ny- kosher - kr avi . i
176. 12. 151. 28 | srael 147.237.0. 17 of niyl DOstributed |11egal Paraneter Encoding None 2
185.32.179. 69 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
138. 134.102. 15 |Israel 147.237.77.234|hal ag.i df . i | Mil tipl e Waut hori zed URL Access from 138.134. 102. 15 B ock
Unknown Par arret er
67.80.11.1 Lhited Sates [147.237.72.166|aka.idf.il ct100$ct | 00$cphMai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
] . . D stributed Lhaut hori zed URL Access on
208.184.112.75 |[Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 65. 115 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ nobi | e/ Bl ock 1
188.138. 17. 205 |France 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ robot s. t xt B ock 1
157.55.39. 112 |Uhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/snalinisnal i maspx None
] . . O stributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
195. 62. 53. 168 RJSf;:I”ion 147.237.76. 147 |chi nuch. aka. i df . i1  [Waut hori zed LR. Access to /css/ css B ock 1
66. 249. 66. 37 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx |B ock 1
Unaut hori zed URL Access to
8.37.70.37 Uited Sates [147.237.77.233|atal .idf.il waw at al . i df.i1/1134-he/ at al . aspx&usg=al kj r hhbshhag4xygksbm ep [Bl ock 1
py2capi dxg
. . Unaut hori zed URL Access to
138.134.102. 15 |l srael 147.237.77.234|hal ag.i df . il v | ogi st cs. atal i f .1 /sip.storagel il es/ 4/ si ze338x0/ 1564  pg B ock 1
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew text . asp B ock 1
213.57.215.159 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
66. 249. 66. 12 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ br ot her s/ news/ def aul t . asp B ock 1
' www. chanmat z. aka. i d
188. 143, 232,34 |SSIan 147.237.77. 226, . Mil ti pl e Unaut horized URL Access from 188. 143, 232. 34 B ock 1
Federati on foil
-kosher-kravi . i i
109. 66. 141. 201 |Israel 147.237.0.17 | Y-KOshe a Paraneter Type Mol ation ct | 00SCont ent A acetbl der 13t xt AreaRenarks | o 1
df.il in mny-kosher-kravi.idf.il/tenpl ates/trai ning/traini ng. aspx
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66. 249. 66. 39 I srael 147.237.72. 166 |[aka. i df . i | (SSL OONN LI ENT FELLO) None 1
Unhaut hori zed URL Access to
8.37.71.13 Wited Sates |147.237.77.234|hal ag.idf.il ww | ogi stics. atal .idf.il/1097-he/ hal ag. aspx&usg=al kj r hgpuyd7ywn |Bl ock 1
2uh7mewhnnsw6t ayj qg
141.212.122. 129|Uhited Sates |147.237.76.30 |hinush.idf.il Mal formed URL proxyt est. zmap. i o: 80 B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. WWW. chamat z. aka. i d Unhaut hori zed URL Access to
188. 143. 232. 34 RussI an 147.237.77. 226 . vwwv chanat z. aka. i df . i1/tenpl at es/ sear chresul t s/ searchresul ts. aspx/t |B ock 1
Federati on foil . :
enpl at es/ sendt of ri end/ sendt of ri end. aspx
66. 249. 66. 18 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 160. 241. 31 |l srael 147.237.72. 166 [aka. i df . i | vow aka. i df . i |/ nai v sachar/ nai | box. aspx None 1
’ . . O stributed Unhaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 66. 43 I srael 147.237.77. 216 |dover.i df .i | Unaut hor i zed URL Access to 147.237. 77. 216/ 1065- he/ dover . aspx |B ock 1
. . Paranet er Type M ol ati on ct| 00$Cont ent A acetbl der 1%t xt Gontent in
37.26.146. 187 |[lIsrael 147.237.76.42 |refuah.idf.il voww r ef U at al i df .|/ 1518- hel r ef uah. aspx B ock 1
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 178.255. 215. 87 B ock 1
141.212.122. 129|United Sates [147. 237.76. 147 |chi nuch. aka. i df . i | Ml formed URL proxyt est. zmap. i o: 80 B ock 1
’ . . O stributed Unhaut hori zed URL Access on
107.178.194.83 [Wnited Sates |[147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Russi an - - . Paraneter Type M ol ati on PageNunber in
188.143. 232. 37 Federati on 147.237.0.34  [ti kshuv.idf.il wa ti kshuv. i df . i1/ nodul es/ f or uns/ sear chresul t s. aspx Bl ock !
66.249.66.25  |Israel 147.237.77. 216 |dover . i df . i | Miltiple Fullw dthyFel furdth Lhi code Encoding on LRYParaneter(+) g oo 1
from 66. 249. 66. 25
m ny- kosher - kr avi . i ' i 0 i
176.13.2.198  [Israel 147.237.0.17 my Ilegal Paraneter Encoding GiQHuBal g>&SuulzXX in None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
113.161.8.164 [Vietnam 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Gonnection - pen Mde None 1
; . ] Distributed Lhaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Unknown Paraneter docl.. in
66. 249. 66. 78 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v gi yus/ general . aspx None 1
157.55. 39. 112 Lhited Sates |[147.237.72.166aka.idf.il Lhaut hori zed URL Access to www aka.idf.il/wwntikshuv.idf.il B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Russi an . . . Unhaut hori zed URL Access to
188. 143. 232. 37 Federation 147.237.0.34  [tikshuv.idf.il ww ti kshuv. i df . i1/ shared/ user control s/ header upper/ Bl ock !
. . Unaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
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