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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3551
66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 93
167.114. 242. 197 Canada 147.237.77. 226 wawn chamat z. aka. i df . i | |Frk Under Attack Con Htps drop 2
185. 35. 62. 85 Sii t zer| and 147.237.76. 86 navy.idf.il B ock_Udp Al Nets drop 1

71. 6. 165. 200 Lhited Sates 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address Atacker ’Target Address |Site Sgnature

Country

wan chamat z. aka. i df .1 |13891: TLS @enSSL Encrypt ed/ Lhencrypt ed Heart beat

167. 114. 242. 197 |Canada 147.237.77. 226
| Packet
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
172.36. 3. 24 147.237.0.34 |lhited Sates  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |[147.237.77.243|Wnited Sates  [nobile.idf.il ET SCAN NVAP -sS w ndow 4096 1
61.240.144. 64 |147.237.0.34 |China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201. 173. 133. 175|147. 237. 77. 176 |Mexi co nat pash. i df i | ET SI‘AN Behavi oral _Unusual y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
199. 168. 136. 165[147.237.0.16 [Lhited Sates  |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185. 56. 82. 14 147.237.0.17  |Netherl ands mny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
180. 153. 104. 125|147. 237. 72. 156 |Chi na aman. i df.il ET SCAN NVAP -sS w ndow 4096 1
180. 153. 104. 125|147. 237. 72. 156 |Chi na aman.idf.il ET SCAN NVAP -f -sS 1
172.36.3.24 147.237.0.19 |Whited Sates |nadimatal .idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |[147.237.77.243|Wited Sates  [nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
201.173. 133. 175(147. 237. 77. 216 [Mexi co dover.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
199. 168. 136. 165[147. 237. 77. 176 |Lhited Sates  |matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 54. 209. 148 [147. 237. 72. 166 23::;'}0'1 aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 56. 82. 14 147.237.0.33 [Netherl ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60. 252. 84  |147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
180. 153. 104. 125|147. 237. 72. 156 |Chi na aman.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 28
113.161.8.164 [V etnam 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid AGK nunber nonitor |19
63. 143. 204. 124 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 12
167. 114. 242. 197|canada 147.237.77. 226 "‘:’Y’“hamz'aka' Haf ldrop First packet ism't SWN drop 8
167. 114. 242, 197|Canada 147.237.77. 226 "‘f’f’v chamatz. aka. 1df o At t ack SYN -> SYN-ACK -> Tineout  |reject 8
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 86. 55 I srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TGP Invalid i i sSi
157.55.39.112 |Wited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
149.78.154.69 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor 5
113.161.8.164 |V etnam 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber moni t or 5
213.57.128.172 [Israel 147.237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
113.161.8.164 [V et nam 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46. 19. 85. 14 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
80.246.133.75 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
157.55.39.112 |lhited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d AGK nunber monitor 3
Sreanming Engine: TCP Invalid i i Ssi
149.78.19.151 [ srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
149.78.154.69 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 3
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
2.54.50.0 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
80.246.133. 75 |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid AGK nunber aert 2
Sreanming Engine: TGP Invalid i i sSi
66. 249. 66. 1 Lhited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
Sreamng Engine: TQP Invalid ' i ssi
40.77.167.65 |wited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
77.75.76. 169 gg;ﬂc 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nurber monitor |2
46. 19. 86. 39 I srael 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 122. 134|Wited Sates |147.237.77.226 "‘f"l”v chamatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.132 |Whited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 1
68. 191. 34. 27 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber nonitor |1
50.87.144. 145 |Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
141.212. 122. 153|Wnited Sates |147.237.77. 212 |e. dover. i df. i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 86. 39 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 1
131.253.24.142 |Uhited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
216. 218. 206. 104|Lhited Sates |147.237. 76. 200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
77.237.138. 51 gg}%ﬂc 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Response out of state monitor |1
184. 105. 247. 216|lhited Sates [147.237.0.19 |[nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 218. 54 Lhited Sates |[147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 135|Wited Sates |147.237.77. 226 "‘f’f“ chamat z. aka. Tdf o At ack SYN -> SYN-ACK -> RST rej ect 1
69.64.105.142 |[Uited Sates |147.237. 77. 216 |dover.idf il Header Rgj ecti on :‘eqeadueser O ection pattern found in o [
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 156|nited Sates |147.237.76. 200 |eitan. aka idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 39 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |1
131.253.26.238 |Wited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
216. 218. 206. 104|Wni ted Sates |147.237.76.202|e. hal ag.idf. il Geo- | ocati on enf or cenent ﬁ?olr gzxmon i nbound drop 1
193. 10. 72. 205 |Sweden 147.237. 77. 216 [dover.i df il Bad TCP sequence Inval i d ACK nunber alert 1
66. 249. 65. 37 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
157.55.39. 6 Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
46.19. 86. 109 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 140|Wited Sates [147.237.8.24 |elifestyleidf.il  |Geo-1ocati on enfor cenent Geo-1 ocati on i nbound drop 1
enf or cenent
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
193.10.72.205 [Sweden 147.237.77.216|dover.idf . il Mil tipl e Unhaut horized URL Access from 193. 10. 72. 205 B ock 66
46.19. 86. 136 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 13
: . . . D stributed Unaut hori zed LRL Access on
199. 30. 24. 39 Wited Sates  |147.237.76. 147 chi nuch. aka. i df . i | ot chi nuch. aka, i df i 1/404. htm B ock 2
199.30.25.250 |Uited Sates |147.237.72.166|aka. i df .| Untraceabl e S3. Sessions: sigal gs oS Atack None 2
176. 12. 146. 181 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66. 249. 66. 40 I srael 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
157.55.39. 145 |Uhited Sates  [147.237.77.216|dover.idf .il Mil tipl e Uhaut horized URL Access from 157. 55. 39. 145 B ock 1
: . . D stributed Unhaut hori zed LRL Access on
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
208.184.112.75 |lhited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
77.237.138.51 |Czech Republic |147.237.77.74 |lawidf.il Unaut hori zed URL Access to / B ock 1
46.19. 86. 39 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Russi an ] . Unaut hori zed URL Access to
188.143.232.14 |0 o 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1283- en dover . aspx Bl ock 1
Russi an ny-kosher-kravi.idf.i [Distributed Whauthori zed LRL Access on
130.193.50. 11 Federation 147.237.0.16 | ww ny- kosher-kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx Bl ock !
98.195.130. 182 [Lhited Sates |147.237.77.74 |lawidf.il Unhaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.69  |lsrael 147.237.77. 176 [nat pash. i df . i | Wi cogat i df i 1/ about / reror i al / pages/ ehudt al . aspx Bl ock 1
157.55.39.145 |wnited Sates  [147.237.77.216|dover. i df .i | Wnaut hori zed LRL Access to B ock 1
vwwv i df . i1/ _aj ax/ set pl ugi n/tal eswords
Russi an ny- kosher-kravi .idf.i|0stributed hauthorized LR. Access on
5.255.253. 151 Federation 147.237.0.16 | ww ny- kosher-kravi .idf.il/tenpl ates/| ogi n/l ogi n. aspx Bl ock !
} . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
85. 250. 46. 163 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . D stributed Whaut hori zed URL Access on
208.184.112.75 [Wited Sates  |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
136.243.36.96 [Ger many 147.237.77.74 |lawidf .il Unaut hori zed URL Access to www rmag. i df . il/228-he/ fag. aspx B ock 1
107.77.77.226 |Uhited Sates |147.237.77.216|dover.idf.il Abnormal |y Long Request net hod B ock 1
} . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
69.64.105.142 |[Wnited Sates |147.237.77.216|dover.idf .il Enail collector robots 14 B ock 1
Russi an ny-kosher-kravi.idf.i|ostributed Unauthorized URL Access on
5.255.253. 166 Federation 147.237.0.16 | wn ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1 ogi n. aspx Bl ock !
} . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |Uited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Russi an ny- kosher-kravi.idf.i [ostributed Whauthori zed LRL Access on
95.108.158. 173 Federation 147.237.0.16 | wan ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1 ogi n. aspx Bl ock !
213.8.204. 15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
66.249.65. 112 |Israel 147.237.76.42 refuah.idf. il 147, 237.76. 42/ si p storage/ fi| es/ 6/ si 2e100x0/ 2796. | pg Bl ock !
193.10.72.205 |Sweden 147.237.77.216|dover. i df .il PHP Att enpt B ock 1
i wWwv. chamat z. aka. i d )
141.212.122. 129|lhited Sates 147.237.77. 226 £l Mal formed URL proxytest.zmap.io: 80 B ock 1
107.77.77.226 |Uited Sates  |147.237.77.216|dover.idf .il Mal formed URL Bl ock 1
: . . Unaut hori zed URL Access to
207.46.13.132 |lWited Sates |147.237.77.74 |lawidf.il v | aw i o i |/si p storage fil es/ & 638, pe Bl ock 1
69.64.105. 142 |Lhited Sates |147.237.77.216|dover.idf .il eMi | Hoardi ng B ock 1
Russi an ny- kosher-kravi.idf.i|ostributed Unaut horized URL Access on
37.140.141. 35 Federati on 147.237.0.16 | w ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1 ogi n. aspx Bt ock !
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il W, i df . i 1/1133-19779- hel/ kkkkkkk=34d19df 9kkkkkkk_34d19 |B ock 1
df 9
. . . D stributed Whaut hori zed URL Access on
107.178.194.87 |Wnited Sates  [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
Russi an ny- kosher-kravi.idf.i|oOstributed Wnhaut hori zed URL Access on
95.108.158. 191 Federation 147.237.0.16 | w ny- kosher -kravi . i df.il/tenpl ates/| ogi n/| ogi n. aspx B ock !
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to wan chi nuch. aka. i df . i1/404. ht m B ock 1
. . Unaut hori zed URL Access to
193.10.72.205 |Sweden 147.237.77. 216 |dover.idf.il v i df i 1/t enpl at es/ honepage! pi wi k. php Bl ock 1
157.55.39. 112 |lLited Sates  |147.237.72.166|aka. i df.i | Uhaut hori zed URL Access to aka.idf.il/news/<a href= B ock 1
] . . Unknown HTTP Request Met hod
107.77.77.226 |Wited Sates  |147.237.77.216|dover.idf.i | ssi onl d=4l cj br 45 qoovkect 71 ysi 55 i n LR Bl ock 1
: . . D stributed Unaut hori zed LRL Access on
208.184.112. 74 |Wited Sates  [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
77.75.76. 162 Czech Republic |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df. i/ page/ 28/ B ock 1
40.77. 167. 65 Lhited Sates  [147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
184. 105. 247. 196|lhited Sates  [147.237.0.19 |nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
109. 66. 29. 108 | srael 147.237.72. 166 |aka. i df . i | Wnknown Paraneter __VI EASTATEENCRYPTED i n None 1
wwy aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
98.195.130.182 |lhited Sates |147.237.77.74 |lawidf.il PHP At tenpt B ock 1
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