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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3677
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. . . |ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons,
1.163.120.134 [147.237.8.28 |Tai wan e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
209. 126. 116. 147|147.237.8.24 |Whited Sates [e.lifestyle.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 202|147. 237. 77. 233 |Lhited Sates |atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 108. 141|147. 237. 77. 74 |Mexi co lawidf.il . 1
Potential Scan or Brute Force
74.117.209. 135 |147.237.76.200|lhited Sates |eitan.akaidf.il |ET SCAN NMVAP -sS w ndow 1024 1
74.117.209.135 [147.237.0.33 |thited Sates [idf.il ET SCAN NVAP -sS w ndow 1024 1
213.57.129. 160 |147.237.72.156 | srael aman. i df il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 202|147. 237. 77. 233 |Lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
199. 101. 186. 202|147. 237. 77. 233 |Lhited Sates |atal.idf.il ET SCAN NVAP -f -sS 1
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
189. 218. 108. 141|147. 237. 77. 234 |Mexi co hal ag.idf.il . 1
Potential Scan or Brute Force
74.117.209.135 [147.237.77.74 |thited Sates [lawidf.il ET SCAN NVAP -sS w ndow 1024 1
74.117.209. 135 |147.237.8.45 |lhited Sates [e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i f . dr op SaMrule drop 30
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
Sreanming Engine: TGP Invalid i i sSi
66.249.85.231 |thited Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. | 18
Ret ransni ssi on Packet dropped.
162.203.2.233 |Wnited Sates |147.237.77. 234 |halag.idf il dr op First packet ismt SN drop 17
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreanming Engine: TCP Invalid i i ssi
166.137.14.23 |Wiited Sates |[147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |y, 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 168 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber alert 4
Sreanming Engine: TGP Invalid i i sSi
75.131.45.178 |tited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret ransni ssi on Packet dropped.
31. 210. 186. 150 |Israel 147. 237. 77. 216 |dover. i f . Bad TCP sequence Inval i d AGK nunber monitor |3
46. 19. 85. 168 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 3
46. 19. 85. 168 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i of . SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
46.19.139.126 [Swtzerland 147.237.77. 216 |dover.idf.il DOrectory Traversal directory traversal overflow noni t or 2
175. 43. 244. 210 |China 147.237.77. 216 |dover.idf . i | D rectory Traversal directory traversal overflow moni tor |2
50. 7. 124. 238 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 2
128. 232. 110. 28 LKTI;;(Cijom 147. 237. 77. 176 |nat pash. i df . | SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 2
Sreaming Engine: TCP Invalid i i SSi
66.249.66.75  |Wited Sates |147.237.77. 176 |nat pash.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
40.77.167.65  |Wited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, ., 2
Ret r ansni ssi on Packet dropped.
208.115.111.73 |Wited Sates |147.237.72. 166 |aka.idf.il dr op SaMrule drop 2
. . SYNWAKK retransmt with .
46.19.86.109  |Israel 147. 237. 72. 166 |aka. i df .| Bad TCP sequence ST oot vi ndon scal 6 monitor |2
208.115.111.73 |Whited Sates |147.237.76.31 |nakchal.idf.il dr op SAMrul e drop
46.19. 85. 91 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141.212. 122, 150|Wited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
85. 65. 247. 252  |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
212.117.157. 74 |israel 147.237.77. 226 "‘I"‘IW chanatz. aka. 1df o At t ack SYN -> SYN-ACK -> Timeout  |reject 1
184. 105. 247. 208|wnited Sates  [147. 237. 76. 197 [e. hi nush. i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
Anonynous S . .
8.37.227.81 Proxy 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
141.212.122. 157|wited Sates [147.237.8.24 |elifestyleidf.il  |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212. 122. 135|Wnited Sates  [147.237.0.35 [akave.idf.il dr op drop 1
74.82.47.11 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111.73 |Wited Sates |147.237.77.74 |lawidf.il dr op SMrule drop 1
141.212.122. 151|Whited Sates |[147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
87.69.137.150 | srael 147.237.0.16 [V kosher-kravi - 1df-1 1pad TOP sequence Inval i d ACK nunber monitor |1
184.105. 247. 231|wited sates [147.237.8.27 |e.radimata.idf.il  |Geo-1ocati on enfor cenent ﬁfolr ggi'mon i nbound drop 1
141. 212. 122. 136|Wnited Sates [147.237.0.35 |akave.idf.il drop drop 1
74.82.47.30 Wited Sates |147.237.77.212 e dover.idf.il Geo- | ocati on enf or cenent Ceo-l ocati on i nbound drop 1
enf or cenent
208.115.111.73 |Wited Sates |147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
184.105.139.91 |[Uhited Sates |[147.237.72. 167 |ishurimaka. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 156|Wnited Sates [147.237.0.200 [mau.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
216.218.206.72 |Whited Sates |147.237.77.226 V‘l"‘l‘"‘ chanatz. aka. 1df o\ At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 232|Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop
141.212. 122. 147|Wnited Sates |147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect
209.126. 116. 147|Wited Sates |147.237.8.27 |enadimata.idf.il  |[Geo-1ocation enfor cenent ﬁfolr 222;1?” i nbound drop 1
184. 105. 247. 208|Wnited Sates  [147.237.0.200 [mau.idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 156|Wnited Sates [147.237.8.24 |elifestyleidf.il  |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141. 212.122. 129|Wnited Sates  [147. 237. 77. 205 [prisha. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.88 |lhited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 148|Wnited Sates [147.237.0.15 [kosher-kravi.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.7.16.13 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
209.126. 116. 147|Wited Sates |147.237.8.28 |enohile-ks.idf.il  |[Geo-1ocation enf or cenent i?o'r 222;“0“ i nbound drop 1
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A tacker
Country

Target Address
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Sgnature

D stributed UWaut hori zed Met hod for Known URL on

Devi ce
Action

162.203.2.233 |Lnited Sates |147.237.72. 166 aka. i df . i vy aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser B ock
66.249.66.16 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm B ock
] . . D stributed Uhauthorized URL Access on
107.178.194. 83 [Whited Sates |147.237.77.216|dover. i df . i v i df i | / 1133- 22461- he/ dover . aspx. Bl ock
86. 58. 164. 228 |Denmar k 147.237.72. 156 |anman. i df . i | MBSQ Dota Retrieval with Inplicit  Qonversion Erors None
66.249.66.34 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
Russi an ny-kosher-kravi . i df.i|oistributed Unauthorized LR Access on
178.154.243.95 Federation 147.237.0.16 | v ny- kosher-kravi .idf.il/tenpl ates/|ogi n/|ogin. aspx Bl ock
Russi an ny- kosher-kravi . i df.i|ostributed Whauthorized UR. Access on
130.193.50. 9 Federation 147.237.0.16 | v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/| ogi n. aspx Bl ock
Russi an ny-kosher-kravi . i df.i|oistributed Unauthorized LR Access on
95. 108. 158. 184 Federation 147.237.0.16 | v ny- kosher-kravi .idf.il/tenpl ates/|ogi n/login. aspx Bl ock
66.249.78.11 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock
40.77.167.65 |lhited Sates |147.237.72.166aka.idf .l Uhaut hori zed URL Access to v aka. i df .il/yohal an/ mai n/ asp B ock
157.55.39.72 |lhited Sates [147.237.77.170|nmar achot .idf.il Lhaut hori zed UR. Access to ww naarachot.idf.il/i/js_inst B ock
L . . D stributed Unauthorized Method for Known URL on
113.20.73.63 Aji 147.237.72. 166 [aka. i df . i | wn aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock
86.58. 164. 228 |Denmar k 147.237.72. 156 [aman. i df . i | Mil tiple signatures from86.58. 164. 228 Bl ock
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
. . Unhaut hori zed URL Access to
66.249.66.37  [Israel 147.237.77. 216 (dover. i df . i | 147. 237. 77. 216/ 1133- 20451- he/ dover . aspx Bl ock
Russi an ny-kosher-kravi . i df.i|oistributed Uhauthorized LR Access on
130.193.50.20 Federation 147.237.0.16 | wawe ny- kosher -kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx B ock
Russi an ny-kosher-kravi .idf.i [Dstributed Whauthorized LR. Access on
95.108.158. 186 Federation 147.237.0.16 | v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/l ogi n. aspx B ock
66.249.78.18 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1449- he/ at al . aspx B ock
46.19.86.109 |lsrael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None
. . . Unaut hori zed URL Access to
114. 98. 241. 142 |Chi na 147.237.77. 176 [mat pash. i df . i | v cogat i df . 1/1026-ar/ i df g, aspx/ t r ackback/ Bl ock
Russi an ny-kosher-kravi.idf.i|oistributed Uhauthorized LR Access on
95.108. 158. 154 Federation 147.237.0.16 | wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx B ock
185. 32. 179. 249 [l srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
. . Unhaut hori zed URL Access to
66.249.66.40 |Israel 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1133- 19817- he/ dover . aspx Bl ock
136. 243. 36. 96 |Ger many 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df.il/14-he B ock
Russi an ny-kosher-kravi . idf.i|oistributed Unauthorized LR Access on
95. 108. 158. 223 Federation 147.237.0.16 | v ny- kosher-kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx Bl ock
77.75.78.170  |Czech Republic [147.237.77.216|dover.idf .l Uhaut hori zed URL Access to www i df .il/ page/ 26/ B ock
. . . URL is Above Root Oirectory
46.19.139. 126 [Satzerland 147.237.77. 216 |dover . i df . i | wwi o i1/ shared/cl i entscri pts/ ol i entscripts. | s B ock
] . - Unaut hori zed Method CPTI ONS for
162.203.2.233 |Uhited Sates 147.237.72. 166 [aka. i df . i | wn aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser B ock
i m ny- kosher - kr avi . i
128. 232.110. 29 u.“ ted 147.237.0. 17 TT)/ Unaut hori zed URL Access to 147.237.0.17/ B ock
Ki ngdom df.il
Russi an ny-kosher-kravi . i df.i|oistributed Uhauthorized LR Access on
95.108.158. 158 Federation 147.237.0.16 | wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx B ock
] . . D stributed Uhauthorized URL Access on
204.13.200. 200 [Wited Sates  |147.237.77. 216 [dover. i df . i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock
66.249.66.43 |Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 43 B ock
Russi an ny- kosher-kravi.idf.i [Dstributed Whauthorized UR. Access on
141.8.142.2 Federation 147.237.0.16 | v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/logi n. aspx B ock
Russi an ny-kosher-kravi . i df.i|oistributed Uhauthorized LR Access on
37.140.141.18 Federation 147.237.0.16 | wawe ny- kosher -kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx B ock
] . . O stributed Whaut hori zed URL Access on
107.178.194. 79 [Wited Sates |147.237.77.216|dover. i df . i v i dff i | / 1133- 22638- hel dover . aspx. Bl ock
85.93.91. 84 Ger many 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/tenpl ates/ B ock
Russi an ny- kosher-kravi . i df.i|ostributed Whauthori zed UR. Access on
178. 154. 243. 75 Federation 147.237.0.16 | v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/| ogi n. aspx Bl ock
Russi an ny-kosher-kravi . i df.i|oistributed Unauthorized LR Access on
130.193.50. 6 Federation 147.237.0.16 | v ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx Bl ock
Russi an ny- kosher-kravi . i df.i|ostributed Whauthorized UR. Access on
95.108.158. 168 Federation 147.237.0.16 | v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/| ogi n. aspx Bl ock
] . . D stributed Uhauthorized URL Access on
208.184.112.75 |Lhited Sates  [147.237.77.216 |dover. i df .i | v i dff i | / 1133 22638- hel dover . aspx. Bl ock
66.249.66.75 |Israel 147.237.77. 176 |mat pash. i df . i | Suspi ci ous Response Code B ock
40.77.167.65 |lhited Sates |147.237.72.166aka.idf .l D stributed Suspicious Response Code_Qust om Tenpor ary B ock
Russi an ny-kosher-kravi.idf.i|oistributed Uhauthorized LR Access on
141.8.142.25 Federation 147.237.0.16 | wawe ny- kosher -kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx B ock
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