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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3422
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 91
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 82 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
121. 43.155.58 |147.237.8.14 [China ecorchot.idf.il |ET SCAN Potential SSH Scan 1
91.143.102. 180 |147.237.76.44 |Austria erefuah.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
201. 232.25.160 |147.237.0.33 |Col onbi a idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.143.102. 180 |147.237.76.44 |Austria erefuah.idf.il |ET SCAN NVAP -f -sS 1
201.232.25.160 [147.237.0.33 |Col onbi a idf.il ET SCAN NVAP -f -sS 1
82.166.184. 187 |147.237.0.19 |[Israel nadi matal .idf.il |ET SCAN NVAP -sS w ndow 3072 1
66. 249. 66. 45 147.237.72. 166 |Lhited Sates |aka idf.il SER"\/E?-APAO-E'Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
173.14.248.34 |147.237.8.45 |lhited Sates |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
121. 43.155.58 |147.237.8.50 [China etikshuv.idf.il |ET SCAN Potential SSH Scan 1
121.43.155.58 |147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
121. 43.155.58 |147.237.8.24 |[China elifestyle.idf.il [ET SCAN Potential SSH Scan 1
91.201. 236. 114 |[147.237.0.35 |lkraine akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 76. 202 [Lhited Sates |e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.143.102. 180 |[147.237.76.44 |Austria erefuah.idf.il  |ET SCAN NVAP -sS wi ndow 2048 1
201.232. 25.160 |[147.237.0.33 |Col onbi a idf.il ET SCAN NVAP -sS w ndow 2048 1
88.249.106.23 |147.237.76.34 |[Turkey yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 178|147. 237.76. 34 |Lhited Sates |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173.14.248.34 |147.237.8.45 |lhited Sates |eeitanidf.il ET SCAN NVAP -sS w ndow 3072 1
173.14.248.34 |147.237.8.45 |lhited Sates |e.eitanidf.il ET SCAN NVAP -f -sS 1
121. 43.155.58 |147.237.8.46 [China e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
121. 43.155.58 |147.237.8.27 [China enadimatal .idf.i|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Jte Signature
41.33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df . i drop SAMrul e drop 30
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 25
Sreamng Engi ne: TCP i i ssi
70.54.139.185 |Canada 147.237. 77. 216 |dover. i df . i | mng tngine. 1 Invalid segnent retransmssion. |, 16
Invalid Retransm ssion Packet dropped.
172.56.17. 31 Lhited Sates 147.237. 77. 216 |dover . i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
82.69. 124. 94 Uni ted Kingdom |147.237.77. 176 |nat pash.idf.il Bad TCP sequence Invalid sequence nunber noni t or
Sreamng Engi ne: TCP i i ssi
199.30.24.76  |Wited Sates  |147.237.76. 200 |ei tan. aka i df i mng tngine: Invalid segnent retransmssion. | . 4
Inval id Retransm ssion Packet dropped.
167.114. 156. 16 [Canada 147. 237. 77. 216 |dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
St reaming Engine: TCP Invalid segnent retranshission
66. 249. 66. 39 Lhited Sates 147.237.77. 234 |hal ag.i df . i . . " |drop 4
Inval id Retransm ssion Packet dropped.
70.54.139. 185 [Canada 147. 237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 168 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
2.54.137. 202 I srael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
128.232.110. 28 |United Kingdom |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |[reject 2
213.57.132.99 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
82.69. 124. 94 Uni ted Kingdom |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber moni tor |2
128.232.110. 28 |Wnited Kingdom |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent ﬁ?olggi'mo“  nbound drop 2
128.232.110.28 |Wnited Kingdom |147.237.76.196|e. sviva idf.il Geo-l ocation enforcement | 0! ocation inbound drop 2
enf or cenent
128.232.110. 28 |Wnited Kingdom |147.237.76.202|e. hal ag.idf. il Geo- | ocati on enf or cement ﬁ?olr ggﬁi'mo n i nbound drop 2
104. 156. 240. 138|Wnited Sates  [147.237.0. 17 ][“Inly kosher-kravi-1d lqyN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 168 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 145|wnited Sates  |147.237.77.61 |e.cogat.idf. il Geo-l ocation enforcement | 0! ocation inbound drop 1
enf or cenent
133. 130. 115. 64 |Japan 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
8. 37. 227. 70 é{”&’;ym’“s 147. 237.77. 216 |dover. i of .| B ock HTTP Non Conpliant  |Response out of state monitor |1
141. 212. 122. 139|lhited Sates 147.237.72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
131. 253.24. 142 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
115. 250. 235.35 |India 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber monitor |1
206. 45.197. 74 |Canada 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber aert 1
141.212. 122. 146|wnited Sates  |147.237.77.61 |e.cogat.idf. il Geo-l ocation enforcenent  |o0!ocation inbound drop 1
enf or cenent
133. 130. 115. 64 |Japan 147.237.77. 205 |prisha.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
89. 138.229. 162 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.142.155.16  |lsrael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 1
141. 212. 122. 140|Wnited Sates 147.237.72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
131. 253.24.151 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
123.125.71.14 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
206. 45.197. 74 |Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212. 122. 154|Uhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
137.116.71.170 |Wnited Sates  [147.237.8.27 |e.madimatal.icf.il  |Geo-location enforcement | !ocation inbound drop 1
enf or cenent
Iran, Islamc . . .
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 1
184. 105. 139. 100|Wnited Sates 147. 237.77. 178 |e. nat pash. i df .| Geo- | ocati on enf or cenent ﬁ?olr (C’Zﬁi'mo" i nbound drop 1
141. 212. 122. 142|nited Sates 147. 237. 77. 170 |nmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
133.130. 115. 64 |Japan 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
123.125.71.80 |China 147.237. 77. 216 [dover.i df i SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
206. 45.197. 74 |Canada 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 155|Uhited Sates 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 144. 131. 170 'F;;E'bl 1S 147 237. 7. 216 |dover i Bad TCP sequence I'nval i d AGK nunber alert 1
141.212. 122. 132|Wnited Sates 147.237. 77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
95.38. 61. 109 IF;;IEH:??C 147. 237.77. 216 |dover. i . | Bad TCP sequence Inval i d AGK nunber moni tor |1
184. 105. 247. 215|lhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 143|Wited Sates 147. 237. 77. 170 |mmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
133.130. 115. 64 |Japan 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66. 249. 66. 25 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 25 B ock 2
46.117.181. 160 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
] - . Distributed Uhaut hori zed URL Access on
208.184.112.75 [Wited Sates [147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . . Distributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
] - . Distributed Uhaut hori zed URL Access on
208.184.112.75 [Wited Sates [147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Distributed Lhaut hori zed URL Access on
66. 249. 66. 12 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
Unaut hori zed URL Access to
8.37.71.71 Lhited Sates |147.237.77.74 |lawidf.il Wi rag. i df . i |/ 869- he/ pat zar . aspx&usg=al kj r hj _bj vOvzcr guhpsnyu |B ock 1
cx9s4lsnaq
Russi an ny- kosher -kravi . i df |oistributed Unauthorized UR. Access on
178.154.243. 116 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . il /tenpl ates/ | ogi 0/ ogi n. aspx Bl ock !
141.212.122. 129|lnited Sates |147.237.72.167|i shurimaka.idf.il |Miformed URL proxytest.znap.io: 80 Bl ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
66. 249. 66. 45 I srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
. . Distributed Lhaut hori zed URL Access on
46.166. 186. 230 |Nether| ands 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
208.115.113.89 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Miolation SortDir in wwidf.il/1283-en/ dover.aspx |B ock 1
157.55.39.255 |[lhited Sates |147.237.77.176 [mat pash. i df . i | Unhaut hori zed URL Access to 147.237.77. 176/ 896- he/ cogat . aspx  |Bl ock 1
] - . Distributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 15 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
Unaut hori zed URL Access to
8.37.71.95 Lhited Sates |[147.237.77.74 |lawidf.il WA nag. i df . i |/ 869- 2028- he/ pat zar . aspx&isg=al kj r hj ugj anv9q2i i o [Bl ock 1
wudOor 4c2t t ucl w
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
141, 212.122. 129|Wnited Sates  |147.237.77. 170 |nmar achot . i df . i | Mil tiple Malformed URL from 141. 212. 122. 129 Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 75 | srael 147.237.77. 176 |nat pash_ idf.il Wiw cogat . i df .i |/ coor di nat i ongaza/ r ashei aza B ock 1
208.115.113.89 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Miolation SortDir in wwidf.il/1379-he/ dover.aspx |B ock 1
. . O stributed Uhaut hori zed URL Access on
46.166. 190. 160 |Nether| ands 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
176. 199. 146. 185|Ger many 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation lang in B ock 1
wan i df . i |/t enpl at es/ navnenu/ navnenu. €ss. aspx
Russi an ny- kosher -kravi . i df |oistributed Unauthorized LR Access on
5. 255.253. 114 Federation 147.237.0.16 il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx Bl ock !
] - . Distributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
Russi an ny- kosher -kravi . i df |oistributed Unauthorized LR Access on
37.140. 141. 34 Federation 147.237.0.16 il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx Bl ock !
_ ny- kosher - kravi . i df _
184. 105. 247. 195|lhited Sates 147.237.0. 16 O Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
141.212.122.129|thited Sates  |147.237.77. 176 [mat pash. i df . i | Mal for med URL proxyt est. zrmap. i 0: 80 Bl ock 1
] - . Paraneter Type Mol ati on PageNumin
68.180. 228. 112 |[Wnited Sates |[147.237.77.216|dover.idf.il v i df i 1/ 1153- he/ dover . aspx B ock 1
] . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
- kosher - kravi . i df
52.33.184.164 |lhited Sates 147.237.0. 16 ny Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/ B ock 1
i
Russi an ny- kosher -kravi . i df |Distributed Unauthorized UR. Access on
178.154. 243. 93 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . i | /tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
Unaut hori zed URL Access to
8.37.70.135 Lhited Sates [147.237.77.74 |lawidf.il waw mag. i df . i |/ 205- he/ pat zar . aspx&usg=al kj r hj t c4vdvzce7xgi det rg [B ock 1
nkfiistra
Russi an ny- kosher -kravi . i df o stributed Unauthori zed URL Access on
130.193.50. 21 Federation 147.237.0.16 il wwe ny- kosher-kravi .idf.il/tenpl ates/|ogin/l ogi n. aspx Bl ock !
66. 249 66. 25 | srael 147.237.77. 216 |dover i df .i | Uwaut.horlzed LR Access to V\W\udf_.llltenpl ates/ articl e/ vi deo B ock 1
ht t p: / wawv yout ube. cond v/ t v4zoxi 3kn
] - . Unaut hori zed URL Access to
199. 16. 156. 125 |lhited Sates |147.237.77.216|dover.idf.i | v f i /i p storagel i1 es/ 2/ si e220x0/ 13032, | pg B ock 1
157. 55. 39. 17 Lhited Sates [147.237.77.170|maar achot . i df . il Uhaut hori zed LR Access to naarachot.idf.il/w dget/clickstreand_rvi |B ock 1
68.180.229.173 |Lhited Sates |[147.237.72.166|aka.idf .il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249. 65. 118  [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 118 Bl ock 1
Russi an ny- kosher -kravi . i df |oistributed Unauthorized LR Access on
178.154. 243. 111 Federation 147.237.0.16 il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx Bl ock !
Unaut hori zed URL Access to
8.37.70.143 Lhited Sates |147.237.77.74 |lawidf.il W mag. i df . i | /590- he/ pat zar . aspx&usg=al Kj r hi j whu3br xeat vi hj 6i 9 |B ock 1
6zdct cdka
Russi an ny-kosher-kravi . i df |Dstributed Wauthori zed URL Access on
130.193. 50. 36 Federation 147.237.0.16 il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/logi n. aspx Bl ock !
66. 249. 66. 43 I 'srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
- . Distributed Uhaut hori zed URL Access on
46. 166. 186. 208 |Net her| ands 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Molation SortDr in wwidf.il/1153-he/ dover.aspx |B ock 1
157.55.39.119 |Wited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
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