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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3328
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
222.186. 130. 68 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
157. 55. 39. 72 147.237.77. 170 Lhited Sates naar achot . i df . i | LOCAL_RULES DCS attack 01/2012 1
124.74.213. 36 147. 237.76. 201 Chi na e.atal .idf.il ET SCAN Potential SSH Scan 1
124. 74. 213. 36 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 130. 68 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
124. 74. 213. 36 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
124.74.213. 36 147. 237. 76. 200 Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
124. 74. 213. 36 147. 237. 76. 196 Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i SSi
84.228.176.11 | srael 147. 237. 76. 200 |ei tan. aka.i of i 9 =g Invalid segnent retransmssion. g ., 402
Ret ransni ssi on Packet dr opped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
162.203.2.233 |lhited Sates |147.237.77.74 [lawidf.il dr op First packet isn't SYN drop 6
141. 0. 15. 210 Nor way 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
207.46.13.132 |lLhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 198 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber monitor |5
8.37.227. 69 g”&;y”ous 147. 237. 7. 216 |dover. i o . | Bl ock HTTP Non Conpliant  |Response out of state moni tor |3
Sreaming Engine: TCP Invalid i i ssi
79.176.48.191 | srael 147.237.72. 166 |aka i of .11 9 =9 Inval id segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.177.167.68 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dr opped.
128. 232. 110. 28 z‘;;gom 147.237.0.17 ;nlnly kosher-kravi.1d |oyN At t ack SYN -> SYN-ACK -> Timeout |reject 2
128.232. 110, 28 | ted 147. 237. 76. 199 |e. nakchal . i df .i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
Ki ngdom enf or cenent
46.19.86.161  |Israel 147. 237. 77. 226 :’“’“"‘Chmtz'aka' Tt T lSyN At t ack SYN -> SYN-ACK -> Timeout |reject 2
128.232. 110, 28 |Jted 147.237.0.33  [idf.il drop drop 2
Ki ngdom
208.115.111. 73 |lhited Sates [147.237.72.166 |aka.idf.il drop SAMrule drop
66.249.64.181 |lLhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
46. 19. 85. 198 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber alert
128. 232. 110. 28 E?'rf;gom 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
128.232. 110, 28 | ted 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
Ki ngdom enf or cenent
208.115.111. 73 |lhited Sates |147.237.76.31 |nakchal .idf.il drop SAMrule drop
2.54.53. 232 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
8.37.228. 81 g”&;ymus 147. 237. 77. 216 |dover. i of . Bl ock HTTP Non Conpl i ant Response out of state moni tor |2
128. 232. 110. 28 LK’i";gegom 147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
70. 39. 186. 218 ?03: 'd'etre 147. 237. 77. 216 |dover. i of . Bl ock HTTP Non Conpl i ant Response out of state moni tor |2
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
8.37.227. 68 g”&;y”ous 147. 237. 7. 216 |dover. i o . | Bl ock HTTP Non Conpliant  |Response out of state moni tor |2
37.142.155.16 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |2
Lhi ted R . Geo- | ocati on i nbound
128. 232.110. 28 Ki ngdom 147.237. 76. 198 |e. yohal an.i df .i | Geo- | ocati on enf or cenent enf or cenent drop 2
70. 39. 186. 222 ;atos: 'd'etre 147. 237. 77. 216 |dover. i of . Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
185.3.144.121 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
46.19.86.161  |Israel 147.237.77. 226 :“"“"‘Cha"atz'aka"df" drop First packet ismt SWN drop 1
141.212.122. 142|wited Sates [147.237.76. 202 |e. hal ag.i df .i Geo- | ocati on enf or cenent Sﬁfolrggihfn I nbound drop 1
133.130. 115. 64 |Japan 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
65. 55. 218. 58 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141. 212. 122. 155|United Sates |[147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 135|Wited Sates [147.237.77. 227 |e. hanaz. i df .1 Geo- | ocati on enf or cenent ﬁ?glggﬁ;ﬁn I nbound drop 1
188. 120. 132. 121/l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |[reject 1
141.212. 122. 143|wited sates [147.237.76. 202 [e. hal ag.i of .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
Anonynous . . . .
8.37.227.70 Pr oxy 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state nmoni t or 1
133. 130. 115. 64 |Japan 147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212. 122. 136|Wnited Sates  [147. 237. 77. 227 |e. hangz. i of .1 Geo- | ocati on enf or cement gﬁ?;'rggi'nfn I nbound drop 1
221.199. 217. 173|Australia 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
188.138.17. 205 |France 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.117.177.20 |Israel 147.237.72. 167 |ishurimaka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 146|Wnited Sates [147.237.8.14 e orchot.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
Anonynous S . .
8.37.228.77 Pr oxy 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
66. 249. 64. 191 | srael 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 1
141.212.122. 139|nited Sates [147.237.76.39 |[mobile neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
131. 253.26.238 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
84.228.176.11 | srael 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from g o\ 28
84.228.176.11
79.180. 180. 251 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
’ . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
] . - D stributed Lhaut hori zed URL Access on
208.184.112.75 |[Wnited Sates |147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
’ . . D stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates  [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
. . Unhaut hori zed URL Access to
66.249.65. 112 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8903- he/ r ef uah. aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
150.70.97.84  [Japan 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
Russi an S . |[Dstributed Unaut hori zed URL Access on
95.108.158.232 [_ -~ 147.237.0.16  |ny-Kkosher-kravi.idf.il Wi ny- kosher - kravi i df i |/t enpl at es/ | ogi V| ogi n. aspx Bl ock 1
78.186. 2. 212 Tur key 147.237.77. 176 |nat pash. i df . i | Ostributed PHP Atenpt B ock 1
46.117.93.209 |[Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
195. 60. 232. 57 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
122.224.8.111 |China 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wa i df . i |/ ckfinder B ock 1
84.228.176.11 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
. . Unaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9680- he/ r ef uah. aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1133- 22635 he/ dover . aspx. Bl ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates  |147.237.77.216|dover. i df .i| v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
78.186. 2. 212 Tur key 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . idf.il/xmrpc. php B ock 1
. - Unhaut hori zed URL Access to
46. 166. 186. 203 |Net her| ands 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22461~ hel dover . aspx. Bl ock 1
195. 62. 53. 168 RJSIS:;ni on 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to /css/ css B ock 1
Russi an S . r|Uhaut hori zed URL Access to
130.193. 50. 11 e ot i on 147.237.0.16  |ny-Kkosher-kravi.idf.il Wi ny- kosher - kravi i df .i |/t enpl at es/ | ogi V| ogi n. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.65. 118 |Israel 147.237.76.42 (refuah.idf.il 147. 237, 76. 42/ 994- 8860- he/ r ef uah. aspx Bl ock 1
2.54.145. 128 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . D stributed Lhaut hori zed URL Access on
150.70.173.10  [Japan 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
79.177.167.68 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
62.201.214.179 |[iraqg 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawwidf.il/arr/ B ock
207. 46. 13. 15 Uited Sates |147.237.72.166aka. i df . il Unknown Paraneter catid in aka.idf.il/tiznoret/kishur/default.asp|None
. m ny- kosher-kravi . id .
137.116.71. 170 |Whited Sates 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ robot s. t xt B ock 1
. . D stributed Lhaut hori zed URL Access on
89.234.157. 254 [France 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 61 I srael 147.237.72.166|aka. i df . i | wi aka. i df . i | / news/ kam ar / ni shpaha. j pg+ Bl ock 1
37.142. 64. 47 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . D stributed Unaut hori zed URL Access on
150.70.173.10  |Japan 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1133- 22635 he/ dover . aspx. Bl ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover. i df .il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
79.179.67.220 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
’ . - Unhaut hori zed URL Access to
208.115.113.93 |lhited Sates  |147.237.77.234|hal ag.idf.il ww | ogi sti cs. atal i o i 1/ 894-7860- he Bl ock 1
66.249.64.172 [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wa navy. i df . il/navy/ B ock
141.212.122. 129|Uhited Sates  [147.237.76.39 [nobile.neitav.idf.il |Milforned URL proxytest.znap.io: 80 B ock
. - D stributed Lhaut hori zed URL Access on
94.242.228.108 |Luxenbourg 147.237.77.216|dover.idf .l v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Lhknown Paranet er pop in ww aka. idf.il/main/ hone/ None 1
. - D stributed Lhaut hori zed URL Access on
37.187.129.166 |France 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
192.157.245.13 |lhited Sates  |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wawidf.il/pricing B ock 1
117.103. 185. 20 |Japan 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/aman B ock 1
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