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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3661

66. 249. 66. 81 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 241
176.13.9. 11 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 5

66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
124.74.213.36 |147.237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.76. 42 [China refuah.idf.il ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.76.38 |China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
58 292 90126  |147. 237 0.35 |ni na akave. i il ET SSAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192. 118. 100. 254|147. 237. 77. 233 |l srael atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
124.74.213.36 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.76.39 |China nobi | . nei tav. i df il ET SCAN Potential SSH Scan 1
124.74.213.36 |147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
27.199. 84.82 147.237.0.17 |China mny- kosher-kravi .idf.il BT SCAN Behavi oral Lhusual Iy fast inbound Tel net Cbnnecti ons, 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

reamn ine: TCP Invali i i ssi
37.26.148.141 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i Streamng Engi ne: TCP Inval id - invalid segnent retransnissi on drop 57
Ret r ansni ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 32
37.26.146.229 |lIsrael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 20
Sreamng Engine: TCP Invalid i i ssi
66.249.66.39  |Uited Sates |147.237.77. 234 |hal ag i .i | 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
162.203.2.233 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 16
2.54.58.170 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 14
Sreaming Engine: TGP Invalid i i ssi
66.249.66.45 |ited Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. o 10
Ret ransnmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.28  |United Sates |147.237.77. 234 |hal ag i .i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
96.31.9.99 Lhited Sates [147.237.77. 170 |marachot.idf.il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |Lnited Sates |147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
207.46.13.71  |Wited Sates |147.237.77. 234 |hal ag.idf . il 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.132 |Uited Sates |147.237.77. 234 |nal ag.i of il 9 =9 Invalid segnent retransmssion. |y 4
Ret r ansni ssi on Packet dropped.
84.108.51.193 |lsrael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or
66.249.93.209 |lhited Sates |147.237.76.86 |navy.idf.il D rect ory Traver sal directory traversal overflow noni t or
Sreaming Engine: TGP Invalid i i ssi
79.176.48.191 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.228.53.66  |lsrael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.230.33 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dr opped.
Lhi ted . .
128. 232. 110. 28 Ki ngdom 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 2
213.57.128.161 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
128.232. 110, 28 | ted 147.237.76. 201 |e. atal .i df .il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
Ki ngdom enf or cenent
128. 232. 110. 28 z‘;;gom 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
172.56. 16. 40 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
66.249.93.213 |lhited Sates |147.237.76.86 |navy.idf.il D rect ory Traver sal directory traversal overflow noni t or
208.115.111. 73 |Lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop
Sreanming Engine: TGP Invalid i i ssi
157.55.39.34  |Wited Sates |147.237.77. 234 |halag.idf. il 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
128. 232. 110. 28 z‘;;gom 147. 237.72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
84.108.51.193 [lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber alert 2
Lhi ted R . Geo- | ocati on i nbound
128. 232. 110. 28 Ki ngdom 147.237.76.44 |e.refuah.idf.il Ceo- | ocati on enf or cenent erf or coment drop 2
66.249.93.205 |lnited Sates |147.237.76.86 |navy.idf.il DOrectory Traversal directory traversal overflow noni t or
87.69.217.145 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert
71.6.165.200  |Wited Sates |147.237.8.28 |e.nobile-ks.idf.il  |Geo-location enfor cenent g‘]'?o'r ggi'mo” I nbound drop 1
144.84.232.75  |Nor way 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |1
47.16.103.232 |Whited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
141. 212. 122. 131|tnited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.50. 38 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.56 |China 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.111. 73 |LWhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 1
84.111.72.134 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 151|nited Sates [147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.69.217.145 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212. 122, 132|Wnited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 152|Wited Sates |147. 237.76. 196 |e. sviva i df . i Geo- | ocati on enf or cenent Sﬁ?;)lrggﬁl'nfn I nbound drop 1
37.46.39. 39 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
133, 130. 115. 64 |Japan 147.237.77. 234 |hal ag. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 122. 148|Wnited Sates |147.237.0. 16 :‘I’"k%her'kra""'df' SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.22.129.114 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
213.57.128. 150 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 84 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
40.77.167.8 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chi nuch. aka. i df .i|/404. htm Bl ock 2
46.120.98.156 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
31.154.94.5 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66. 249. 66. 32 I srael 147. 237.76. 147 |chi nuch. aka. i df . i|  |Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
] . . O stributed Whaut hori zed URL Access on
107.178.194.87 [Wited Sates  [147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
. ] ] O stributed Lhaut horized URL Access on
46. 33. 246. 75 Wrai ne 147.237.77.233|atal .idf.il atal .icf.il/sip storagel/files 1/ 2461 ] py B ock 2
] . . O stributed Whaut hori zed URL Access on
208.184.112.75 [Wited Sates  [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 2
46.117.97.104 [l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
157.55.39. 255 [lhited Sates  [147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
5. 255, 253. 137 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
87.69. 42. 217 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . O stributed Whaut hori zed URL Access on
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
; ; ; O stributed Uhaut horized URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. B ock 1
Russi an ny-kosher -kravi . i df [unauthorized URL Access to
130.193.50. 11 Federation 147.237.0.16 il v ny- kosher -kravi .idf.il/tenpl ates/|ogin/logi n. aspx Bl ock !
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter list in wwaka.idf.il/negurinnews/ None 1
] . . Unaut hori zed Method CPTI ONS for
162.203.2.233  |United Sates 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
- . Unhaut hori zed URL Access to
66. 249. 66. 28 | srael 147.237.77.216|dover. i df . i | waw i df i 1/at al 1/i zkor/ vi ew i gt op. asp B ock 1
208.115.113.89 |United Sates  [147.237.72. 166 |aka. i df . i | Wnaut hori zed URL Access to Bl ock 1
wan aka. i df.i |/ mai n/smal i htni/ 1. asp
141.212.122. 129|nited Sates  [147.237.72. 156 |anan. i df . i | Mal formed URL proxytest. zmap. i 0: 80 B ock
66.249.93.209 |Israel 147.237.76.86 [navy.idf.il Dstributed UR_ is Above Root Drectory Bl ock
. . D stributed Uhauthorized URL Access on
66. 249. 65. 34 I srael 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ robot s. txt B ock 1
199. 115. 117. 117|thited Sates  |147.237.72. 156 |aman. i df . i | Unhaut hori zed URL Access to 147.237.72. 156/ _asteri sk B ock
37.142.68. 72 I srael 147.237.76.31 |nakchal .idf.il PHP Attenpt Bl ock
; ; ; O stributed Whaut horized URL Access on
107.178.194.83 |lhited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- hel dover . aspx. B ock 1
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct | 25 in
46. 19. 86. 223 I 'srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / nai 0/ sachar / paysl i ps. aspx None 1
; ; ; O stributed Whaut horized URL Access on
208.184.112.75 |lhited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
141.212.122. 129|thited Sates  |147.237.76.31 |nakchal .idf.il Mal formed URL proxyt est . znap. i 0: 80 Bl ock 1
] . . Unaut hori zed URL Access to
74.91.27.26 Lhited Sates  [147.237.77.216|dover.idf.il v i df i | / 1283- 15916- en dover . aspx/ t r ackback/ B ock 1
. - Unaut hori zed URL Access to
66.249.65.37  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9692- he/ r ef uah. aspx Bl ock 1
199.115.117. 117|Uhited Sates  |147.237.72.166|aka. i df.i | Unaut hori zed URL Access to 147.237.72.166/ asteri sk B ock 1
37.142.68.72 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to ww nakhal . idf.il/xnrpc. php B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut horized URL Access on wa aka. i df .il/val tam Bl ock 1
149.78.185.58 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . . DO stributed Whaut hori zed URL Access on
77.247.30.234 |Wkraine 147.237.77.233|atal .idf.il atal .icf.i1/sip storagel/files 1/ 2461 ] py B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 12 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
199. 115.117. 117|Uhited Sates  [147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77.216/ _asteri sk Bl ock 1
37.142.223.93 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
] . . Unaut hori zed URL Access to
107.178.194.87 |lhited Sates  |147.237.77.216|dover.idf .il v i dff i |/ 1133 22638- hel dover . aspx. B ock 1
66.249.66.61  |Israel 147.237.72. 166 |aka. i df . i | tnknown Paraneter gt; in None 1

wan aka. i df . i1/ nai n/ rabanut / gener al . aspx
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