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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3219

66. 249. 66. 81 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 287

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 120
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 55

66. 249. 93. 195 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 2

66. 249. 93. 191 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2

66. 249. 93. 199 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1

176. 34. 243. 33 Irel and 147.237.76. 177 ncore.idf.il|B ock Np All_Net dr op 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Sgnature

69. 12. 70. 34 Lhited Sates 147.237.76.86 |[navy.idf.il[16798: HITP: G\WU Bash HITP Header Renvte Code Execution Vul nerability |Bl ock
69.12.70.34 Lhited Sates 147.237.77.216 |dover . i df . i|16798: HITP. G\ Bash HITP Header Renote Code Execution Wul nerability |B ock
212.83.177. 193 |France 147.237.77. 216 |dover . i df . i[CL000106: HTTP. naj estic bot Bl ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
176.13. 8. 196 147 237 77 233|151 8el atal idh il ET DO5 Large anount of TCP Zer oVWndow - Possible Nkiller2 DDos 5
attack
66.249.93.195 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 22 147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66.249.93.238 |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 82 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
82.166.184. 187 [147.237.77.212|Israel edover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
210.50. 197. 154 [147.237.77. 234 |Australia hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
210.50. 197. 154 |147.237.77. 234 |Australia hal ag.idf.il ET SCAN NVAP -f -sS 1
180. 254. 146. 231|147. 237. 76. 44 |l ndonesi a erefuahidf.il |ET SCAN NVAP -sS w ndow 3072 1
172.245. 24. 154 |147.237.72. 166 |Lnited Sates aka.idf.il ET SCAN Potential SSH Scan 1
5 22 204.74 147 237 0.34 |lran Islanic Cikshov. i ] ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Republ i ¢ of Potential Scan or Brute Force
210.50. 197. 154 |147.237.77. 234 |Australia hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
209. 126. 116. 147|147. 237. 72. 167 |Lited Sates ishurimaka.idf.i[ET SCAN NVAP -sS w ndow 1024 1
185. 106. 94. 16  |147.237. 77. 170 maarachot.idf.il |ET SCAN Potential SSH Scan 1




12-07-2015-22:04:07 to 12-07-2015-23:04:07

|Top Attackers In FW |

At acker

Ret r ansm ssi on

Packet dropped.

Count ry Target Address |Ste Signature
82. 145. 211. 174 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 62
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
46.19.85.167 |[lIsrael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 30
31. 154. 162. 122 |l srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 30
176.13.8.196  |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |18
176.13.8.196 |Israel 147.237.77. 233 |ata .idf.il Bad TCP sequence Inval i d ACK nunber aert 17
Sreamng Engine: TCP Invalid i i ssi
79.180.215.2  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dr opped.
5.28.147.32 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
. ) SYN+ACKK retransnmit wth .
5.28.147.32 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 9
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
80. 246. 133. 253 [l srael 147.237.76.30 |himsh.idf.il Bad TCP sequence Inval i d ACK nunber aert
46.19.86.196 |Israel 147. 237.77. 226 Wi"f"‘Cha”atz'aka"df drop Frst packet isn't SWN drop 7
80. 246. 133. 253 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber nonitor |7
Sreanming Engine: TCP Invalid i i ssi
46.19.85.144  |Israel 147.237.0.19  |nadimatal .idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 159. 158 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
176.13.19. 165 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
109. 67. 184.99 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
79. 180. 200. 195 [l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
213.57.134.5 |[Israel 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
S SYN+ACK retransmt with .
79. 180. 200. 195 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence di fferent vi ndow scal nonitor |6
46.19.85.189  |[lsrael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.189  |[lsrael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber nonitor |6
213.57.34.114 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
149. 78. 154. 69 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
213.57.34.114 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 86. 228 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 79 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Russi an S . Geo- | ocati on i nbound
37.18.51.180 | o i 147.237.76.201 [e.atal .idf.il Geo- | ocati on enf or cenent enf or cement drop 4
66.249.81.179 |wnited Sates |147.237.77.233|atal.idf.il drop First packet isn't SWN drop 4
46. 19. 86. 79 I 'srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber nonitor |4
46.19.86.194  [lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
87.69.87.39  |Israel 147.237.0.16 Fy'k%her'krav"'df" SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.19.86.228 |Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
176.13.19.165 |Israel 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
213.57.128. 161 [l srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i ssi
79. 177. 195. 245 |I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
66.249.81.175 |Wnited Sates |147.237.77.233|atal.idf.il drop First packet isn't SWN drop 3
o SYNWACK retransmt with .
31. 154. 162. 122 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal @ noni t or 3
46.19.86.79  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SNACK retransmt with moni tor (3
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.176.14. 108 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
84.108. 247. 223 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert
2.54. 61. 206 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
C e SYN+ACK retransmt with .
46.19.85.236 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.182.60.41 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.177. 212. 155 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
5.102. 254. 118 |l srael 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
84.108. 247. 223 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or
46. 19. 86. 44 I 'srael 147.237.72. 166 |aka.i df . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
79.182. 164. 217 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
87.69.73.170 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 136
87.69.73.170 |Israel 147.237.0.19 |nadimatal .idf.il Too Meny of the Sane Response Code (404) in Session from Bl ock 129
87.69. 73. 170
46.19.85.144 |lsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 28
31. 135. 136. 157 |Wkrai ne 147.237.72.166|aka. i df . i | PHP Attenpt B ock
77.127.220. 118 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
31.135. 136. 157 |Wkrai ne 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 31. 135. 136. 157 Bl ock
m ny- kosher - kr avi . i
87. 68. 40. 240 | srael 147.237.0. 17 of niyl Dstributed |11egal Paraneter Encoding None 4
87.69.73.170 |Israel 147.237.0.19 |nadimatal.idf.il Too Many of the Sane Response Cbde (403) in Session from Bl ock 3
87.69. 73. 170
185. 3. 146. 127 |[Israel 147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error.htm B ock 3
. . - Unaut hori zed URL Access to
81.24.209. 144 |Ukrai ne 147.237.72. 166 |aka. i df . i | wwn aka. i df . il/iturindresources/inages/ body/ i nages/ nai n. j pg Bl ock 3
5.29.113.21 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
m ny- kosher - kr avi . i
87.69. 87. 39 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 3
m ny- kosher - kr avi . i . i
176. 12. 148. 129 |l srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encoding None 2
. . - D stributed Lhaut hori zed URL Access on
107. 178. 194. 83 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
84. 109. 146. 161 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wwnidf.il/error. htm Bl ock 2
Ostributed Paraneter Read Qnly Mol ation
176.13.10.16 |[Israel 147.237.72. 166 [aka. i df . i | wwwv aka. i df . i |/ mai V sachar/ regi strati onw zar d/ regi st er . aspx None 2
par anet er
85. 64. 110. 102 [l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode Bl ock
93.173.132. 252 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
m ny- kosher - kr avi . i
85. 64. 202. 120 |l srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
. . - D stributed Lhaut hori zed URL Access on
95. 132. 175. 248 |kr ai ne 147.237.72. 166 |aka. i df . i | vows aka i df i /i turi i resour ces/ i nages/ body/ i nages/ mai n. j pg B ock 2
46.120. 233.56 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock
79.182.56.88 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock
176.13.23.30 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock
. . . Unaut hori zed URL Access to
88.198.48.46  |Ger many 147.237.0.34 |tikshuv.idf.il tikshuv. i o i 1/ shar ed/ user cont rol s/ header upper/ B ock 2
. . Unaut hori zed URL Access to
66. 249. 66. 43 |l srael 147.237.77. 216 |dover . i df . i | 147. 237,77, 216/ 1133. 20493- he/ dover . aspx B ock 1
. . . Unaut hori zed URL Access to
199. 59. 148. 211 [lhited Sates [147.237.77.216|dover.idf.il vowe i i1/ p_storagel i1 es/ 1/ si ze220x0/ 16611 | pg B ock 1
85.65.99.161 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
84.109. 146. 161 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/valtam B ock 1
46.117. 184. 147 |I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww anan. i df . il/nodiin/ adnin. aspx B ock 1
79.177. 195. 245 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/nain/ B ock 1
2.54.30.217 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 1
71.55.134.195 |Lhited Sates |147.237.77.19 |lawforumidf.il Illegal Byte Gode Character in Mthod B ock 1
213.8.204.19 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.42.60. 211 |Turkey 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wawidf.il/qr/ Bl ock 1
85. 64.85.146 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
. . D stributed Lhaut hori zed URL Access on
46. 166. 186. 202 |Netherl ands  [147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.10.86.63  |lsrael 147.237.72. 166 |aka. i df . i | lllegal Byte Cde Craracter in URL [nain/kapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
149.88.76.42 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
80. 246. 136. 70 |l srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Qode Bl ock
77.125. 108. 229 |l srael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/xnrpc. php B ock 1
Unaut hori zed URL Access to
8.37.70.96 Lhited Sates |147.237.76.42 |refuah.idf.il v refua. atal . idf.il/894-helref uah. aspx&usg=al kj r hg8dmuf sj e6e8_ |Bl ock 1
ut rxx_1y5af nsrg
89.71.127.32 |Pol and 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawi i df .il/894-en/ dover. aspx/ Bl ock 1
66.249.66.61 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docl.. in www aka.idf.il/main/giyus/general .aspx [None 1
. . - D stributed Lhaut hori zed URL Access on
204. 13.200. 200 |Lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46. 118. 140. 182 |kr ai ne 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
79.179.29.97 |Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
31.135. 136. 157 |krai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/giyus/index. php  [B ock 1
) . . O stributed Unaut hori zed URL Access on
107.178.194. 83 [Wited Sates |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.48.172 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None
71.55.134.195 |[nited Sates |147.237.77.19 |lawforumidf.il NULL Character in Method B ock
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