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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3350
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |

41.102.238.136 |Ageria 147.237.77.216 |dover.idf.i||18160: HITP. Qitroni Likely Milicious Tor Proxy Qookie B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 78. 93 147.237.77.233|Whited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
84.108. 87. 44 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
40.115.58.160 |147.237.77.226|hited Sates [wwn chanatz. aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 77. 205 |Lnited Sates |prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185.106. 94. 16  |147.237.76. 196 e.sviva idf.il ET SCAN Potential SSH Scan 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

119.116. 55. 127 |147.237.0.16 |China ny- kosher-kravi .idf.il Potential Scan or Brute Force 1
209. 126. 116. 147|147.237.77.61 |Lhited Sates |e. cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.106. 94. 16  |147. 237. 77. 227 e. hanaz. i df .i ET SCAN NMAP -sS wi ndow 1024 1
185.106. 94. 16  |147.237.76. 31 nakchal . i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
37.142.189.81 [Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |94
w ndow scal e
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
79.179.11.46  |[Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different monitor |34
wi ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
213.57.131.54 |Israel 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 28
213.57.131.54 [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINCAGK retransmt with different 1oohitor |28
w ndow scal e
213.57.141. 156 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 24
31.154.162. 122 [Israel 147. 237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
31.168. 155. 203 |Israel 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreanming Engine: TCP Invalid i i ssi
84.228.244.80 |Israel 147.237.76.86 |navy.idf.il 9 =9 nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
46.19. 86. 111 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
188. 139. 245. 43 z;t;‘rifab 147.237.77. 176 |matpash. i of i1 |dr op First packet isn't SIN drop 6
46. 19. 85. 169 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
. e SN retransnmit wth different :
119. 166. 176. 25 |Chi na 147.237.77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal e noni t or 6
46.19. 85. 169 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
46.19.85.146  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
185. 106. 94. 2 147.237.76.31 |nakchal.idf.il |drop SAMrule drop 6
84.109. 233. 130 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 130 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 5
188. 120. 148. 213|I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 5
2.52.47.51 I srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
37.142.64.127 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 85. 130 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 5
. . SYNretransmt wth different .
46.117.251.80 |[Israel 147.237.72. 166 |aka. i df.il Bad TCP sequence wi ndow scal e noni t or 5
188. 120. 148. 213|I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 130 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber aert 4
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 130 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |4
188. 120. 148. 169|I srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 4
82.145.219.17 |Europe 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.142.64.127 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
Sreanming Engine: TCP Invalid i i SSi
176.13. 10. 6 I'srael 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 4
62. 0. 34. 177 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 4
213.57.128.161 |Israel 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
212.4.4.154 Italy 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |4
Sreaning Engine: TCP Invalid i i Ssi
109.67.27.131 [ srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.141. 97 I srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.177.21.92  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.129.161  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.183.163.81 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.57  |Uited Sates  |147. 237. 77. 243 |nobile. i df . i1 9 =9 Inval id segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.183.201. 170 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
5.22.129.88 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
5.102.254. 139 [Israel 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 149 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nvalid AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
84.94.192.104 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
213.57.33.35 I srael 147.237.72.166 |aka. i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or
46.19. 86. 111 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Acti on ‘Count
79.179.203.74 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 71
80.246.136.70 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 54
37. 46. 39. 250 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 25
79.179.203.74 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Sane Response Code (404) B ock 23
2.54.143. 149 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 19
176. 13. 23. 30 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
84.94.99.24  [Israel 147.237.76.86 |navy.idf.il thaut hori zed LR. Access to Bock |4
waw navy. i df . i | / consol e/ cor e/ doc_ngr/ doc_ngr. asp
84.94.192.104 [israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
2.54.30.217 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock
82.81.29.53 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
. . Uhtraceabl e SS. Sessions: Protocol violation
46.120.128.91 |Israel 147.237.77.216|dover . i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
m ny- kosher - kr avi .
109. 66. 7. 87 | srael 147.237.0. 17 i dfnyi | Dstributed |11egal Paraneter Encodi ng None 2
Russi an . - . .
95. 108. 158. 144 erati on 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
m ny- kosher - kr avi .
93. 173. 28. 202 | srael 147.237.0. 17 i dfnyi | Dstributed I11egal Paraneter Encodi ng None 2
Pal esti ni an
82.205.126. 4 Territory, 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df .il/894-ar B ock 2
Qccupi ed
176. 13. 8. 230 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
94. 201. 22. 24 ;"ﬁ:rt:tde:(ab 147.237.77.216|dover.idf .l Dstributed PHP Attenpt B ock 1
66. 249. 66. 25 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 1
. . Illegal Byte Code Character in Method ABAA: A+AVFACAZA...
84.228.220. 164 |lIsrael 147.237.72. 166 |aka. i df . i | AESAUTA; Ac [ #8] ] ACAuAVAS ACA?AYASATAT [ [ #31] ] AA—A B ock 1
46.19. 85. 145 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . Unhaut hori zed URL Access to
199. 16. 156. 125 |United Sates 147.237.77. 216 |dover . i df .i | Wi df i1/ p storagel i1 es/ 2/ si ze220x0/ 17672. | pg B ock 1
141.212.122. 129|United Sates 147.237.77.74 |lawidf.il Mal formed URL proxyt est. zrmap. i 0: 80 B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates 147.237.77.216|dover . i df . i v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
77.75.79.101  |czech Republic  |147.237.77.216|dover.i df .i | Distributed thaut hori zed URL Access on Bock |1
wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/
213.57.215.159 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Unknown HTTP Request Method A6AAs A+AvFACAZA...AE
84.228.220.164 |[Israel 147.237.72. 166 [aka. i df . i | SAu7A; A¢[ [ #8] ] AEAUAVAS AEA? APASAFAT} [ [ #31] ] AA—A” in URL |B ock 1
84.228.220. 164 |lsrael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
40.77.167. 16 Lhited Sates 147.237.77.216|dover . i df . il Ml ti pl e Unaut hori zed URL Access from 40. 77. 167. 16 B ock 1
79.179.230. 197 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.52.47.51 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
. . . URL is Above Root Drectory
119. 166. 176. 25 |Chi na 147.237.77. 216 |dover . i df . i ww i df i1/ ./ shar edl user cont rol s/ header upper/ Bl ock 1
94.201. 22. 24 ;:ill::tdesﬁ’ab 147.237.77.216|dover.i df . il Dstributed Lhaut hori zed LRL Access on v idf.il/xmrpc.php |8 ock 1
- - Unhaut hori zed URL Access to
66. 249. 66. 34 | srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p_st or age/ f i | es/ 5/ 61485. | pg Bl ock 1
84.228.220. 164 |lIsrael 147.237.72. 166 |aka. i df . i | Mal f or med HTTP Header Line 1 B ock 1
46. 19. 86. 34 I srael 147.237.72. 166 |[aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
] . . Unhaut hori zed URL Access to
199. 16. 156. 126 |lhited Sates 147.237.77.216|dover . i df . i Wi df i1 /'si p_storagel fi 1 es/ 5/ si ze220x0/ 6255. ] pg Bl ock 1
37.26.148. 144  |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |B ock 1
Unknown Par anet er
149. 88. 229. 142 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wa aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
79.177.114.230 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
109. 64. 3. 234 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None
52. 35. 10. 239 Lhited Sates 147.237.76.42 |refuah.idf.il PHP At tenpt B ock 1
. . Paraneter Type Mol ati on SearchText in
85. 64. 14. 142 I srael 147.237.77.216|dover . i df . i v i df i 171065- he/ dover . aspx Bl ock 1
84.228.220. 164 |l srael 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
40.77.167. 16 Lhited Sates 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to v idf.il/el ram B ock 1
Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il www. i df . i 1/ hebrew nakhal / kkkkkkk=791148b9kkkkkkk_791148b |B ock 1
9
Russi an ny- kosher - kravi . i df [unaut hori zed URL Access to
130.193. 50. 36 Federation 147.237.0.16 e wn ny- kosher - kravi . i df.il/tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
Unhaut hori zed URL Access to
. . wawy i df . i1/ 1133-19559- he/ dover . aspx&a=u&ved=0ahukewi - gkf
95. 86.100. 208 |l srael 147.237.77. 216 |dover. i df .i | vvnr | ahxbxr gkhe1mbzsqf ggunangusg=af gj cnhr bi i t dwnaaj br gyb6 Bl ock 1
ej azvd9i qw
. . Unhaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1153- 8890- he/ dover . aspx Bl ock 1
Russi an . . Paraneter Type M ol ati on SearchText in
46.35.253.161 | - 147.237.77. 216 [dover. i df . i | v i df i 171065- en/ dover . aspx Bl ock 1
; . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
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