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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3650
82.221.105.7 | cel and 147.237.76. 199 e.nakchal .idf.il |B ock Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
89. 138. 70. 50 147.237.0.34 [Israel tikshuv.iof.il SERVER VEBAPP apache directory discl osure attenpt 2
194.63.140.74 |147.237.0.33 |RSSian idf il ET SCAN Potential SSH Scan 2
Feder at i on
L ET DO5 Large anount of TGP ZeroWndow - Possible Nkiller2
80. 246. 133. 180 |147.237. 77. 233 [l srael atal.idf.il 2
DDos attack
194.63.140.74 |147.237.76.38 |SSIan eemeitav.idf.il ET SCAN Potential SSH Scan 2
Feder at i on
89. 138. 70. 50 147.237.0.34 |Israel tikshuv.idf.il @L WEB_SERVER apache directory discl osure attenpt 2
194.63.140.74  |147. 237. 76. 177 |SS1 & ncore. i df.il ET SCAN Potential SSH Scan 1
Feder at i on
77.125.240.87 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
176. 228. 64. 234 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
194.63.140.74  |147.237.76. 44 |RSSIan e refuah.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
2.52.26.183 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
173.14.248.34 |147.237.77.216|lhited Sates dover.idf.il ET SCAN NVAP -f -sS 1
Russi an . ) .
194.63.140.74  |147.237.72.217 | o eidf.il ET SCAN Potential SSH Scan 1
, L ET SCAN Rapi d PGP3 Gonnections - Possi bl e Brute Force
218.77.79. 38 147. 237.76. 42 |thina refuah.idf.il 1
Attack
113 140 35.44  |147. 237 76.30 | himsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . . I na | 5 . . .
Gonnections, Potential Scan or Brute Force
194. 63, 140.74  |147. 237. 72. 156 |55 &N anan.idf il ET SCAN Potential SSH Scan 1
Feder at i on
106. 3. 45. 131 147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147|147. 237. 72. 166 |Lnited Sates aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
194.63.140.74 |147.237.8.50 |SSIan e tikshuv.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
106. 3. 45. 131 147.237.0.16 |China ny- kosher -kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
194.63.140.74 |147.237.8.28 |SSIan e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
194.63.140.74  |147. 237. 77. 205 |¥SSI &0 prisha.idf.il ET SCAN Potential SSH Scan 1
Federati on
104.63.140. 74 |147.237.8.24 |RSSI elifestyleidf.il ET SCAN Potential SSH Scan
i ’ ) ) e Federati on ) ) i
87. 69. 63. 169 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
194. 63.140.74  |147. 237, 77. 121 |SS' &N e.navy.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
194.63.140.74  |147. 237. 76. 197 XSS &0 e hi nush. i df i | ET SCAN Potential SSH Scan 1
Feder at i on
194.63.140. 74  |147.237.0. 16 ?éj:::ﬂm ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
194.63.140. 74  |147.237.76. 148 gg::;”ion gacenter. aka. i df . i | ET SCAN Potential SSH Scan 1
173.14.248.34 |147.237.77.216|lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
193 117, 45. 101|147 237 0.19 |cni na vadi matal idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
R T ' o Gonnections, Potential Scan or Brute Force
194.63.140.74  |147. 237. 72. 166 |SSI A aka.idf.il ET SCAN Potential SSH Scan 1
Federati on
_ o ET SCAN Rapi d PGP3 Gonnections - Possibl e Brute Force
218.77.79. 38 147. 237. 72. 156 |Chi na aman.idf.il 1
Attack
106. 3. 45. 131 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
194. 63.140. 74  |147.237.72. 14 gjzg'ion dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
106. 3. 45. 131 147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147|147.237.0.34 |lLnited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
194.63.140.74 |147.237.8.46 |SSIan e.chinuch.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
104. 219. 238. 10 [147.237.0. 16 ny-kosher-kravi.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 1
194.63.140. 74  |147.237.77. 227 23:::;'}0” e. hamaz. i df . i ET SCAN Potential SSH Scan 1
194. 63.140. 74  |147.237.8.27 ?;Z:;:I”ion e nadimatal .idf.il ET SCAN Potential SSH Scan 1
194. 63.140. 74  |147.237.77. 170 gjzg'ion naar achot . i df . i | ET SCAN Potential SSH Scan 1
104.63.140.74 |147.237.0.35 |Russian akavs. i df il ET SCAN Potential SSH Scan 1
: ’ ’ ’ T Federati on ’ :
194. 63.140. 74  |147.237.77.61 gjzg'ion e.cogat.idf.il ET SCAN Potential SSH Scan 1
84.108. 92. 13 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
194.63.140. 74  |147.237.0. 17 ?éj:::ﬂm mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Qount ry Target Address [Ste Signature
188. 139. 245. 43 [Syrian Arab Republic [147.237.77.176 |matpash.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 287
s SN retransnmit wth different .
84. 228. 220. 164 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal & rmoni t or 48
176.228. 64. 234 [  srael 147.237.77. 233 |atal i df .| Bad TCP sequence S retransmt wth different —fronitor |46
w ndow scal e
R SWNretransnmit wth different .
176. 228. 64. 234 |l srael 147.237.77. 234 |hal ag. i df . i | Bad TCP sequence wi ndow scal & rmoni t or 38
84.229.39.165 |lsrael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence Invalid ACK nunber monitor (27
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
37.26.148. 144 |Israel 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 13
. . SWNretransnmit wth different .
84.228. 220. 164 || srael 147.237.77. 234 |hal ag.idf.i | Bad TCP sequence wi ndow scal e monitor |13
109. 160. 170. 65 |I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 12
109. 160. 170. 65 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i ssi
46.19. 85.0 I srael 147.237.72. 167 |i shuri maka. i f . 9 =g Invalid segnent retransmssion. g 12
Ret ransn ssi on Packet dropped.
46. 19. 86. 203 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
8.37.232.37 Lhited Sates 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 11
46.19.86.146  [lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (9
87.69.63.169 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor (9
5.28. 145. 61 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
176. 13. 0. 60 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor (9
. . SYNtAXK retransmt with .
5.28. 145. 61 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence di fferent vindow scal e noni t or 9
8.37.232.37 Lhited Sates 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
176.13.12.86  |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
176. 13. 0. 60 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert
s SWNretransnmit wth different .
5.102. 221. 203 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal & rmoni t or 8
213.57. 216. 158 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor (8
185. 27. 105. 92 [l srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
87.69.63.169 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 7
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
84. 110. 32. 90 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
213.6.0.16 gcisgi'géa” Territory. 47, 237.77. 176 |matpash.icf.il  |dr op First packet isn't SIN drop 7
2.52.14. 45 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreanming Engine: TP Invalid i i ssi
109. 64. 201. 144 | srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179. 196. 118 |1 srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
89. 139. 160. 119 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
78.111.186. 70 [Wkrai ne 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i SSi
77.126.92.231 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
2.54.19.126  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
40.77.167.98 |lLhited States 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
84.228. 126. 209 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.52.26.183 I srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
109. 65. 137. 15 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.127.238.37 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84. 228.220. 164 |I srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
81.218.160.23 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
37.26.147.185 |[lsrael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or 6
93.172.26.217 |Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
176. 13. 12. 86 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
5. 28. 158. 98 | srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
84.228. 201. 204 | srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.109 |Israel 147.237.72. 166 |aka.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address count ry Target Address |Site Sgnature Acti on ‘Count
89. 138. 70. 50 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhaut horized URL Access from 89. 138. 70. 50 B ock 91
37.26.147.185 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 86
46.19. 86. 104 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 70
37. 46. 39. 250 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 45
217.132.3.154 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 15
5.28.176. 249 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 11
93.179. 68. 209 zi;;gom 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 6
93. 179. 68. 209 LKTi;;éjom 147.237.72.166|aka. i df . i | Mil ti pl e Unaut horized URL Access from 93.179. 68. 209 B ock 5
162.203.2.233 |Whited Sates [147.237.72. 166 |aka. i df . i | V%;\f ;L:L:td? i w‘z;t :IO;: ;fs‘j/ a'\::thr;?]?i fcgtri f:sog‘r‘:”i‘aggx/ getathuser [P 0K 5
179. 153. 224. 156|Brazi | 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error.htm B ock 4
176. 12. 150. 136 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
176. 228. 132. 190|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
93.172.31.71 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
79.179.203.74  |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
5.29.96. 158 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
89.138.196.17 [Israel 147.237.72. 166 [aka. i df . i | Distributed Il1egal Byte Gode Character in URL B ock 2
37.142.123.55 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
194. 90. 37. 45 I srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Bite Qode Character in LR Bl ock 2
84.228. 220. 164 |Israel 147. 237.77. 216 |dover . i df . i | géﬁc_egg\l‘f\lﬁpsffsci:ﬁ:@i %ﬁg_;;g:;ﬂ) None 2
208.184.112.74 |United Sates |147.237.77. 216 |dover. i df . i | D stri bt oc 1?;;}:;2;;?&%&??:‘)2” Bock 2
89. 138. 70. 50 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Abnormal |y Long Request from 89. 138. 70. 50 B ock 2
80.246.136.75 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
46. 19. 85. 54 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 86. 104 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
112.198.242.68 |Filippines  |147.237.77. 176 |nat pash. i df .i Eﬂj\f;gg:tt id dﬂ""l”/t:r?hrr' ;(Sdpf:f_ Access on Bl ock 1
85. 65. 60. 23 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.178. 55. 63 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
212. 200. 207. 82 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 1
37.142.68.72 I srael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
107.178.194.87 |Uhited Sates  [147. 237.77. 216 |dover. i df . | D stri uted f{fgtgg&,geﬂeﬁvﬁcipf” Bock |1
66.249. 78. 15 I 'srael 147.237.77.74 |lawidf.il Mil tipl e Uhauthorized URL Access from 66.249. 78. 15 B ock 1
185. 27.105. 119 |l srael 147.237.72. 166 |aka. i df . i | mn;(v:i ?Tﬂfgzlgx]mﬁgfmm in None 1
5.29. 62. 214 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
87.69.209.199 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
52.90.170.132 |lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin. php B ock 1
176.12. 146. 141 |l srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 124 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 1
109. 67. 128. 138 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
81.17.31.222 Siitzerl and 147.237.76. 147|chi nuch. aka. i df . il |Dstributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
37.26.147.162 |[Israel 147.237.77.216|dover . i df . i SSL Wntraceabl e Connection - Qpen Mde None 1
s a0ma32.104 [ faen 2o | e a1 1 e anet o3 o a1 aok |1
77.125.104. 224 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
207. 46. 13. 15 Lhited Sates |147.237.72.166|aka. i df .i | Lhaut hori zed URL Access to aka.idf.il/kanar/sitenap B ock 1
66.249.66.43 I srael 147.237. 77. 216 |dover . i df . i | e e o oot e/ dover . aspx HBock |1
176.13.13.172  |Israel 147.237.77. 234 |hal ag. i df .i | o rzlsl;uﬁd2?47?2232;2%%/&???; f;i . Bock |1
2.52.47. 169 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
89. 138. 70. 50 I srael 147.237.0.34 |ti kshuv.idf.il WEB- M SC apache DCS att enpt B ock 1
85. 65.190. 140  [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
46.19. 86. 149 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
149. 88. 9. 68 I srael 147.237.72. 166 |aka. i df . i | mn;‘gi gf.ri"’llr;e;;;/ @\ﬂsﬁ’gﬁ iWED in None 1
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