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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3649

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 28

109. 65. 204. 207 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets dr op 6
79.183. 56. 19 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 6

109. 66. 56. 35 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 6
79.183. 56. 19 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 6

109. 66. 56. 35 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6

94, 228. 214. 44 Net her | ands 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Device Action |Oount
106. 38. 241. 106 Chi na 147.237.77.170  |maarachot.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
158. 69. 214. 116 Lhited Sates 147.237.77.176  |mat pash.idf.il C1000106: HTTP: naj estic bot B ock 1
188. 165. 15. 87 France 147.237.76. 31 nakchal .idf.il 28: HITP.  AwrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
77.125.126. 140 |147.237.72.156 | srael aman.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 6
66. 249. 78. 82 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
173. 160. 184. 241(147. 237. 77. 179 |Whited Sates [e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
142.54.163. 74 |147.237.77.234|thited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
124. 195. 223. 142|147. 237. 76. 201 Ml di ves e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218.77.79. 38 147.237. 72. 217 |Chi na eidf.il ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack |1
124. 195. 223. 142|147. 237.76. 31 |M di ves nakchal . i df il ET SCAN Potential VWNC Scan 5900- 5920 1
209. 126. 116. 147|147. 237. 77.61 |lhited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
124.195. 223. 142(147. 237.0.33  |Ml di ves idf.il ET SCAN Potential VNC Scan 5900- 5920 1
209.126. 116. 147(147.237.0.35 [lLhited Sates [akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85.30. 51 119 147 237.0.35  |Sneden akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 101. 186. 202|147. 237. 77. 243 |Uhited Sates |mobile.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
199. 101. 186. 202|147. 237. 77. 243 |Uhited Sates |nobile.idf.il ET SCAN NVAP -f -sS 1
173. 160. 184. 241|147. 237. 77. 179 |Uhited Sates |e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
149. 78. 97. 74 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
142.54.163. 74 |147.237.77.234|thited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
124. 195. 223. 142|147. 237. 76. 148 [Mil di ves gacenter. aka.idf . il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147|147. 237. 77. 178 |Whited Sates |e.natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
124. 195. 223. 142|147.237. 0. 34  |Mil di ves tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147|147. 237. 76. 147 |Lhited Sates |chi nuch. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
124. 195. 223. 142|147. 237.0.19  |Ml di ves madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
207. 46. 140. 7 147.237.77. 178 |Wited Sates |e. natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 101. 186. 202|147. 237. 77. 243 |Lhited Sates |nobile.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46.234.109. 121 |147.237.0.16 gpi‘gric ny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

Country Target Address [Ste Signature Acti on ‘Count
46. 19. 86. 22 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 41
207. 232. 21. 105 |I srael 147.237.76. 200 [ei tan aka i o i1 | SAM NG Engine: TCP Invalid invalid segnent retransnission drop 30
Ret r ansnm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
213.8.204.47 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Vﬂdzirsin;”y Wth different moni tor  [21
213.57. 139. 142 |l srael 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 17
31. 210. 186. 251 [l srael 147.237.0.34 |tikshw.idf.il |drop First packet isn't SN drop 12
213.57.138.76 |[Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN - > SYN-ACK -> Ti nmeout aert 12
41.202.219. 68 |Camer oon 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
213.57.138.76 |[lIsrael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 12
79.179.19.48  |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
31. 210. 186. 251 [l srael 147.237.0.34 |tikshuv.idf.il [SYN At tack rej ect 10
87. 68. 245. 200 |l srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or 10
87.68.71.76  |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret r ansnm ssi on Packet dr opped.
79.181.29.178 |Israel 147. 237. 77. 216 |dover i df . Bad TCP sequence ﬁﬁ?fsg r:‘”S”“ wthdifterent Joonitor o
84.228.235.32 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
5. 28. 158. 84 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
93.173.162. 64 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence %ﬁsﬁ reansm't wehdifferent | onitor |7
80. 246.136. 48 |l srael 147.237.72. 166 |aka. i of .| Bad TCP sequence mﬁ?fsﬁ reansrm wehdifferent | onitor |7
79.181.29.178 |[lsrael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
79.181.29.178 |[lIsrael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
80. 246. 136. 48 |l srael 147.237. 72. 166 |aka. i df .i 1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 7
79.182.64.140 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
31. 210. 186. 251 [l srael 147.237.0.34 |tikshuv.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
5.144.57. 14 I srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or 6
79.176.16. 141 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
37.26.146. 167 |l srael 147,237, 77, 243 |mbi e iop. i1 |2 €M NG Bngine: TCP Invalid - finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.210 [lIsrael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 84 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or
185. 120. 125. 56 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansnm ssi on Packet dr opped.
46. 19. 85. 210 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
79.182. 64. 140 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber alert
84.228.235.32 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert
109. 66. 109. 105 |1 srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
93.173.162. 64 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
85. 65. 2. 91 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
108. 60. 138. 226 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85.124  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.59.113 I srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.181.29.178 |[lsrael 147.237.76.31 |nakchal.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
79.181.29.178 |Israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence SINACK retransmt wehdifferent | onitor |5
5.144.57. 14 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber aert 5
85.65.2.91 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 5
46.19.85.124 [Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
93.173.162. 64 |[lIsrael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval id ACK nunber alert 4
84.109. 20. 180 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
93.173.162. 64 |lsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 4
84.109. 233. 130 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
207.232. 21. 105 |israel 147.237.76. 200 |ei tan. aka. i df . i | ggghg‘zy ;{ tlgg Same Response (bde (404) in Session from B ock 197
217.132.3.154 [israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 45
79.178.19. 72 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 79. 178. 19. 72 B ock
77.127.182.148 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 77.127.182. 148 B ock
37.26.146.167 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock
173.13.253.73 |Wited Sates  |147. 237.72. 166 |aka. i df . i | shaut hor zed /“ﬁ;hn‘;‘;i S’E O i oncer i co. acm et ot huser Bl ock 2
79.177.128.113 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to ww refua. atal.idf.il/xnrpc. php B ock 2
208.184.112.75 |Uited Sates  |147.237.77.216|dover. i df . il |0 o oS 1Lf§3”_tggzgfﬁeﬁvpe‘ff:p;” B ock 2
107.178.194.87 |Uited Sates  [147.237.77. 216 |dover. i df il (D S!T1oUeC 1?:;}:;;5?&%\/’?21}2” B ock 2
84.111.139.163 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/nai n/scripts/css3pie. htc B ock 2
213.57.178.104 |Israel 147.237.76.86 |navy.idf.il mu;:\\?;l izglfj. fL fooess 1o doc. g/ doc.m . esp Bl ock 2
46.19. 85. 199 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
66. 249. 66. 25 I srael 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66.249. 66. 25 B ock 2
46. 19. 86. 133 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 2
79.177.128.113 [israel 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 2
2.54. 4. 145 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
84.229.39.165 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/mal n/ sacnar B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/yoman/ yonan. asp B ock 1
66.249. 65. 118  [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1631- he/ r ef uah. aspx B ock 1
119.130.98.0  |china 147.237.77. 216 |dover . i df . i | \Aﬁl : prlblo;'e :ﬁ; eDd/r Y ol </ headier pper B ock 1
80. 246. 136. 156 |I srael 147.237.77. 216 |dover. i df . i | .,‘\:‘Igls;ii g’r'])e Untraceabl e SS9 Sessions from80. 246. 136. 156 (nknown S\, 1
213.57.208. 197 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
79.177.128.113 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waw atal .idf.il/xmrpc. php B ock 1
208.184.112.74 [Uited Sates  [147.237.77. 216 |dover i df i1 |01 eg UL BN TR oess on B ock 1
52.32.245.167 |Lhited Sates |147.237.77.216|dover.idf .il O stributed PHP Attenpt B ock 1
107.178.194.83 |Uited Sates  [147.237.77.216|dover. i df . il |0 o0 TLoeC 1T§;f:§g;§?ﬁe%vpe‘ff:p;” B ock 1
77.237.154. 221 |Czech Republic |147.237.77.235|sviva.idf.il Unaut hori zed Met hod HEAD for / B ock 1
176.13.20. 102 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
5.144.57. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
85.250.11.239 [Israel 147.237.77.233|atal .idf . il Uhaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx Bl ock 1
84.94.189.213 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati ni pi rt eychayal / [B ock 1
141.212. 122. 129|Uhited Sates 147.237.77.235|sviva.idf . il Ostributed Ml fornmed LRL B ock 1
109. 66. 149.56 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df. i/ mai n/ gi yus/ general . aspx Bl ock 1
79.180.28.217 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
213.8.174.25 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
52.91.175.197 |[lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/wp-Iogin. php B ock 1
37.142. 68. 98 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
94.215. 198. 135 |Net her| ands 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
195. 62. 53. 168 gcsj:;:ﬂ on 147.237.0.34 |tikshuv.idf.il |Wauthorized UR. Access to /css/css B ock 1
66.249.78.15 I srael 147.237.77.74 |lawi df . i | muazgr zad WL Socees 2, - Bl ock 1
173.13.253.73 |thited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/ B ock 1
2.54.6.88 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
85. 65. 60. 23 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to vww aman.idf.il/https:/ww anan.idf.il/ [B ock 1
66. 249. 66. 5 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
136. 243. 61. 196 |Ger many 147.237.77.233|atal i df i ;“;‘ftir;?r. ii lz;eghali_d/ﬁzg?csj nttr‘(’)l of heeckr per/ Bl ock 1
80. 246. 136. 156 [l srael 147.237.77.216|dover . i df .i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
213.57.228.142 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79.177.227.93  |lsrael 147.237.72.166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
52.32.245.167 |Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
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