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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3293
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il |TCQP handshake viol ation, first packet not syn drop 2288
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TP handshake vi ol ation, first packet not syn drop 2267
37.238.152. 41 Irag 147.237.77.216 dover.idf.il |SYN Hood unverified cookie drop 1184
37.238.152. 41 Irag 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 658
37.238.152. 41 Irag 147.237.77. 216 dover.idf.il [SYNHood del ete reset drop 132
90. 212. 201. 148 United Ki ngdom 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 35
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 31
2.54. 153. 65 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 31
168. 235. 197. 104 Lhited Sates 147.237.77.216 dover.idf.il [JLM Dover Gon_Linit Htps drop 28
92. 214. 207. 254 Cer many 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 15
156. 160. 163. 21 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 8
109. 64. 53. 80 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 6
79.177. 27. 42 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 5
109. 64. 53. 80 | srael 147.237.76. 42 refuah.idf.il{Block Udp All Nets drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 4
2.54.185. 251 | srael 147.237.77. 216 dover.idf.il [SYN Hood unverified cooki e drop 3
79.177.115. 208 | srael 147.237.77. 216 dover.idf.il [SYN Hood unverified cooki e drop 3
37.26. 148. 186 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 3
141.0. 14. 144 Eur ope 147. 237. 76. 42 refuah.idf.il|[JLMPurple Gon Linmt Htp drop 3
141.0.14. 144 Eur ope 147.237.76. 42 refuah.idf.il|JLM Under Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 2
168. 235. 197. 104 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover _Under Attack Con Htp drop 2
2.55.110.0 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 2
168. 235. 197. 104 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover Under Attack Con_H ps drop 1

95. 35. 238. 199 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 1
2.54.37.202 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 1
37.238.152. 41 Iraq 147.237.77. 216 dover.idf.il |DC5- HTTP-firefl ood dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 65. 9 147.237.76.42 |Wnited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
199. 168. 136. 165|147.237.8.45 |lhited Sates |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.125. 154, 148 |147.237.72. 166 |l srael aka.idf.il portscan: TP Dstributed Portscan 1
198. 23.176. 210 |147.237.77.205|tnited Sates |prisha.idf.il ET SCAN Potential SSH Scan 1
46.117. 42. 40 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
198. 23. 176. 210 [147.237.77.170|Wited Sates |[maarachot.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 86. 129 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
185. 13. 194. 228 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
176.12. 144.138 |147.237.77.216|Israel dover.idf.il portscan: TP Dstributed Portscan 1
131. 109. 15. 2 147.237.8.28 |Wnited Sates |e.nobile-ks.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
218, 86. 6. 142 147 237 76.30 | na hivmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 219. 238. 10 |147.237.77. 170 naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
199. 168. 136. 165(147. 237. 77. 234 |Lhited Sates |halag.idf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 76. 198 |France e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
199. 168. 136. 165|147. 237. 77. 179 |Lhited Sates |e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 76. 148 |France gacenter. aka. i df .i [ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 201(147. 237. 72. 14 |Whited Sates [dover.idf.il(old) |ET SCAN NMAP -sS wi ndow 1024 1
198. 23. 176. 210 |147.237.77.176|thited Sates |natpash.idf.il ET SCAN Potential SSH Scan 1
46.116. 108. 205 |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 78 147.237. 72. 166 |I srael akaidf.il portscan: TCP Distributed Portscan 1
185. 3.146. 229  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.147.185 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 79. 68 147.237. 72. 166 |I srael akaidf.il portscan: TCP Distributed Portscan 1
131. 109. 15. 2 147.237.8.28 |Wnhited Sates |e.mobile-ks.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
199. 168. 136. 165|147. 237. 77. 235 |Lhited Sates |svivaidf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.77.178 ematpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
199. 168. 136. 165|147. 237. 77. 227 |Lhited Sates |e. hanaz.idf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 76. 197 |France e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1




12-07-2015-18:04:04 to 12-07-2015-19:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
37.238.152. 41 Irag 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25289
Sreaning Engine: TCP Invalid i i ssi
2.54.153.65  |Israel 147.237.76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segnent retransmssion. g 402
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
46.19.86.133  |Israel 147.237.76. 200 |ei tan. aka. i of .| 9 =g nvalid segnent retransmssion. drop 150
Ret ransmi ssi on Packet dropped.
168. 235. 197. 104|ULhited Sates |147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 100
79.179.11.46  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different moni tor |77
w ndow scal e
. . SN retransmt wth different .
37.238.152. 41 |irag 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 77
141. 0. 14. 144 Eur ope 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 75
141. 0. 14. 144 Eur ope 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 75
115. 250. 199. 25 |India 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 70
41.190. 3. 89 Ngeria 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 69
37.238.152.41 [irag 147. 237. 77. 216 |dover i df .i Bad TCP sequence SNretransmt with different alert 66
w ndow scal e
o SWNretransmit wth different .
5.102.221.203 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal & mnitor |52
217.110.53.75 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 49
s SN retransnmit wth different )
79. 183. 206. 206 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |47
100. 15.89.232 |lhited Sates [147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 44
37.238.152.41 |iraq 147. 237. 77. 216 |dover.i df . i | drop drop 42
37.238.152.41 |[Irag 147.237.77. 216 |dover.idf il Bad TCP sequence nonitor  [30
192. 116. 172. 27 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 27
94.159. 152. 160 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 27
94. 159. 152. 160 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 27
94.159. 152. 160 || srael 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SINAK retransmt with different oo |26
w ndow scal e
84.228.248.191 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 24
108. 87. 24. 35 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 19
213.57.128.161 |[lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
5.28. 145. 64 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 18
Sreanming Engine: TCP Invalid i i ssi
77.127. 254. 235 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
o SYN+AXK retransmit with different .
5.28. 145. 64 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence i ndow scal 6 rmoni t or 18
Sreanming Engine: TCP Invalid i i ssi
2.54.59. 113 I'srael 147. 237. 72. 167 |i shuri maka. i of . i | 9 =g Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
66. 102. 9. 107 Lhited Sates [147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 13
Sreaning Engine: TGP Invalid i i ssi
66.249.66.39  |Uited Sates |147. 237. 77. 234 |hal ag.i df .i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
109. 65. 188. 46 |l srael 147. 237. 77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 12
37.238.152.41 |irag 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 11
109. 65. 188. 46 |l srael 147.237.77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout aert 11
95.35.245.116 I srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SINHAK retransmt with different | oo 10
w ndow scal e
waw. chanat z. aka. i df SN retransmt wth different .
80.178. 134. 142 [lIsrael 147.287.77.226| ) Bad TCP sequence i ndow scal noni t or 10
Sreaming Engine: TGP Invalid i i ssi
79.182.15.63  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransnission. drop 9
Ret r ansni ssi on Packet dropped.
2.54.166. 115 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop
Vb Server Enforcenent HTTP Deni
207. 241. 229. 104|Wited Sates |147. 237. 72. 166 |aka i df . i | . Véb Servers S ow Denial of | et 8
Mol ation Service
37.238.152.41 |irag 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 8
46. 19. 85. 224 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |7
46.19. 85. 207 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46. 19. 85. 207 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d sequence nunier moni tor |7
46. 19. 85. 219 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 7
37.46. 39. 191 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 7
R Unexpect ed post SYN packet - RST
37.238.152.41 |iraqg 147. 237. 77. 216 |dover . i df . i drop or SYN expect ed drop 7
Sreanming Engine: TCP Invalid i i ssi
109. 66. 140. 96 I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 43 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
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|Top Attackers In V\AF|

Devi ce

At acker

count ry Target Address |Site Sgnature Acti on ‘Count
37.26.146.219 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 86
2.54.153. 65 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 30
2.54.38. 26 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 11
109. 160. 166. 3 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 6
37.26.146.219 |israel 147.237.0.19 |madimatal .idf.il [1o° My of the Sane Response Code (404) in Session from Bock |5
37. 26. 146. 219
176.13.12.82 |[lIsrael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
m ny- kosher - kr avi .
85. 250. 3. 196 | srael 147.237.0. 17 i d:yi | Dstributed |11egal Paraneter Encoding None 3
37.26.146.219 |[Israel 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock
37.26.147.233 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
77.126. 236. 228 | srael 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None
79 181. 22. 183 |Israel 147.237.72. 156 |aman. i df .i | gi;lg)rl‘)e Untraceabl e SSL Sessi ons from79. 181. 22. 183 (lhknown SSL None 2
m ny- kosher - kr avi .
176.12.151. 28 |l srael 147.237.0. 17 i d:yi | Dstributed I11egal Paraneter Encodi ng None 2
m ny- kosher - kr avi . ) i
85. 64. 74. 60 | srael 147.237.0. 17 Pdf il Ostributed |11 egal Paraneter Encoding None 2
79.182.15.63 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on waw aka.idf.il/val tam Bl ock 2
m ny- kosher - kr avi . ) )
176. 13. 11. 46 | srael 147.237.0. 17 o il Ostributed I11egal Paraneter Encoding None 2
81.218.56. 171 |Israel 147.237.77.216|dover. i df . il Mil tipl e Unaut horized LRL Access from 81.218.56. 171 Bl ock 1
Illegal Byte Code Character in URL dAs[[#27]]" APxEAVAE® A x§
) . . [[#1]] x! u[ [ #16] ] hAGE 62zA; | [ [ #4] ] A xxB5A2A¢[ [ #23] | AzAuxzx”
66.0.220.34  [Wited Sates |147.237.76.86 [navy.idf.il [[#31]] 36! A™xA- xeA 2[ [ #14] ] [ [ #8] ] A—a€? [ kA » AVC) quEA. AS- ekt | O 1
x'pn6AYj [ #28] ] Avv<va
176.12.137.85 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.121.229.4 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 66. 100. 128 |l srael 147.237.72. 166 |[aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
79.182. 151. 148 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
213.57.214. 46 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.26.149. 238 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
94. 159. 152. 160 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
Lhited . . Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 16t xt Enai | in
194.205.13. 211 ngdom 147.237.77.216|dover . i df . i v i df i 1/ 1038- en/ dover . aspx B ock 1
66.249.64.75 |Israel 147.237.76.200(ei tan. aka. i df . il D stributed Suspicious Response Gode_Cust om Tenporary B ock 1
2.54.50. 164 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.109. 115. 116 | srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
54.164.14.123 |United Sates |147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
. - . Unaut hori zed Met hod CPTI ONS for
137.54.2.156 Uhited Sates |147.237.72. 166|aka. i df . il wwn aka. i df . i |/ nmai n/ gi yus/aut henti cati onservi ce. asnx/ get aut huser Bl ock !
80. 246. 136. 238 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
79. 179. 164. 218 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
. . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 [Wited States |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . . Unaut hori zed URL Access to
40.77.167.57  |United Sates |147.237.0.34  |tikshuv.idf. il wn ti kshuv. i df . il /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
109. 65. 198. 210 |l srael 147.237.76.30 [hinush.idf.il Ostributed PHP At tenpt B ock 1
66.249.66.61 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Gode_Qust om Tenpor ary B ock 1
185. 3. 146. 203 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 185. 3. 146. 203 B ock 1
81.218.56.171 |[lIsrael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to www i df.il/inages/ shared/ btn right5. gif B ock 1
Mal formed URL dA:[[#27]]" A?xEAVAE° OTA x3[ [ #1]] x} u[ [ #16] ] hAE
) . . i 6zA 1 [ [#4] ] A x£5A2A;[ [ #23] | AzAuxzxT [ #31] ] A€ A™Mx’A- xe
66.0.220.34  [Wited Sates |147.237.76.86 [navy.idf.il K 2[[#14]] [ [ #8] ] A—a€ [ KNI » B0 qxEA: AS- qeEpx Bl ock 1
pn6AYj [ #28] ] Asv<va
176. 12. 149. 47 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . DO stributed Unaut hori zed URL Access on
46.166. 186. 194 |Netherlands ~ |147. 237. 77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
109. 66. 183. 33 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
79.182. 188. 126 | srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
105, 62. 53, 168 |25 N 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to /css/css Bock |1
Federati on
37.142.64.49 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
94. 230. 86. 245 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79.176.216.1 |Israel 147.237.76. 147|chi nuch. aka. i df . i|  [Distributed PP Attenpt B ock 1
66. 249. 65. 115 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8892- he/ r ef uah. aspx |B ock 1
176.13.21.70 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.54.135.104 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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