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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 11420
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3346
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 107

87. 68. 48. 154 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 82

109. 64. 53. 80 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 5

109. 67. 11. 39 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 3

118. 193. 21. 98 Chi na 147.237. 76. 200 eitan.aka.idf.il |B ock Np Al _Net drop 1

87.69. 43. 132 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

Signature

Potential Scan or Brute Force

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
81.31.244.14  |147.237.77.178 :{gﬁﬂa:i';ﬂm e.matpash.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
81.31.244.14  [147.237.77.178 :é?gi)”'z'i’f‘“c e matpash.idf.il|ET SCAN NVAP -f -sS 1
77.125.139.34 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
213.57.60.212 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131|147. 237. 77. 227 |Canada e hanaz.idf.il |ET SCAN NVAP -sS w ndow 4096 1
89.219.56.200 |147.237.76. 197 |Estoni a ehimush.idf.il |ET SCAN NVAP -f -sS 1
85. 250. 197. 235 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
81.31.244.14  |147.237.77.178 :{gﬁﬂa:i';ﬂm e.matpash.idf.i1|ET SCAN NVAP -sS wi ndow 2048 1
80. 246. 136. 106 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
213.8.94.216 147.237.77. 216 |I srael dover . idf.il portscan: TP Distributed Portscan 1
176.12. 137. 237 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 15. 172 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89.219.56.200 |147.237. 76. 197 |Estoni a e hinush.idf.il |ET SCAN NVAP -sS w ndow 2048 1
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
87.244.178. 1 147.237.8.45 |Wkraine eeitanidf.il 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

SWNretransmt wth different

79.176.124. 77 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence . noni t or 114
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
212.179. 21. 194 |I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 104
Ret ransni ssi on Packet dr opped.
84.108.147. 93 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor  [44
w ndow scal e
s SWNretransmit wth different .
80. 246. 133. 189 [l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.179. 21. 194 |I srael 147.237.8.45 |e.eitanidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 29
2.54.189.168 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
Sreamng Engine: TCP Invalid i i ssi
66.249.66.39 |Uited Qates [147.237.77. 234 |hal ag.idf . il 9 =g nvalid segnent retransmssion. drop 22
Ret r ansn ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
5.28.158. 84 I srael 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 18
81.218.241.26 |Israel 147.237.72. 166 [aka. i f .i | drop First packet isn't SN drop 16
2.54.189.168 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 13
2.54.189.168 |[lIsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval id ACK nunber aert 13
2.54.189.168 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
Sreaming Engine: TCP Invalid i i ssi
94.159. 177.36 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
5.28.158. 84 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 12
149. 88. 69. 189 |l srael 147.237.77. 234 |hal ag.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 86. 96 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
46.19.86.96  |Israel 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence SINHAK retransmt with different Joonivor |10
w ndow scal e
5.28.144.159 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
5.28.144.159  |Israel 147. 237. 77. 216 |dover . i of . i Bad TCP sequence SINAK retransmt with different o vor |10
w ndow scal e
2.54.189.168 |Israel 147.237.72. 166 |aka.idf . il SYN Attack rej ect 9
84.109. 12. 200 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 86. 96 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 19. 86. 48 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 8
37.46.39.250 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8
109. 160. 150. 36 |l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.17.102 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
79.182.141.81 |Israel 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 7
2.54.189.168 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
99. 237.70. 146 [Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
46. 19. 86. 96 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i ssi
79.181.224.18 |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
5.22.129.120 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.67.2.49  |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
171. 106. 228. 12 |Chi na 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
89. 138. 76. 247 [l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.86.169 [Israel 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
213.57.137. 195 (I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreanmng Engine: TCP Invalid i i ssi
79.182.60.41 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.18.92 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d sequence nunber noni t or 5
2.54.18.92 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
62.219. 167. 150 |I srael 147.237.72. 166 [aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.18.92 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
80. 246. 139. 7 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 5
2.54.18.92 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber alert 5
. . SYNHAK retransmit with different .
62.219. 167. 150 |I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence vi ndow scal & noni t or 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.18.92 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
37.46.39.159  |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count

212.179. 21. 194 |I srael 147.237.76.200|ei tan. aka. i df . i | [Too Many of the Sane Response Code (404) in Session from212.179.21.194 |B ock 245
5.29.113. 21 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 66
94.159.177.36 |[lIsrael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) Bl ock 41
46.19. 85. 91 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Gode Bl ock 7
2.54.38. 26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
176.13.12.82 |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
81.17.31.222 |Satzerland |147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
176.13.0.216 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
72.9.148. 10 Lsh;::g 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy. i df.il/994-8613- he/ navy. aspx. aspx Bl ock 2
176.13.8.230 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
80. 246.139. 35 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
95.134.121.18 |Wraine  |147.237.72.166 |aka. i df .i | Dstr bured Lt hori zed W :cs/cierf:geosr; body/ | mages! mai .| pg Bock |2
204.13. 200. 200 |1 ' 147.237.77. 216 |dover . i df . i | D stri butec 1T§;f2§2gi?ﬂeﬁvﬁff;p;” Bock |2
37.142.68.72 |Israel 147.237.76.31 |nakchal .idf.il Distributed PHP Attenpt Bl ock 2
79.179.99.94 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt Bl ock 2
5.29.180.206 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
84.109.12.200 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
32.218. 89. 148 ;h;;(‘:: 147.237.77. 216 |dover . i df . i | Ferane €t IT/yf§3g’1_ ZL?I (;O‘flr;r‘ﬂfﬁfmm ent P acetbl der 1t xt Enai | i Bock |2
37.142.68.72 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php Bl ock
79.179.99.94 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xnrpc. php B ock
192. 115. 99. 130 |l srael 147.237.77. 170 |n@ar achot . i df . i | |Uhauthorized URL Access to maarachot.idf.il/pdf/files/ 9/ 109699. pdf Bl ock

Unknown HTTP Request Method UAY[#19]]; A° AtAtj AY7TAYA ACACATAY

A) ABSHAT [ #11] ] AzA1 A ADAE=AEAT [#0]] AZNM i n URL AEA?A x-

Ag, Ax™1f - [ [ #5]] Ac
77.125.130.58 |[lIsrael 147.237.72. 166 [aka. i df . i | , 'a€ce[ [ #28] ] Oca€™cA?hageet a€cegACEROIVA? x?4,2 ua€™kA- A¢+O/4° A" d1Bl ock 1

xwt A An[ [ #11] ] AceASOy/x¥ok a[ [ #30]] A2x2kt : x2A2x" 8,-( ASr r 3vt Aswh a€

?xtl:X“X':\!_O‘ [[#30]]e- X@V\A@A»UA?éfIi A?_\_/A: Ahi g/z [~[ #11] ] A>x'mé€ce

o [#1]] A u>x€a-x[ [ #15] ] d[ [ #19] ] A2x” v r ASakox! - [ [ #16]] x¥[ [#1]] s
176.13.11. 150 |l srael 147.237.72.166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
37.26.148.234 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
89. 138. 76. 247 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.130. 236 I st ael 147.237.72. 166 [aka. i df . i | mngkmg iﬁr.?wtn‘: n?;?;jsll rr:m n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. gi f None !
81.218.241. 26 |Israel 147.237.77. 234 |hal ag.i df . i | i;t rz';;u;‘;d2?;7:’;:;2;‘;‘:@&2&@%??? fr;i . Bock |1
77.125.130.58 |[lIsrael 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header \Val ue Bl ock
149. 78. 184. 199 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
79. 183. 167. 135 [ srael 147. 237.72. 166 |aka. i df . i | muigiid??lﬁ ﬁlcgzstth/?egi strati o zar d undef i ned Bock |1
213.8.204.43 |[Israel 147.237.76.200(ei tan. aka. i df . i| |PHP Attenpt Bl ock
66.249.66.31 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df . il/1133-20187-he/ dover. aspx) B ock
109. 66. 125. 195 |1 sr ael 147. 237.72. 156 |anan. i df . i | mm_tie; lﬂ?“;ﬂ‘gs'zlwwmfzfsl o Bock |1
95.86.83.106 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwy aka. i df.il/main/ Bl ock
79. 180. 162. 244 |I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Unknown SSL Sessi on None
195. 154. 191. 97 |France 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt Bl ock 1

Mal f ormed URL ,§£A?A' X?A¢' AxTMLE - [[#5] ] A§<_ i S

, x'a€ce[ [ #28] ] Oca€™cA?ha€cet a€ceqACERONVA? x?4,2 Ua€™KA- A¢+O4F A" d
77.125.130.58 |lIsrael 147.237.72. 166 |aka. i df . i | xt A Al [ #11] ] AceASO/x¥oA af [ #30] ] A2x?kt : x?A2x" 8,-( A8rr 3vt AzwA &€ (Bl ock 1

?X¢><“><‘:\~/_O? [[#30]]e- ><©NA©A»UA?a§i A’?yA: Ahi g/a [~[ #11] ] A>x'mé€ce

qf [ #1] ] A u>x€a-x4] [ #15] ] d[ [ #19] ] A>x” v r ASaRox! - [ [ #16] ] x¥[ [#1]] s
176. 13. 2. 84 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.29. 203. 75 I srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
84.111.84.66 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/sip_storage/files/ B ock 1
149.78.11. 178 |l srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul | et 1. gi f B ock 1
80. 246. 137. 121 |l srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mde None 1
79.182.102.55 |Israel 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to chinush.atal .idf.il/xnrpc. php B ock 1
208. 184. 112. 75 ;“;It;’: 147.237.77. 216 |dover. i df . i | m:idtf"ftﬁc: 1T§;f2§g;g?ﬂeﬁvﬁff;p;” Bock |1
54.84.175. 52 ;h;tt:: 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
107. 178. 104. 83 |1 ' 147.237.77. 216 |dover . i df .i | D stri utec 1T§;f2§2gi?ﬂeﬁvﬁff;p;” Bock 1
79.176.12. 214 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
37.142.64.24 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed PHP At enpt B ock 1
91. 200. 12. 139 |Wkrai ne 147.237.77.216|dover . i df . i | Ml ti pl e Unaut hori zed URL Access from 91. 200. 12. 139 B ock 1
5.22.134.109 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
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