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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3635
212.199.112. 144 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 133
116. 224. 195. 151 Chi na 147.237. 76. 196 e.sviva.idf.il Bl ock Udp All Nets dr op 2
219.151.9. 44 Chi na 147.237.76. 201 e atal.idf.il JLM Under Attack Con_Tcp drop 2
123. 151. 42. 61 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |Block Wp Al Nets GCon Linit drop 1
167. 88. 12. 197 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
71.6.158. 166 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 1
167.88. 7. 238 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1

1. 36. 208. 29 Hong Kong 147.237. 76. 196 e.sviva.idf.il Bl ock Udp All Nets dr op 1
167.88. 12. 210 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 drop 1
167.88.7.254 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1

31. 205. 98. 190 United Ki ngdom 147. 237. 76. 196 e.sviva.idf.il Bl ock_Ulp All _Nets drop 1
121.3.42.72 Japan 147.237. 76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1
167. 88. 10. 197 Lhited Sates 147.237.77.19 | awforumidf.il bl ock-sp-traf 1 drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il Bl ock Udp All Nets dr op 1
198. 48. 92. 104 Lhited Sates 147.237.76. 197 e hinush.idf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
217.174.254.199 |United Kingdom [147.237.77.233 |atal .idf.il C1000196: HTTP. B ock adnin login to gov.il sites ?g=user B ock 1
106. 38.241.106  |China 147.237.77.170 |maarachot.idf.il |Cl03: HITP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 112 Italy 147.237.76.30 |hi mush.idf.il (228: HITP. AhrefBot craw er Bl ock 1
162. 210. 196. 100 |Lhited Sates 147.237.77.216 |dover.idf.il CL000106: HTTP. maj estic bot B ock 1
188. 165. 15. 98 France 147.237.77.74 |lawidf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country |Sl'te |Signature |Count |
2.52.137.9 147.237.72.166  [lIsrael aka.idf.il |PQLI CY- OTHER TCP packet with urgent flag attenpt 68
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 3
46.120. 128. 161 147.237.72.166  [Israel aka.idf.il |portscan: TCP D stributed Portscan 1
120. 26. 137. 112 147. 237.77. 234 Chi na halag.idf.il [ET SCAN Potential SSH Scan 1
119. 73. 228. 130 147.237.72.166 |9 ngapore akaidf.il |ET SCAN NVAP -sS w ndow 4096 1
109. 67. 211. 128 147.237.72.166  [Israel aka.idf.il |portscan: TCP D stributed Portscan 1
77.127. 160. 196 147.237.72.166  |Israel aka.idf.il |portscan: TCP D stributed Portscan 1
37.142. 164. 72 147.237.72.166  [lIsrael aka.idf.il |portscan: TCP Distributed Portscan 1
217.174.254.199  |147.237.77.233  |United Ki ngdom atal.idf.il |SERVER WEBAPP adm n. php access 1
167. 114. 156. 16 147.237.77.216  |Canada dover.idf.il [portscan: TGP D stributed Portscan 1
120. 26. 137. 112 147.237.77.233  |China atal.idf.il |ET SCAN Potential SSH Scan 1
119. 73. 228. 130 147.237.72.166  |S ngapore akaidf.il |[ET SCAN NVAP -sS wi ndow 3072 1
84.228.27. 184 147.237.72.166  |Israel aka.idf.il |portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
S reaning Engi ne: TCP i i ssi
212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka. i f .1 mng thgine: 1 Invalid segnent retransmssion. Packet drop 48
Inval id Retransm ssion dr opped.
2.52.137.9 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 42
46. 19. 85. 25 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber monitor |36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.181.231. 241 |Israel 147.237.72. 156 |anan.idf .i | Bad TCP sequence SYNretransmt wth different w ndow scal e monitor |30
213.57.134.217 [Israel 147. 237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23
109.201.152.7 |Netherlands |147.237.76.86 |navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 15
46.19. 85. 71 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |12
208.115.111. 73 |[lhited Sates [147. 237. 77. 216 |dover.i df .il drop SAMrul e drop 11
208.115.111. 73 |Uhited Sates [147. 237. 72. 166 |aka.i of .i drop SAMrule drop 11
208.115.111. 73 |Wited Sates [147.237.77. 74 |lawidf.il drop SAMrul e drop 11
46. 19. 85. 194 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engi ne: TCP i i ssi
46.19. 85. 71 I'srael 147. 237. 72. 166 |aka. i of . i mng tngine: 7 Invalid segnent retransmssion. Packet drop 9
Inval id Retransm ssion dr opped.
212.235.98. 139 |[Israel 147.237.72.166 |aka.idf .i dr op Frst packet isn't SYN drop
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop
S reamng Engine: TCP i i ssi
87.69.10.143  |Israel 147.237.76. 200 |6i tan. aka. i df .i mng tngine: 7 Invalid segnent retransmssion. Packet drop 8
Inval id Retransm ssion dr opped.
46.116. 114. 226 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d sequence nunier noni t or
2.54.29.32 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
S reamng Engi ne: TCP i i ssi
85. 250. 145. 230 |Israel 147.237.72. 166 |aka i df . mng Engine: 7 Invalid segnent retransmssion. Packet drop 8
Inval i d Retransm ssion dropped.
79.179. 31. 86 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
213.57.141. 168 |lsrael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
S reamng Engi ne: TCP i i ssi
66.249.66.61  |Lnited Sates |147. 237. 72. 166 |aka i df .l mng tngine. 1 Invalid segment retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
Sreamng Engi ne: TCP i i ssi
77.125.90.211  |israel 147. 237. 72. 167 |i shuri maka. i of . i mng tngine: 7 Invalid segnent retransmssion. Packet drop 6
Inval id Retransm ssion dr opped.
2.52.137.9 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
60.49.39.32  [Mlaysia  |147.237.77.216 |dover.idf. il Bad TCP sequence Ssca::m retransmt with different window pnior o
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
213.57.137.96 |[lIsrael 147. 237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
95.133.94. 113 |Ukraine 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert
S reamng Engi ne: TCP i i ssi
79.179.52.101 |Israel 147.237.72. 166 |aka i df . mng Engine: 7 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP TCP segnent with urgent pointer (no data).
2.52.137.9 | srael 147.237.72. 166 |aka.idf .il 9 9 Ugent data indication was stripped. H ease drop 6
Wgent Data Enforcement | er to skasses.
95.133.94.113 |kraine 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni tor |6
S reamng Engi ne: TCP i i ssi
185.32.179.176 | srael 147. 237. 72. 167 |i shuri maka. i of . i mng Engine: 7 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransm ssion dropped.
46. 19. 85. 107 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
185.32.179. 185 |Israel 147.237.72. 167 |ishurimaka.i of .i|Bad TCP sequence SMAaCretransmt withdifferent window —|oonivor o
S reaning Engi ne: TCP i i ssi
46.117.6.154  |Israel 147.237.72. 166 |aka. i df . i mng thgi ne. Invalid segnent retransnssion. Packet drop 6
Inval i d Retransmnission dr opped.
Sreamng Engi ne: TCP i i ssi
46.19.85.215  |israel 147.237.72. 167 |i shuri maka. i of . mng tngine: 7 Invalid segnent retransmssion. Packet drop 6
Inval id Retransm ssion dr opped.
195. 160. 240. 11 |l srael 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
185. 3. 146. 249 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 19 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
176.228.146.19 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence Ssca::m retransmt wth different wndow oo |5
46. 19. 86. 92 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
123.2.172. 246 |Australia 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
109. 67. 211. 128 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 5
31.168.13. 78 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni tor |5
109. 65. 140. 232 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNretransmt wth different w ndow scal e monitor |5
109. 67. 211. 128 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
95. 35. 26. 62 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.29.32 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 194 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber monitor |4
109. 160. 239. 173|I srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
212.179.21. 194 | srael 147.237.76. 200 |ei tan. aka. i df .i| |20 MY of the Sane Response Code (404) in Session from Bock  [1890
212.179.21. 194
46.19. 85. 124 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 77
46.10.85.124  |israel 147.237.0.19  [nadi matal .idf. il [;o0 " O e Same Response Gode (404) In Session from Bock |29
2.54.146. 36 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response CQode B ock 26
46.120. 169. 127 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46. 120. 169. 127 B ock 21
46. 19. 85. 199 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 19
212.199. 112. 144l srael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to wwwu aka. i df . i/ $$$&282%%$ Bl ock 19
84.108. 214. 206 |l srael 147.237.72. 156 |aman. i df . i | Unaut hor i zed HTTP Met hod B ock 7
84.108. 214. 206 |l srael 147.237.72. 156 |anan. i df . i | Mil tipl e Waut hori zed URL Access from 84. 108. 214. 206 B ock 6
37.26.146.206 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 6
2.54.6.86 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 6
176.13.21.236 |Israel 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 3
46. 19. 85. 228 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
217.174. 254. 199 LK!iﬂr:gegom 147.237.77.233|atal .idf.il Ml ti pl e Uhaut hori zed URL Access from 217. 174. 254. 199 B ock 3
37.26.146.219 |lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock
79.177.38.1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
2.54.49.2 I srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Qode B ock
217. 174. 254. 199 zi;gegom 147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock 2
107.178.194.79 |Uhited States[147. 237. 77. 216 [dover . i df . i | Dstri buted 1?;;‘;%'3;9&%&‘:?:‘);” Bock |2
79.179. 31. 86 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
2. 54. 169. 200 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 2
185.32.179.29 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
2.52.137. 245 I srael 147.237.77.216|dover. i df .i |l Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
Unaut hori zed URL Access to
213. 151. 53. 244 |l srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ sachar / &sa=u&ed=0ahukew nh7ya88nj ahxj vr okhgdx |Bl ock 2
dt sgf ggmraa&usg=af gj cneeywysowacocycbnt x0gxav9l bkw
80. 246.139. 116 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46. 19. 85. 195 | srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
157.55.39.119 |wnited Sates|147.237.76.31 |nakchal .idf.il Unaut hor i zed URL Access to 147.237.76. 31/ B ock 1
212.179.21.194 [Israel 147.237.0.15 |kosher-kravi . i df . i[ 1w "ori 2ed LR Access tpist oragel 11 6513 1773, pg HBock |1
37.26.147.166  |Israel 147.237.77.233atal . i df .il o ed Lot horized WL .Agscs)s(s on Bock |1
113. 176. 180. 115|M et nam 147.237.77. 216 |dover.idf.il Ostributed PHP At tenpt B ock
94. 159. 170. 192 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
66. 249. 66. 31 | srael 147.237.72.166 [aka. i df . i | ﬂ?lﬂzg?r ;E?TGE?mfﬁfZ?;utsfr esour ces/ i mages/ hone/ aj ax- 1 oader . gi f Bl ock !
204.13.200. 200 |United Sates|147. 237. 77. 216 |dover . i df . | w1l L1 1155, 25461 nel dover. s Bock |1
46. 120. 169. 127 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method HEAD for wwy aka. i df.il/mai n/ sachar/ B ock 1
46.19. 85. 43 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method gzip, in URL deflate, B ock 1
141.212. 122. 129|Uhited Sates|147.237.0.15 |kosher-kravi . i df . i|Mal formed URL proxyt est. zmap. i o: 80 B ock 1
79.182.151. 148 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
208.115.113.89 |Wited Sates|147.237.77. 216|dover.idf . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
23.25.225.221 |whited Sates|147.237.77.216|dover.idf .il D stributed Suspici ous Response Qode B ock 1
66. 249. 66. 18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
192. 114. 105. 254|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.52. 46. 195 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
85. 250. 208. 157 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
80. 246. 139. 153 |l srael 147.237.72.167|i shuri maka. i df . i [|Untraceabl e SSL Sessi ons: Cpen Mde None 1
173.252.88.187 |lnited Sates|147.237.72. 166 |aka. i df .i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.178.238.15 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
212.179.21.194 [israel 147.237.76.42 |refuah.idf.i| el paut hort zed ;%aﬁczzi; on Bock |1
37.26.148.231 |lIsrael 147.237.72.166|aka. i df . i | Lnt raceabl e SSL Sessi ons: Protocol violation (SS._GONN QLI ENT_HALLO None
113.176. 180. 115|M et nam 147.237.77. 216 |dover.i df . il D stributed Waut hori zed URL Access on www i df . il/xmrpc. php B ock 1
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