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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3325
60.191. 108. 122 Chi na 147.237.77.176 nat pash. i df.i | Frk_Under Attack _Con_Tcp dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure Devi ce Action ‘Count

188. 165. 15. 192 France 147.237.0. 34 tikshuv.idf.il (228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
85.31.3.6 147.237.77. 216 |Austria dover.idf.il GPL SCAN nmap TCP 2
79.182. 34.18 147.237.77. 216 |I srael dover.idf.il portscan: TP Dstributed Portscan 1
191.101.191. 17 |147.237.77.227|Qiile e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
5.28.191. 119 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
176.13. 4. 63 147.237. 72. 166 |I srael aka.idf.il portscan: TP Distributed Portscan 1
149. 88. 167. 3 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
212.159. 189. 199|147. 237. 77. 216 |Uni ted Ki ngdom|dover.idf.il portscan: TCP D stributed Portscan 1

137.226.113.7

147.237.72. 167

Ger many

ishurimaka.idf.il

ET SCAN Suspi ci ous Wser-Agent Contai ning V@b Scan/er, Likely VWb

Scanner

191.101. 191. 251

147.237.77.170

Gile

naar achot . i df.il

ET SCAN NVAP -sS w ndow 1024

1

1
121. 40. 186. 179 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
191. 101. 191. 189|147. 237. 72. 166 |Chi | e aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 160. 148. 141(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
191. 101. 191. 136|147. 237. 76. 201 |Chi | e eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
87. 69. 247. 93 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
191.101.191. 72 |147.237.77.212|Chile e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.166. 184. 187 |147.237. 77. 216 | srael dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
191.101. 191. 39 |147.237.77.179|Chil e e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
191.101.191. 7 |147.237.76. 148|hil e ggcenter. aka.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
176.12. 139. 215 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
213. 8.204. 31 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
198. 20. 69. 98 147.237.77.212|Whited Sates  [e. dover.idf.il ET DROP DBshield B ock Listed Source 1
131.109. 15. 2 147.237.77.176 |thited Sates  |natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
191. 101. 191. 205|147. 237. 76. 200 |Chi | e eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
121. 40. 186. 179 |147.237.72.14 |China dover.idf.il(old) |ET SCAN Potential SSH Scan 1
191. 101. 191. 142|147. 237. 76. 198 |Chil e eyohaan.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
109. 66. 38. 52 147.237. 72. 166 |I srael akaidf.il portscan: TCP Distributed Portscan 1
191. 101. 191. 105|147. 237. 77. 205 |Chil e prisha. idf.il ET SCAN NVAP -sS wi ndow 1024 1
191. 101. 191. 44 |147.237.76. 197 [Qiil e e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Ste

Signature

Country

‘ Target Address

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

81.218.141.40 |Israel 147. 237. 76. 200 |ei tan. aka.i df . | > droj 396
Ret r ansni ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i ssi
2.54.184. 70 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 348
Ret r ansni ssi on Packet dr opped.
212.199. 114. 161 i srael 147.237.77. 233 |atal i df .1 Bad TCP sequence SN retransmt with i fferent monitor 113
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
46. 19. 85. 56 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 32
46.19. 86. 196 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 31
e SYNHAXK retransmit with different .
213.57.138.23 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal 6 noni t or 25
213.57.138.23 |[Israel 147.237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 25
46. 19. 85. 90 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 20
213.57.129. 216 |[lIsrael 147.237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 20
213.57.129. 216 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINHACK retransmt with different | yoniior |20
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
31.168.121. 248 |Israel 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
5.28.144. 177 I srael 147.237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 14
. . SYNPAXK retransnmit with different .
5.28.144. 177 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence i ndow scal e noni t or 12
93.173.41.231 [ srael 147.237.77. 234 |hal ag.i of . Bad TCP sequence SN retransmt wth i fferent monitor |12
w ndow scal e
79.177.188. 104 |l srael 147.237.0.34 |tikshuv.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 12
94.230.86.192 |[lIsrael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence I nval i d ACK nunber noni t or 12
46. 19. 85. 52 | srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Inval i d ACK nunber noni t or 11
Sreamng Engine: TCP Invalid i i ssi
212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 vl i d segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
46.19. 86. 71 I'sr ael 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.126.7  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
212.199. 251. 235|l srael 147.237.77. 216 |dover.idf . i Bad TCP sequence I nval i d ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
62.219.160.98 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
188. 120. 148. 250l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I nval i d ACK nunber noni t or
2.54.9.181 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
5. 28. 158. 238 | srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
5.28.158.238 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINHAK retransmt with different | oo f7
w ndow scal e
212.179.4.21 I srael 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 86. 97 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
84.95. 215. 19 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nuniber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.182.60.178 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
81.17.31.222  |Switzerland  [147.237.72. 166 |aka. i df.il 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178. 142. 160 |I srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 43 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
46.19.86.238  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
79.182.181.62 |lsrael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop
31.168. 31.57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.148.178 | srael 147. 237.77. 243 |mobi l e, i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.141  |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
185. 106. 94. 2 147.237.76. 42 |refuah.idf.il drop SAMrul e drop 6
Sreaming Engine: TGP Invalid i i ssi
40.77.167.94  |Uwited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
176. 12. 141. 249 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.199. 251. 235|I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert
46.19. 86. 97 I srael 147. 237. 77. 216 |dover . i df . i Bad TCP sequence SINHAK retransmt with different | oo g
w ndow scal e
46.19. 86. 238 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TGP Invalid i i ssi
2.52.45. 199 I srael 147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.167. 251 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 51 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
37.26.147.213 |lIsrael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 127 I srael 147.237.72. 167 |ishurimaka.i o .i [Bad TCP sequence Invalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sanme Response Code (404) Bl ock 458
176.13.13.98 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 31
81.218.141.40 [Israel 147.237.76.200(ei tan. aka. i df.i| |Dstributed Too My of the Sane Response Code (404) B ock 28
176.13. 22. 48 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 27
2.52. 45,127 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
2.54.184.70  |Israel 147.237.76. 200 |ei tan. aka. i df i1 [7°9,M4% O the Sane Fesponse (e (404) i Session from Bl ock 9
81.17.31.222 St zerl and 147. 237. 76. 147 |chi nuch. aka. i df . i|D stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
212.179.4.21 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4
2. 54. 169. 200 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
80. 179. 248. 137 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/4/ Bl ock 3
212.179. 4. 21 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to www nakhal .idf.il/sip_storagelfiles/8/ B ock 3
109. 186. 155. 199l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i1/ mai n/ sachar/ undefi ned Bl ock 3
82.102. 169. 113 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.182. 136 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
149. 88. 167. 3 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
37.26.148.234 |israel 147.237.72. 166 |aka. i df . i | \Za\rwa'at;ez f??lg:jﬁ/\:aihjr'/?ggi's':ra“om yor e ster. aspx None 2
46.19. 86. 187 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock

192.116. 96.18 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/valtam B ock
107.178.195. 167|United Sates |147.237.77. 216 |dover. i df . i | D stri utec 1?;;}2;&;;?&%\/’2‘???:&” B ock 2
176.12. 139. 242 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.118.156.84  [Lkraine 147.237.72. 166 [aka. i df . i | mU;:;fil (?fecf Illjilt uﬁﬁ?ist)ﬁr ces/ i mages/ body/ i nages/ nai n. j pg Bl ock 2
213.57.215.239 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142.184.234 |israel 147. 237.72. 156 |anan. i df . i | m;gﬁtiejf ﬂ?ﬁg‘gji@wwfzfsl o Bl ock 2
84.109.188.174 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19. 86. 83 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
185.32.179. 168 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS9 Sessi ons: sigal gs DoS Attack None 1
37.142.184.234 |[israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176. 12. 141. 226 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
77.126.161. 203 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
213. 8. 204. 15 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
204.13.200.200 [nited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawu i df.il/1133-22461- he/ dover . aspx. Bl ock 1
107.178. 195. 163U ted Sates  |147. 237. 77. 216 |dover . i df . i | Dstri utec 1?55-?323?&%&??;& B ock 1
66. 249. 64. 3 I srael 147. 237.77. 176 |nat pash. i df . i | ml‘igg;t' Zleg'f Lﬁ‘/ :Scecfislf ntf%r i on/ news/ pages! 130¢ Uks. aspx Bl ock 1
46. 19. 85. 102 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
176. 13. 18. 27 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.178.131. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
157.55.39. 150 |[thited Sates |147.237.77.176 |mat pash. i df.i | Unaut hori zed LRL Access to ww cogat . idf.il/tenpl ates/fag/fag. aspx  |B ock 1
66.249.79.235 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
109. 186. 38. 251 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
85.64.106. 146 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
80.179. 248. 137 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
37.237.161.179 |iraqg 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwnidf.il/arr/ B ock 1
176.12. 147. 115 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
5.102.254.189 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
150. 162. 49. 87  |Brazil 147.237.77. 176 |nat pash. i df .i|  |Dstributed P Attenpt B ock 1
77.127.25.121  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
213.57.104.56 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249. 64.190 I srael 147.237.72. 166 |aka. i df . | mngﬁ; i:‘l{faﬂe/ts; :,Cﬁ;f.f;t,if;e,ie”r o aspx None 1
207.46.13.155 |lhited Sates |147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/ishurim B ock

46.19. 85. 105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
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