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12-07-2015-12:04:07 to 12-07-2015-13:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3504

80. 179. 18. 228 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 195

109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

115. 239. 228. 8 Chi na 147.237. 76. 30 hinush.idf.il |[JLMPurple Gon Limt Htp drop 3

115. 239. 228. 8 Chi na 147.237. 76. 30 hinush.idf.il |JLM Under Attack Con Htp drop 2




12-07-2015-12:04:07 to 12-07-2015-13:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 154 Italy 147.237. 76. 86 navy.idf.il C228: HITP.  ArefBot craw er B ock 1




12-07-2015-12:04:07 to 12-07-2015-13:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
191. 101. 191. 208 147.237.0. 34 Qiile tikshuv.idf il ET SCAN NVAP -sS w ndow 1024 1
191. 101. 191. 126 147, 237. 76. 147 Qiile chi nuch. aka. i df .i ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 4. 240 147.237.72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
149. 78. 154. 69 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
98. 119. 105. 221 147.237.77. 235 Wited Sates svivaidf.il ET SCAN NVAP -f -sS 1
85. 64. 32. 163 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 183 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
5.29. 88. 23 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
191. 101. 191. 192 147.237.76. 177 Qiile ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 101. 191. 120 147.237.76. 86 Gile navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
167. 114. 156. 16 147.237.77. 216 Canada dover . idf.il portscan: TCP DO stributed Portscan 1
98. 119. 105. 221 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
93.173. 159. 177 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
77.57.200. 114 147.237.77. 216 Swtzerl and dover . idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 123 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 54. 209. 148 147.237.0. 33 Russi an Federation idf.il ET SCAN NVAP -sS w ndow 1024 1




12-07-2015-12:04:07 to 12-07-2015-13:04:07

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
212.199. 114. 161 i srael 147.237.77. 233 |atal i df .1 Bad TCP sequence SN retransmt with i fferent moni tor  |128
w ndow scal e
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 36
79.180. 201. 182 [l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 31
. . SYNPAXK retransnmit with different .
5.28.144. 177 | srael 147.237.72. 166 |aka.i df.il Bad TCP sequence vi ndow scal e noni t or 24
5.28.144. 177 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 24
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 22
192. 114. 105. 254l srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 22
e SN retransmt wth different .
93.173.41.231 [Israel 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence wi ndow scal e noni t or 21
Sreaning Engine: TCP Invalid i i ssi
82.80.196.44  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
149.78. 253. 144 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt wth different monitor |20
w ndow scal e
. . SYNPAXK retransmit with different .
5. 28.145. 231 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence vi ndow scal e noni t or 19
95. 86. 87. 100 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
5.28.145. 231 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 19
5.28.145. 231 | srael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout aert 13
Sreaming Engine: TGP Invalid i i ssi
46. 19. 85. 62 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
49.98.170.240 [Japan 147.237.77. 176 |metpash.idf.il  |drop First packet isn't SW drop 11
81.17.31. 222 Swi t zer| and 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 10
185.32.179.11 |lIsrael 147.237.72. 166 |aka.idf .il dr op SAMrul e drop
46.19. 85. 131 | srael 147.237.72.166 |aka.idf . il dr op SAMrul e drop
. s SYNHAXK retransmit with different .
81.17.31. 222 Sntzerland  |147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal 6 noni t or 8
138. 134.102. 15 |Israel 147.237.72. 167 |ishurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
188.70.57. 11 Kuwai t 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
213.57.135. 188 |[Israel 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout alert 7
46. 19. 86. 226 | srael 147.237.72. 156 |anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning Engine: TCP Invalid i i ssi
62.90.95.5 I'srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 67 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
66.249.93.228 |Uited Sates [147.237.77. 243 |nobile.idf il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
82.80.198.164 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 23 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =g Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
87.68. 47.57 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
213.57.134.79 |lIsrael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i issi
66.249.93.231 |lhited Sates |147.237.77.243 |nobile. idf. il 9 =g Inval i d segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 34 I'srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i issi
149.78.42.227 |israel 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
213.57.134.79 | srael 147.237.72. 166 |aka.i df .i Bad TCP sequence SINAK retransmt with different | oniior 6
w ndow scal e
46. 19. 86. 82 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79.182.145.50 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
212.143.99. 242 i srael 147.237.72. 166 |aka i f . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 90 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.52.62. 147 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37.26.149.233 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6
46. 19. 85. 102 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 67 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 102 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
46.19.86.243  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransnssi on. drop 6
Ret ransmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
122.56.204. 222 |New Zeal and  |147. 237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
80. 246. 130. 192 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
31.44.143. 174 |lsrael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 5
46. 19. 85. 36 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.13. 98 I srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 216
176.13.13.98 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 104
84.108.49.201 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 103
84.108.49.201 |Israel 147.237.0.19 |nadi matal .idf.il gz(.)l'\(gfy‘lgzéze Sane Response (bde (404) in Session from Bl ock 65
176.13.13.98  [Israel 147.237.0.19 |nadimatal.idf.il Too Mny of the Sane Response Code (403) in Session from Bock |60
176.13. 13. 98
176.13. 15. 96 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 20
176.13. 3. 39 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
46.19. 85. 196 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
176.12. 143. 222 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 4
80. 246. 139. 110 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
46.19. 86. 187 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.182. 136 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
212.150. 214. 90 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i |/ main/ B ock 3
46.19. 86. 17 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
2.54.49.2 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
82.81.47. 45 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df.il/nail/honas B ock 2
95. 86. 110. 59 I srael 147.237.77.216|dover.idf .il Par anet er Type Mol ation SearchText in wwidf.il/1065-en/ dover.aspx |B ock 2
208.184.112.74 |United Sates|147. 237. 77. 216 |dover . i df . i | D stri bt oc 1?;;}:222;?&%&?232” Hock 2
46.118.156.84 |Wkraine 147.237.72. 166 |aka. i df . i | m”;;;ri' gfe_c: Iﬁuﬁﬁfzsgﬂr ces/ i nages body/ | rages! i n. | bg Bl ock 2
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chi nuch. aka. i df .il/404. htm B ock 2
107.178. 195. 171 (Ui ted Sates|147. 237. 7. 216 [dover . i df . i | D stri bt ec 1?;;}2;’22;?&%&??:&” Bock |2
46.19. 86. 194 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/glyus Bl ock 2
79.183.61. 117 I srael 147.237.77. 216 [dover . i df . i | vh\xr/]\x?\zuit(?fo.rillzliinﬁt :‘s:lcset?;retd?usercont rol s/ navnenu/ nazi .i df . il Bl ock !
157.55.39. 112 |Uhited Sates|147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
37.26.148.219 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
109. 65. 198. 210 |l srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
66.249.79.235 I srael 147.237.76.42 |refuah.idf.il e o o etuah aspx HBock |1
208.115.113.89 [lLhited Sates|147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on ww i df.il/894-he Bl ock 1
91.231.193.150 [Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
61. 135. 190. 198 |Chi na 147.237.0.34 |tikshuv.idf.il ﬂ?“‘;gro" Zsi/ds;g‘ ed";ccf‘f‘zit o s/ ctery. pl udi s/ cuery. charts, | Bock |1
176.13. 23. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to www chi nuch. aka. i df.il/xmrpc. php B ock 1
46.116.203.95 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Whknown SSL Sessi on None
176. 12. 145. 247 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
212.199. 114. 161 I srael 147.237.77.233atal . i df .i | oo e horized WL .Agscs)fs on Bock |1
Unknown HTTP Request Met hod . comd@F%229%D; in URL
46. 19. 85. 31 I srael 147.237.77. 216 [dover . i df . i | _pk_i d. 20. 8af c=7bf 5ef 6e8b99c5dc. 1447921919. 2. 1449484731, 1449 (B ock 1
484731.
141. 212. 122. 129|wi ted Sates|147. 237. 0. 17 ;nfnlyl kosher - kravi . i Mal formed URL proxyt est. znap. i o: 80 B ock 1
79.176.240. 185 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
66.249. 64. 243 [Israel 147.237.77. 216 |dover.i df .l Mil tipl e Unauthori zed URL Access from 66. 249. 64. 243 Bl ock
194.219.167.4 |Geece 147.237.77.216|dover. i df .il PHP At t enpt B ock
5. 28. 190. 35 I srael 147.237.72. 166 |aka. i df . i | m”a‘}(":i zfa_'i"’}’;er:m?;/ S—acv'ha'f‘/’\g:;ifg;?m in None 1
2.54.13.171 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237. 0. 34/ styl el shared/ reset . css B ock 1
46.19. 86. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
157.55.39.218 |Wited Sates|147. 237. 77. 176 |nat pash. i df . i | mué:gogtif?:. ilﬁ‘si'o;_c;isra;‘;m | os/ 71 3367 Bock |1
37.142.108. 254 | srael 147.237.72. 166 |aka. i df . i | m”;?igffﬁfgalgnﬁfrgmm in None 1
109. 65. 198. 210 |l srael 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to kosher-kravi.idf.il/xnirpc. php B ock 1
66.249.79.242 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
2.54.52. 117 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
91.231.193. 150 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
61.135. 190. 200 |Chi na 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
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