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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|

37.26. 146. 142 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 8797
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3632
66. 249. 65. 37 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 80
80. 246. 140. 139 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6
167. 88. 7. 243 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df.il|bl ock-sp-trafl drop 1
219. 145. 32. 137 Chi na 147.237.76. 34 yohal an.idf.il B ock Wp Al _Nets drop 1
167. 88. 7. 254 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1l drop 1
219. 145. 32. 137 Chi na 147.237.76. 177 ncore.idf.il B ock_Wp Al _Nets drop 1
106. 120. 48. 128 Chi na 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
223. 68.193. 163 Chi na 147.237.76. 196 e.svivaidf.il B ock_Udp Al Nets drop 1
167.88.7.231 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
185. 35. 62. 49 Sntzerl and 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |SgnaI ure Devi ce Action |Oount

151. 80. 31. 132 Italy 147.237.77. 176 nat pash. i df . i | C228: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
80. 246.140. 139 [147.237.72.166 |[lIsrael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 5
213.236.42.134  [147.237.77.176 |Saudi Arabia mtpash.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
91.201.236.114  [147.237.76.196 |lkraine e.svivaidf.il [ET DROP Spanhaus DRCP Listed Traffic | nbound 1
89. 248. 166. 147 147.237.76. 31 Net her | ands nakchal .idf.il [ET SCAN Potential SSH Scan 1
82.166.131.207  [147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.183. 207. 7 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
46.117. 60. 95 147.237.72.166  [Israel akaidf.il portscan: TCP O stributed Portscan 1
31.168.246.178  [147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
2.54.153.10 147.237.72.166  |Israel akaidf.il portscan: TCP DO stributed Portscan 1
213. 236. 42. 134 147.237.77.176  |Saudi Arabia matpash.idf.il |ET SCAN NVAP -sS w ndow 4096 1
91.201.236.114  [147.237.76.196 |lkraine esvivaidi.il |ET SCAN NVAP -sS w ndow 1024 1
89. 248. 166. 147 147.237.77.216  |Netherl ands dover.idf.il ET SCAN Potential SSH Scan 1
85. 65. 140. 107 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
79.183. 23. 164 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 148,132 147.237.72.166  |Israel akaidf.il portscan: TCP DO stributed Portscan 1
31.168.11. 194 147.237.77.216  |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
46. 19. 85. 131 | srael 147.237.72. 166 |aka. i df .il dr op SAMrul e drop 42
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
78.95.223.35 Ronani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 22
46. 19. 86. 82 I srael 147.237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 18
78.95.223. 35 Ronani a 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 15
81.218.196.36 |Israel 147. 237. 72. 166 |aka.i of . i | drop First packet isn't SWN drop 14
78.95.223.35  |Ronania 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINACK reransmt wehdifferent | onitor |14
79. 179. 54. 94 I sr ael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
78.95. 223. 35 Ronani a 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence noni t or 13
37.26.147.156 |Israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 86. 197 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 12
2.54.38.101 I sr ael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
80. 246. 136. 160 |Israel 147237, 72. 167 |i shurimaka. i o 1 || S NG Engine: TCP Invalid  invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dr opped.
37.26. 147. 156 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 10
2.54.33.134 I srael 147. 237 72. 167 |t shuri maka i o || S2M NG ENgine: TCP Invalid — invalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
46.19.85.207  |israel 147237, 72. 167 [i shurimaka i i | | SN Engine: TQP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
81.17.31.222 Shitzerl and 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.26.147.156 |Israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 7
78.95. 223. 35 Ronani a 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
80. 246. 140. 139 |l srael 147.237. 72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 6
46. 116. 66. 22 I sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvalid ACK nunber alert 6
37.26.146.134 |Israel 147.237.72. 166 |aka i f . i Streamng Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
40.77.167.8 Uited Sates |147. 237, 76. 200 i tan aka idr. i1 || ci N Engine: TP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 116. 66. 22 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
2.54.38. 101 I 'srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert
37.26.147.236 |Israel 147. 237. 72. 166 |aka.i f . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
81.17.31.222  |Swtzerland  |147.237.72. 166 |aka i of il Streamng Engine: TCP Invalid  invalid segrent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.54.38.101 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or
79.181.112.18 |israel 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvalid ACK nunber alert
46. 19. 86. 185 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber noni t or
132. 64. 8. 39 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
2.54.38.101 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
79.181.112.18 [Israel 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
157.55.30. 112 |Uited Sates |147. 237, 76,200 |ei tan. aka i of. i1 | €A NG Engine: TQP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
2.54.56. 224 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.212  |israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid  linvalid segrent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
5.102. 254. 93 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
80.246.130.3  |israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence md;?vrsa:jit wth different mnitor |5
37.26.147.196 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 229]l srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or
5.28.157. 11 I'srael 147. 237. 72. 156 |aman. i df .| Bad TCP sequence ﬁﬁsﬁ reansm't wehdifferent | onitor |5
2.54.100. 45 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 5
81.218.241.26 |lsrael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop 5
78.95.223.35 Ronani a 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
217.194.207. 24 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 102 I sr ael 147.237.76.30 |hi nush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5.28.157.11 I sr ael 147. 237. 72. 156 |anan. i of . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
176.13.10.150 | srael 147237, 72. 167 |i shurimaka. i o || S NG Engine: TCP Invalid invalid segnent retransmission drop 4
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.12. 139. 242 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 123
176.13.14.185 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 60
212.179.21.194 |israel 147. 237.76. 200 |ei t an. aka. i df . i | Too Miny of the Sane Response Cbde (404) in Session from Bl ock 30
212.179.21.194
46.19. 85. 196 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
176.13.11.2 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock
. . Mul tiple Waut horized Method for Known URL from
85.250.192. 12 |l srael 147.237.72. 166 |aka. i df . i | 85. 250, 192. 12 B ock 7
37.26.148.254 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 6
109. 64. 160. 30 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 109. 64. 160. 30 B ock 5
176.13.13.100 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 64.160. 30 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagelfil es/8/ B ock 4
109.186.59. 34 |l srael 147.237.72. 166 |aka. i df . i | Distributed Lhauthorized Method for Known LR. on B ock 4
ww aka. i df.il/
81.17.31.222 S t zerl and 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 3
176. 12. 145. 157 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246. 136. 250 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
79.179.234.68 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 19. 33 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 85. 79 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
46.19. 86. 111 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
. . Mitiple Ill1egal Byte Gode Character in Method from
93.173.255.19 |[Israel 147.237.72. 166 |aka. i df . i | 93. 173. 255. 10 Bl ock 3
5.29.110. 74 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
46. 19. 85. 102 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock
92.61.237.112 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
109. 64.160.30 |l srael 147. 237. 72. 166 |aka. i df . i | Distributed Uhauthorized Method for Known LRL on B ock 2
vy aka. i df . il /
77.127.25.121  |Israel 147.237.72.166|aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None
2.54.18. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
. . Unaut hori zed URL Access to
46.117. 60. 95 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i 1/ mai 1/ gi yus/ cont rol s/ at udal A Bl ock 2
212.179.21.194 [israel 147.237.76.200(ei tan. aka. i df.il Ml ti pl e Unaut horized URL Access from212.179. 21. 194 B ock 2
. . DO stributed Unaut hori zed URL Access on
91.143.80.201 |Ger many 147.237.77. 216|dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
. . Unknown Paraneter anp in
84. 95. 247. 58 I srael 147.237.72. 166 |aka. i df . i | vwv aka. i o1 /i turi ndasp/ di spl ayal | sol i ers. asp None 2
46.19. 86. 17 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 82. 80. 196. 44 |8 ock 2
66. 249. 64. 17 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 17 B ock 2
2.52.37.114 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. P Unaut hori zed Met hod HEAD for
46.117.104.14 |Israel 147.237.72. 166 |aka. i df . i | v akaL i o i1/ i sachar/ vi ysl i p. aspx B ock 2
waw. chamat z. aka. i d |thaut hori zed URL Access to
212.179.21.194 |lsrael 147.237.77. 226 £l W chanat 7. aka. i df . i1 /si p_storagel files/ 9 2479.] pg Bl ock 2
176.13.11.229 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 2
] . . D stributed Lhaut hori zed URL Access on
208.184.112.75 [Wited Sates [147.237.77.216|dover. i df .i| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
; . . D stributed Lhaut hori zed URL Access on
107.178.195. 171|thited Sates  |147.237.77.216|dover.idf.il wiw i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
2.52.162. 132 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176. 205, 198, 47 |L1ted Aab 1y 00 537,77, 216 |dover i df i | eMai | Hbarding B ock 1
Enrat es
46. 116. 66. 22 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None
93.173.255.19 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from93.173.255.19  |B ock
. . Il1legal Byte (ode Character in Header Nane RAS A0A:
93.173.255.19 |[Israel 147.237.72. 166 |aka. i df . i | . P M Bl ock 1
AT [#17] ] O{=AuAu[ [#2] ] AR [ [#28] ] [ [#15] ] A
. . Uhknown Paranet er ct| 00$ct | 00$cphMai n$cphSachar $ct110.y in
212.143.137.50 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 0/ sachar/ paysl i ps. aspx None 1
79.182. 6. 197 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/niluintel rankl ali.aspx |B ock 1
. . Doubl e LRL Encoding - paraneter: search in
46. 19. 85. 58 I srael 147.237.72. 166 |aka. i df . i | vow aka i df i |/ nai 1V gi yus/ pri ot hand er 1. asnx/ sear ch Bl ock 1
5.29.242. 54 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
85.250.192.12 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwy aka. i df . i/ mai n/ sachar B ock 1
] . . Unaut hori zed URL Access to
207.46.13.167 |lhited Sates  [147.237.77.216|dover.idf . il vow i df i1 /atal /i zkor/ vi ew i ngt op. asp B ock 1
. . Unaut hori zed URL Access to
66.249.79.235 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9736- he/ r ef uah. aspx Bl ock 1
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