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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3319
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 96
194. 90. 151. 18 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
37.26. 149. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
167.88.7.237 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
167. 88. 7. 251 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
198. 20. 69. 98 Lhited Sates 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets dr op 1
167.88. 7. 239 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 drop 1
167. 88. 7. 233 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . | bl ock-sp-traf 1 drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock_ Udp All _Nets drop 1
167.88. 7. 241 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 drop 1
185. 35. 62. 249 Snitzerl and 147.237.76. 44 e.refuah.idf.il Block Np Al _Net drop 1
167. 88. 7. 237 Lhited Sates 147.237. 76. 200 eitan aka.idf.il bl ock-sp-traf 1 dr op 1
167. 88. 7. 246 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

At t acker At t acker

count ry ’Target Address |Site Sgnature
106. 38. 241. 106 |Chi na 147.237.77. 170 |maar achot . i df . i [|CL03: HTTP: User Agent Sogou+web+spi der B ock 1
60.12.70.34  |Wited Sates  |147.237.76.86 |navy.idf.il 16798: HITP: GNU Bash HTTP Header Renote Code Execution Bl ock 1
Wl nerability
69.12.70.34  |Wited Sates  |147.237.77.216|dover. i df .i | \1437:;;1331:3 @ Bash HTTP Header Remote Code Execution Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

209. 126. 116. 147 147.237.0.35 Lhited Sates akaws. i df il ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 147.237.77.216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
96. 94. 72. 226 147.237.76.30 Lhited Sates hi nush. i df . il ET SCAN NVAP -sS w ndow 2048 1
79.176. 184. 154 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 87. 118. 63 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
31.172.234.8 147.237.72. 14 France dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
212.179. 21. 194 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
109. 64. 59. 179 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
96. 94. 72. 226 147. 237.76. 30 Lhited Sates hi nush. i df . i | ET SCAN NVAP -f -sS 1
68. 180. 228. 112 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
31.172.234.8 147.237.77.61 France e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\t/:(c:)i
46. 19. 85. 160 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 151
217.194.198. 104|I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdrﬁvrsin;"lt wehdifferent | onitor |10
109. 160. 169. 252! srael 147.237.0.34 |tikshuwv.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout [reject 31
41.33.231. 90 Egypt 147. 237. 77. 216 |dover i df .i | drop SAMrul e drop 30
40.77.167.33  |uwiited Sates 147.237.77. 212 |e.dover.icf.il  |Geo-1 ocati on enf or cerent er]fO'r ng:ein?n I nbound drop 21
109. 160. 169. 252/ srael 147. 237. 77. 216 |dover . i df .i Bad TCP sequence ﬂﬁtrﬁggﬁ?c;fth monitor |15
37.26.149.190 |Israel 147, 237.76. 200 |eitan aka i i1 [ @M NG Engine: TCP Invalid |invalid segnent retransmssion drop 15
Ret r ansmi ssi on Packet dr opped.
109. 160. 169. 252! srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [reject 15
80. 246.133.30 I srael 147.237.77. 233 |atal i of i Bad TCP sequence mdrﬁvrsin;"lt wehdfferent —foonitor |14
212.179.21. 194 |israel 147. 237, 76. 200 |ei tan akaicr.i1 | €AM NG Engine: TCP Inval id finvalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
84.228.30.69  |Israel 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id finvalid segnent retramsmission | 12
Ret r ansni ssi on Packet dr opped.
5.29.137.59 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence monitor |12
213.57.143. 234 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 11
195. 200. 205.2 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
80.246.136.81 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack rej ect 10
46. 19. 86. 246 I srael 147.237.77. 74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 141 | srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 86. 246 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 9
5.29.137.59 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SWN drop 9
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8
2.54.150. 191 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
84.108.25.127 |l srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
213.8.174.55 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.54.150. 191 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 7
2.54.150. 191 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |7
138. 134. 102. 15 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.150. 191 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence I'nval i d sequence nunber noni t or 7
46.116.130.72 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [reject 7
213.8.174.55 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 7
46.121. 157. 214 |l srael 147.237. 72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SN drop 7
46. 19. 85. 202 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber monitor |7
80.246. 136.81 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence nonitor |7
213.8.174.55 I srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST alert 6
217.194. 195, 141 i srael 147. 237.72. 166 |aka i of .i Streaning Bngine: TCP Invalid |invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
5.29.137. 59 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54.162.134  |israel 147.237.72. 167 |i shurimaka i i | | €A NG Engine: TP Invalid invalid segnent retransmission. |, 6
Ret r ansmi ssi on Packet dr opped.
213.8.174.55 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
192. 116. 241. 152|i srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval id finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
5.29.137.59 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
46. 19. 85. 131 | srael 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 6
2.54.150. 191 I srael 147. 237. 72. 166 |aka. i df .i | SYN Att ack rej ect 6
5.29.137.59 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
149.78.194.30 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [reject 5
212.179.21.194 |Israel 147.237.8.45 |eeitanidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
188. 161. 150. 6 (F;ajcis;iigjja” Territoryl147. 237. 77. 176 [natpash.iof.il  |drop First packet ism't SN drop 5
80.246.136.81 |[lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber aert 5
46.19. 86. 35 I srael 147.237.77. 233 |atal .idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
80.246. 136.81 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
176. 13. 6. 127 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
46.19. 85. 141 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |5
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|Top Attackers In V\AF|

Attacker Address |Attacker Qountry Target Address |Site dgnature Devi ce

Action

‘Count

Too Many of the Same Response Code (404) in Session

212.179.21.194 |Israel 147.237.76.200|ei tan. aka. i df . il from 212 179. 21 194 B ock 485
176. 12. 150. 136 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 15
176.13.18.187 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 11
213.8.204. 41 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut horized URL Access from 213.8.204. 41 Bl ock
46.19. 86. 12 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
213.8.204.41  |israel 147.237. 72. 166 |aka. i df . i | chaut horl zed /ﬁ_ifgrezg e e Bock |3
46.117.134. 158 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
84.108.49.201 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
95. 86. 98. 191 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw i df.il/error. htm B ock
176.13.12.111 |israel 147.237.0. 17 (Tfn?ll kosher-kravi.i |, @ ied I1legal Parameter Encoding None 2
213.8.204.41  |israel 147.237. 72. 166 |aka. i df . i | chaugort zed Method PT1CNS for Bock |2
46.116.203.95 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None
2.52.10.136 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
213.8.204.41  |israel 147.237.72. 166 |aka. i df . i | mt;;;?zfeﬂ Itfa“t hori zed Nethod for Known LRL on B ock 2
107.178. 195. 171|wited Sates 147. 237. 77. 216 |dover . i df . i | m :i dtf’L_'tiTc: l?;;}ggg;g?geﬁviﬁ‘ff;pfn Bl ock 2
31.168. 174. 198 |lsrael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed LRL Access to www cogat . i df.il/894-he B ock
173.252.90. 229 |lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None
77.127.25.121 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
208.184.112.74 [Uited Sates 147. 237.77. 216 |dover . i df . i | D stri outec 1?;;}2;;5?%%&??5&” Hock |2
Paraneter Type Mol ation
217.194. 198. 104|l srael 147.237.76.42 |refuah.idf.il ct1 00$Cont ent A acetbl der 13t xt Last Nare i n B ock 2
ww refua. atal . idf.il/926-hefref uah. aspx
2.52. 44,137 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.120.95.212 |[Israel 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Unaut hori zed URL Access to
207.46.13.132 [lhited Sates 147.237.77.234|hal ag. i df . i | w1 ogi stics. atal.idf.il/tenpl ates/ shared usercontrol s/he |Bl ock 1
ader upper /
80.246.139.65 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19. 85. 220 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
31.13.110.116 [ireland 147.237.72. 166 |[aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
173.252.90.89 |Uited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Unknown Par anet er
80.179. 9. 227 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $ct 1 60.y in None 1

wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx

: . . . Uhaut hori zed URL Access to
69. 171.230. 100 |Lhited Sates 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p_st or agel fi | es/ 4/ si 2e220x0/ 1744,  pg B ock 1

. . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lhited Sates 147.237.77.216|dover.i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1

D stributed Unaut hori zed URL Access on

5.22.134.97 I srael 147.237.72. 156 |anan. i df . i | e Cid i1/ htt ps: /wan il B ock 1
109. 253.34. 94 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
195. 154. 226. 90 |France 147.237.72. 166 [aka. i df . i | II1egal HITP \ersion HITH Bl ock 1
. . Unhaut hori zed URL Access to
84.108.185.46 |Israel 147.237.77.216|dover . i df . i | v i i 1/ 894- en/ i dff gdover . aspx B ock 1
. . O stributed Suspi ci ous Response
80.246. 136.89 |l srael 147.237.72.166 |aka. i df . i | Code Qust om Tempor ary B ock 1
37.26.149.152 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
173. 252. 114. 116|Uited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79,126,235, 71  |Meeedonia, the Former 1,7 597 77 74 |lawi df il O st ri but ed Uhaut hori zed LR. Access on Bock |1
Yugosl av Republ i ¢ of wan | aw i df. i |/ xmrpc. php
213.8.204.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . . . Paraneter Type Molation SortOr in
5.149.215.236  [Russian Federation 147.237.77. 176 [mat pash. i df . i | v cogat . i df . i |/ 1038- en/ cogat . aspx Bl ock 1
173.252.88.187 |Uited Sates 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
2.54.15. 224 I srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/anan Bl ock 1
’ . . DO stributed Unhauthori zed URL Access on
107.178. 195. 167 |Whited Sates 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.220. 158. 106 |Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
207.46.13.155 [lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy.idf.il/navy/ navy/ [B ock
80. 246. 139. 125 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
. . Paraneter Type Mol ation prefixText in
31.168.11.194 |[Israel 147.237.77.74 |lawidf.il v | aw i o i | /vebservi ces/ wsci ty. asm/ getci t es B ock 1
173.252.90.90 |Uhited Sates 147.237.72. 166 |[aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . Unhaut hori zed URL Access to
80.179.223.31 |Israel 147.237.77. 176 [mat pash. i df . i | wiw cogat i df .i1/si p. st oragel i1 es/ 9/ 4629, pg Bl ock 1
69.171.230.105 [lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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