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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3592
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 97

176. 194. 37. 18 Russi an Federation 147.237.76. 86 navy.idf.il JLMPurple Gon Limt Htp drop 3
178.70.212. 72 Russi an Federati on 147. 237.76. 42 refuah.idf.il Block Udp All Nets drop 3

39. 84. 23. 168 Chi na 147.237.77.170 naar achot . i df . il Frk_Under Attack _Con_Tcp drop 2

176. 194. 37. 18 Russi an Federation 147.237.76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2

198. 20. 70. 114 Lhited Sates 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1

167. 88. 7. 247 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 dr op 1
167.88. 7. 251 Lhited Sates 147.237.0. 17 mny- kosher -kravi .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

66. 249. 64. 50 147.237.72.166 |Lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

124.130.51.99 [147.237.0.19 |China nadi matal .idf.il .
Potential Scan or Brute Force

45, 63. 116. 27 147. 237.72. 156 anan. i df.il ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 74 147.237.72. 167 |Wited Sates |ishurimaka.idf.i|ET DRCP Dshiel d B ock Listed Source 1
194. 114. 146. 227|147 237. 72. 167 [ srael shuri maka i df. [0 VER APACHE Apache nod_ss| non- SSL connection to SSL port 1
deni al of service attenpt
149. 202. 248. 121|147. 237. 77. 205 |Ger many prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
119. 167. 153. 187|147.237.0.33  [China idf.il ET SCAN Potential SSH Scan 1
52.91.92. 227 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45. 63. 116. 27 147.237. 72. 156 anan.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
176.194.37.18 |USSIan 147.237.76.86 |navy.idf.il dro Frst packet isn't SN dro 61
) T Federation ) T Vy-1at P pac P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
89.139.40.230 |l srael 147.237.77. 233 |atal i df i1 Bad TCP sequence S retransmt wth i fferent monitor |28
w ndow scal e
72.9.148. 10 Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 24
37.26. 146. 139 | srael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 22
46. 19. 85. 131 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 10
37.26.147.129 |[lIsrael 147. 237. 72. 156 |anan. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
reamn ine: T i
24.52.235.227 |canada 147. 237. 77. 216 |dover . i df . | Streamng Engine: TCP TCP segnent out of maxi mum drop 8
Segnent Lint Enforcenent |[allowed sequence. Packet dropped.
46. 19. 85. 252 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |7
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 7
66.249.93.182 |Whited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 7
46. 19. 85. 128 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |6
reamng BEngi ne: T i i ssi
81.218.186.27 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Ivalid segnent retransnssion. drop 6
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
207.232.5.9 I srael 147. 237.72. 166 |aka. i of .11 mng thgl ne. 7 nval i d segnent retransmssi on. drop 6
Inval id Retransm ssion Packet dropped.
188. 120. 148. 155|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Russi an . . -
95. 84. 248. 173 eration 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 6
S reamng Engi ne: TCP i i sSi
40.77.167.8 Lhited Sates |147.237.72. 166 |aka.idf. il mng tngine. 1 Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP ' i ssi
93.172.41.68  |israel 147. 237.72. 166 |aka. i of . i1 mng =gl ne. Inval i d segrent retransmssi on. drop 6
Inval id Retransm ssion Packet dropped.
46. 19. 85. 128 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 6
S reanming Engi ne: TCP i i ssi
157.55.39.112 |Uited Sates [147.237. 72. 166 |aka. i of . i1 mng tngine. 1 Inval i d segnent retransmssi on. drop 4
Inval id Retransm ssion Packet dropped.
24.52.235.227 [Canada 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |4
reamng BEngi ne: T i i ssi
176.13.10.170 | srael 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCP Ivalid segnent retransnssion. drop 4
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
66.249.64.190 |Lnited Sates |147.237.72. 166 |aka i df il mng thgl ne. 7 nval i d segnent retransmssi on. drop 4
Inval id Retransm ssion Packet dropped.
2.54.130. 188 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop
S ream ng Engi ne: TCP i i ssi
185.27.105.77 |israel 147.237.72. 166 |aka. i df . mng thol ne- 7 nval i d segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dr opped.
reamn ine: T i i ssi
79.180. 132. 208 |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
213.57.14.214 |Israel 147.237.72. 166 |aka. i df . mng thol ne- 7 nval i d segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dr opped.
reamn ine: T i i ssi
79.177.109. 117 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP nvalid segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
149.78.25.194 |israel 147.237.72. 166 |aka. i df . mng thol ne- 7 nval i d segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dr opped.
212. 25. 69. 22 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
Sreamng Engi ne: TCP i i ssi
79.178.198.43 |israel 147. 237.72. 166 |aka. i of .11 mng thgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
94.230.86.137 |lIsrael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
202.180. 34. 186 [Japan 147.237.77. 176 |nat pash. i df .i | drop SAMrule drop
207.46.13.186 |Whited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
79.180.106. 77 [ srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SAXK retransmt with different oo vor |2
w ndow scal e
Sreamng Engine: TCP i i ssi
157.55.39.112 |Wited Sates |147.237.76. 200 [ei tan aka i df i1 mng Ethgl ne. 7 nval i d segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
202. 180. 34. 186 |Japan 147.237. 77. 216 |dover.idf.il drop SAMrul e drop
134.249. 140. 99 |lkraine 147.237.76.86 |navy.idf.il drop SAMrul e drop
5.28.137.199 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
79.180.106.77 |Israel 147.237.77. 226 "‘f"l"“ chanatz. aka. Tdf |t t ack SYN -> SYN-ACK -> Ti neout reject |2
Sreamng Engi ne: TCP i i ssi
66.249.79.10  |lnited Sates |147.237.72. 166 |aka i df il mng Ethgl ne. 7 nval i d segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i SSi
207.46.13.15  |Wnited Sates |147.237.72.166 |aka.idf.il mng thgine: 1 nvalid segnent retransmssion. drop 2
Inval i d Retransnission Packet dropped.
77.125.119. 122 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or
2.54.2.229 I srael 147. 237. 72. 166 |aka.i of .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
S reanming Engi ne: TCP i i ssi
207.46.13.15  |Wnited Sates |147.237.76.200|eitan aka idf.il mng thgine: 1 nvalid segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
80.179.114.27 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
202. 180. 34. 186 [Japan 147. 237. 72. 166 |aka.i of .il drop SAMrule drop
173. 252. 46. 103 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
176.13.10.170 [l srael 147.237.0.19 |nadi matal .idf.il I‘;Z.'\g?ylgfl;ge Sane Response Code (404) in Session from Bl ock 201
176.13.10. 170 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 97
2.54.171. 113 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 32
134.249. 140. 99 |lkraine 147.237.77. 170 [maar achot . i df . i | |Miltiple Whauthorized LRL Access from 134.249. 140. 99 B ock 7
134. 249. 140. 99 |krai ne 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 134. 249, 140. 99 Bl ock 7
80.179.114.27 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for wawn aka. i df.il/ B ock 4
80.179.114. 27 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vy aka.idf.il/sip storagel/files/8/ Bl ock 3
134. 249. 140. 99 |krai ne 147.237.76.42 |refuah.idf.il Ml ti pl e Unaut horized URL Access from 134. 249, 140. 99 Bl ock 3
46. 19. 86. 17 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.52.37.114 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
134. 249. 140. 99 |krai ne 147.237.77.74 [lawidf.il Ml ti pl e Unaut horized URL Access from 134. 249, 140. 99 Bl ock 3
134. 249. 140. 99 |Wkrai ne 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 2
39.41.210.231  |Pakistan 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 2
2.52.132. 49 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
107.178.195. 163|United Sates  |147. 237. 77. 216 |dover . i df . | w111 1155, 25656 nel dover. s B ock 2
81.17.31.222 Shitzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
157.55.39. 112 |uhited Sates |147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
46.120. 139. 100 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
81.218.241.26 |Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 26 Bl ock 2
46.19. 86. 112 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
134. 249. 140. 99 |krai ne 147.237.77. 170 |maarachot . i df . i | |PHP Attenpt B ock 2
39.41.210.231 |Pakistan 147.237.77.74 |lawidf .il Dstributed PHP Attenpt Bl ock 2
66.249.78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1237-he/ at al . aspx Bl ock 1
134. 249. 140. 99 |lkrai ne 147.237.77. 170 [maar achot . i df . i | |Wnauthori zed URL Access to ww naarachot . i df.il/xmrpc. php Bl ock 1
64.71.32.33 Lhited Sates |147.237.77. 170 |maar achot . i df . i | [Uhauthorized URL Access to maarachot. i df.il/bl og/ wp-adm n/ Bl ock 1
85.250.242.68 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
208. 113.198. 103|lhited Sates [147.237.77. 170 |maar achot . i df . i | |Unauthorized URL Access to naarachot.idf.il/wp-adm n/ B ock 1
68.180.229.173 |[hited Sates |147.237.72.166|aka.idf .il Untraceabl e S3. Sessions: sigal gs S Attack None 1
134. 249. 140. 99 |krai ne 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
66.249.64.190 |[lIsrael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter gt; in vww aka.idf.il/main/rabanut/general .aspx [None 1
46. 19. 86. 182 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
212.179.129.6 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ Bl ock 1
37.26.146.172 |lsrael 147.237.72. 156 |aman. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
194. 114. 146. 2271 sr ael 147.237.72.167 i shuri maka. i df . i %T&;ﬁfg_%ﬁ?fﬂf&' Frotocol violation None 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1243-he/ at al . aspx Bl ock
149. 88. 60. 167 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66.249.64.23  |Israel 147.237.72.166 |aka. i df . i | ﬂ?”tzg‘;r ;;éielé‘?‘mﬁfgisiut;gener o aspx Bl ock 1
87. 69. 33. 226 I srael 147.237.72. 166 [aka. i df . i | Unknown Par anet er ut mcanpai gn i n ww aka. i df . i |/ mai n/ gi yus/ None 1
40.77.167.8 Lhited Sates [147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Cust om Tenpor ary Bl ock
208.184.112.74 |Uited Sates  |147.237.77. 216|dover. i df . i | Dstri buted lfggg’g;;?ﬂe%v’;‘ffssp;” B ock 1
2.52.134.62 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
68.180.231.40 |lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.i|/228-he/ f ag. aspx Bl ock 1
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wwidf.il/error.htm Bl ock 1
134. 249. 140. 99 |lkrai ne 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
46.19. 86. 252 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . i | / bamahane Bl ock 1
107.178.195. 167|United Sates  |147. 237. 77. 216 |dover . i df . i | w11 1155, 25461 nel dover. s B ock 1
37.26.148.219 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
198. 20. 69. 74 Whited Sates |147.237.72.167|i shuri maka. i df . i{Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
66.249.78.130 |[lIsrael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/navy/ navy/ aj axpage. aspx |B ock 1
134, 249. 140. 99 |krai ne 147.237.76.42 |refuah.idf.il PHP At t enpt Bl ock 1
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