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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3388
66. 249. 65. 37 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 41
220.211.111. 127 Japan 147.237. 76. 201 e.atal.idf.i|Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
920, 132. 246. 61 |147. 237. 8. 27 |Tai van o radimatal i i ET SOAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177.43.233.5 147.237.77. 227 |Brazil e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
119.10. 114. 32  |147.237.8.46 |China e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
81.169.251.74 |147.237.76.34 |Ger many yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
52. 69. 43. 104 147.237.77. 178 |lWnited Sates |e.natpash.idf.il |[ET SCAN NMVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.76.86 |Uhited Sates [navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 254. 90. 133 |147. 237. 76. 196 |Mexi co e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
177.43.233.5 147.237.77. 227 |Brazil e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
119.10. 114. 32  |147.237.8.46 |China e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
63.142.161.17 |147.237. 76. 197 [Canada ehinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

41.33.231.90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 30

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29

110.22.138.128 |Australia 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 27

107.167.108. 10 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23

80. 246. 130. 211 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber nonitor |16

80. 246. 130. 211 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 10

46.19. 85. 78 I srael 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engine: TCP Invalid i i ssi

81.17.31.222  |Swtzerland 147.237.72. 166 |aka. i f .11 g =g Inval i d segnent retransmssion. 6
Ret r ansmi ssi on Packet dr opped.

Anonynous . . . .
8.37.227.81 Pr oxy 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Response out of state monitor |5
46. 19. 85. 78 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or
2.54.45.111 | srael 147.237.72. 167 |i shuri maka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
8.37.227. 69 g”&;ymus 147. 237. 77. 216 |dover . i of . B ock HTTP Non Conpl i ant Response out of state moni tor |4
138. 134.102. 15 |Israel 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.145.75 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect

Sreamng Engine: TCP Invalid i i ssi
79.177.38.174  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.182.25.41  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
207.232.37.138 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d sequence nuniber noni t or 3
Sreaming Engine: TCP Invalid i i ssi
2.54.32. 95 I srael 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransmssion. 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
40.77.167.8 Lhited Sates  |147.237.72. 166 |aka i df .il 9 =g Imvalid segnent retransmssion. g 2
Ret r ansmi ssi on Packet dr opped.
63.142.161. 17 |canada 147. 237.76. 197 |e. hi nush. i df . | Geo- | ocati on enf or cenment Geo-l ocati on inbound drop 2
enf or cenent
213.57.135. 246 |Israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Tineout |reject
66.249.81.182 |lhited Sates 147.237.77.74 [lawidf.il drop Frst packet isn't SYN drop
2.54.157.42 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
213.57.135. 246 |Israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence SINFACK retransmt W th moni tor |2
different w ndow scal e
2.52.187.26 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.46.39. 46 I srael 147.237.0.19 [nadimatal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

Russi an C e SYNFACXK retransmt wth .

5. 255. 253. 160 ration 147.237.76.86 [navy.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 1
216.218.206. 71 |Lhited Sates 147.237.77. 234 |hal ag.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 94. 16 147.237.77. 121 |e. navy.idf . il drop SAMrul e drop 1
46.19.86.81 [Israel 147.237.77. 226 ‘“:"I”“Cha"atz' aka.1df 1pad TCP sequence Inval i d ACK nunber moni tor |1
184. 105. 247. 207 |nited Sates 147.237.76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176. 13. 16. 60 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or

Mol dova, s
95. 65. 34. 177 Republ i ¢ of 147.237. 76. 148 |gqcenter. aka. i df .il  [dr op drop 1
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SW drop 1
77.127.214.176 |Israel 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber nonitor |1
185. 106. 94. 16 147.237.72. 14 |dover.idf.il (ol d) drop SAMrul e drop 1
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert 1
184.105.139. 99 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
8.37. 227. 68 é{”&’;ym’“s 147. 237. 77. 216 | dover. i of . i1 Bl ock HTTP Non Conpl i ant Response out of state monitor |1
146. 185. 239. 102|USSI & 147. 237.76. 202 |e. hal ag.i df .i Geo-1 ocati on enf or cenent Geo-I ocati on i nbound dro 1

) ) ) Federation ) T -haag. enf or cenent P
216.218.206.99 |thited Sates  |147.237.8.28 |e.nvhile-ks.idf.il  |Geo-1ocation enf or cenment ilf’o'rggi'nf” I nbound drop 1
185. 106. 94. 16 147.237.77. 170 |maar achot . i of . | drop SAMrul e drop 1
184. 105. 247. 224|nited sates  [147.237.8.28 |enohile-ks.idf.il  |Geo-1ocation enfor cenent eeflfolr EZﬁL'nton I nbound drop 1
184.105. 139. 84 |Uhited Sates 147.237.76. 177 |ncore.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 94. 16 147.237.76.30 |hinush.idf.il drop SAMrul e drop 1
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |1
184. 105. 139. 107|United Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 88.186. 15 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
216.218.206. 99 |Lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
84.111.224.55 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 86. 113 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 6
m ny- kosher - kravi . i i
176.13. 21. 104 | srael 147. 237. 0. 17 rry _Par aneter Type M oI_ a_tl on ct 1 00$Cont ent PI a_cel-bl dgr 1$t xt Ar eaRenar ks B ock 3
df.il in mny-kosher-kravi.idf.il/tenpl ates/training/trai ni ng. aspx
. . Unaut hori zed URL Access to
213.251. 182. 103 |France 147.237.77. 176 [t pash. i df . i | Wy cogat . i df .il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. Src B ock 3
m ny- kosher - kr avi . i
176.13.21. 104 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
] . . O stributed Unaut hori zed URL Access on
107.178. 195. 167 |United States |147. 237. 77. 216 |dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . - D stributed Lhaut hori zed URL Access on
107. 178. 195. 171|lhited Sates|147. 237. 77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
m ny- kosher - kr avi . i _ .
176.12.141.0 | srael 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 2
109. 160. 170. 245|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
31. 168. 30. 76 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
173.236. 176. 110|lhited Sates|147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/ol d/wp-admin/ B ock 1
79.177.38.174  |israel 147.237.72. 166 |aka. i df . i | llegadl Byte Code Character in LR /main/kapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . Unaut hori zed URL Access to
66.249. 64. 243 |l srael 147.237.77. 216 |dover. i df .i | vw i df i 1/ engl i shY announcenent s/ 2002/ apri | /1 B ock 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112. 75 |[Wnited Sates|147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.230.29 [Lhited Sates [147. 237. 77. 176 mat pash. i df . i | Paranet er Type M ol ati on PageNimi n Bock |1
vy cogat . i df . i | /901- he/ cogat . aspx
192.118.60.69 |lIsrael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/4/ Bl ock 1
66.249.64.230 |[Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ 894-en/ i df gdover . aspx B ock 1
40.77.167.8 Lhited Sates|147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
173. 251. 110. 210|Lhited Sates|147. 237. 72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.180.108.13 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
66.249.66.64  |Israel 147.237.77. 170 |naar achot . i df . i | 147. 237, 77. 170/ 71868- he/ mmar achot . aspx B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.75 |lhited Sates(147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46. 19. 86. 114 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
] . . Parameter Type M ol ati on PageNumin
68.180. 230. 224 |Lhited Sates(147.237.76.31 [nakchal .idf.il vaw nakhal i df i 1/ 1073- he/ nakhal . asp Bl ock 1
66.249. 64.233 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
; . . Distributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates(147.237.77.216|dover.i df. il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
46.19. 85. 70 I srael 147.237.77.216|dover.idf . il I1legal HITP \ersion Bl ock 1
. . Paraneter Read Qhly Molation in
79.181.147. 101 |Israel 147.237.72. 166 |aka. i df . i | v aka i of i |/ nai 1V sachar / egi strati onwi zar di regj st er . aspx None 1
66.249.79.228 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ nobi | e/ B ock 1
. . . Unaut hori zed URL Access to
180. 76. 15. 25 Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p._ st or age/ i | es/ 0/ 3210, pdf B ock 1
50. 63.197.202 |Wnited Sates|147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/wp/wp-admn/ Bl ock 1
2.54.32.95 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/valtam Bl ock 1
78.72.132.232 |Sweden 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
66. 249. 64. 240  |Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx  |Bl ock 1
207.46.13.155 |lhited Sates|147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df .il/yohal an/ news/ news. asp |B ock 1
46. 19. 85. 70 | srael 147.237.77.216|dover. i df . il Mal for med URL gzi p, defl at e, sdch B ock 1
176.13. 8. 143 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
84.110.37.200 [Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawidf.il/https: /v idf.il/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.79.235 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42 si p_st or agel 111 es/ 8/ si ze100x0/ 2828. ] pg B ock 1
180. 76. 15. 29 Chi na 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ i i gi yus/ i yus/ gener al . aspx B ock 1
2.54.157. 42 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
157.55.39. 224 [lhited Sates|147.237.77. 176 |nat pash. i df . i | Unaut hori zed LRL Access to waw cogat . idf.il/english Bl ock 1
78.72.132.232 |Sweden 147.237.77.74 |lawidf.il Lhaut hori zed LRL Access to www | awidf.il/xmrpc. php B ock 1
66. 249. 64. 243 |Israel 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249, 64. 243 Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates|147.237.77. 216 |dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
176. 13. 20. 36 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None
46.19. 85. 70 I srael 147.237.77.216|dover.idf .il Unknown HTTP Request Met hod ncoding: in URL gzip, defl ate, sdch  [B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover. i df .l Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
. . Uhaut hori zed URL Access to
66.249.79.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 111 es/ 4/ si ze100x0/ 2414. ] pg B ock 1
192.118.60.69 |Israel 147.237.77. 170 [naar achot . i df . i | Ml tipl e Unaut hori zed URL Access from 192. 118. 60. 69 Bl ock 1
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