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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3327
141.212.122.171 Lhited Sates 147.237.76. 176 test.ncore.idf.il |B ock Udp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

62.212.73. 211 Net her | ands 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In ID|

At acker

Target Address ountry ‘Ste ‘Slgnature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 3
66.249.78. 130 |147.237.76.86 [Lhited Sates |navy.idf.il |ET SCAN NVAP -sA (2) 2
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potenti al
201.132. 222. 21 |147.237.8.14  |Mexi co e.orchot.idf.i 1
Scan or Brute Force
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

SYNretransmt wth different

Action

‘Count

80.246.130.29 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |44
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
31.154.169. 106 |[Israel 147.237.72. 166 |aka.idf. il dr op SAMrul e drop 10
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19.85.169 i srael 147.237.77. 226 '} " chamatz.aka.1df |pag TGP sequence Inval i d ACK number moni tor |4
46. 19. 85. 169 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACGK nunber alert
46. 19. 85. 169 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
64.246.165.10 |lited Sates |147.237.76.86 |navy.idf.il Header Rejection ?Zgg:;tre’ ection pattern found in oo |y
46.19.85.169  |Israel 147.237.77. 226 | 1" chamatz.aka.1df |pag TGP sequence Inval i d ACK number alert 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i SSi
66.249.67.164 |Uited Sates |147.237.76.200 |eitan. aka i df. il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.130 |lhited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.78.137 |lwited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
198. 20. 87. 98 Lhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning Engine: TCP Invalid i i ssi
68.80.138.46  |lnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. |4 2
Ret ransni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
185. 106. 94. 16 147.237.76. 201 |e. atal .idf.il drop SAMrule drop 1
141.212.121. 190|Wnited Sates [147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109.3.6 | srael 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
216.218.206. 112|lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 123|Lhited Sates [147.237.0.33 |[idf.il drop drop 1
141.212.121. 178|Wnited Sates  |147.237.77.61 |e cogat.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
185. 106. 94. 16 147.237.76.202|e.hal ag.idf il drop SAMrule drop 1
141.212.121. 191 |Wnited Sates [147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
98. 209. 58. 41 Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
46. 19. 85. 175 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
216. 218. 206. 112|Wnited Sates |147.237.76.202|e. hal ag.idf . il Geo- | ocati on enf or cenent gi?;'rzgi;'nfn  nbound drop 1
184. 105. 247. 211|Wited Sates |147.237.76. 200 [ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 179|Wited Sates  |147.237.77.61 |e cogat.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
98. 209. 58. 41 Lhited Sates |147.237.77.216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
52.21.176. 42 Lhited Sates |147.237.77.176 nat pash.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |1
216.218. 206. 114|Lhited States |147.237.77.235|svivaidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 227|Whited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
141.212.121. 185|lhited Sates |147.237.76. 148 |gqacenter. aka.idf . il drop drop 1
109. 186. 129. 58 |l srael 147.237.77. 216 |dover i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
5. 255. 253. 157 RJSf;:I”ion 147. 237. 77. 216 |dover . i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
185. 106. 94. 16 147. 237. 76. 198 |e. yohal an. i df . | drop SAMrule drop
141.212.121. 186|lhited Sates |147.237.76. 148 |ggcenter. aka. i df .il drop drop 1
216.218.206. 98 |lhited Sates |147.237.77. 178 |e. nat pash.idf .il Geo- | ocati on enf or cenent Sﬁ?olggi'mon i nbound drop 1
. . SYNretransmit wth different .
176. 12. 149. 230 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
m ny- kosher - kr avi . i _ _
62. 219. 226. 71 | srael 147.237.0. 17 df il Miltiple Illegal Parangter Encodi ng from62.219. 226. 71 None 3
213.57.215.159 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
m ny- kosher - kr avi . i _ ,
2.54.19. 206 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
. . D stributed Lhauthorized URL Access on
46.166.190. 161 |Netherlands  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
m nv- kosher - kr avi . i Paraneter Type Mol ation
176. 13.5. 23 | srael 147.237.0. 17 ny ct | 00$Cont ent A aceHbl der 1$t xt AreaRenarks in B ock 1
df il mny- kosher-kravi .idf.il/tenpl ates/trai ni ng/trai ni ng. aspx
80.246.130.29 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css |B ock 1
. . Unknown Paraneter docl.. in
66. 249. 64. 55 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ nai v gi yus/ general . aspx None 1
’ . . Uhaut hori zed URL Access to
8.37.70. 126 Lhited Sates [147.237.77.216|dover. i df . il vaw i df i 1/ engl i sh/ &usg=al ki r hj zvw f ocqy9gb2sv8c7a el - exq Bl ock 1
142.54.185.250 [lhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/test/wp-adnin/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 126 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237.77. 1701 pdf /11 | es/ 5/ 109415, pdf B ock 1
. . D stributed Uhauthorized URL Access on
46.166.190. 171 |Netherlands  |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
176.13. 9. 162 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
81. 95. 96. 160 Czech Republic |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/blog/wp-adm n/ Bl ock 1
. . Unknown Par anet er 4d9c6f40 in
66.249.64.190 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ kapat 2/ cont act Us. asp None 1
Russi an . . Uhaut hori zed URL Access to
31.184.238.200 |ciorion  |147-237.72.166)aka.idf i aka. i df.i1/sip storagel il es/ 9/ 61589. pdf /fil esnan Bock |
157.55.39. 149 [thited Sates [147.237.77. 176 |nat pash.i df .i | Unaut hori zed URL Access to www cogat . i df . il/894-10770-en B ock 1
. . Unaut hori zed URL Access to
66.249.79.242 |Israel 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994- 8929- he/ r ef uah. aspx Bl ock 1
50. 63. 197. 22 Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-admn/ B ock 1
195. 62. 53. 168 RJSf;:I”i on 147.237.77.234|hal ag. i df . i | Unhaut hor i zed URL Access to /css/ css B ock 1
89. 161. 202. 147 |Pol and 147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wordpress/wp-adnin/ B ock 1
. . Unhaut hori zed URL Access to
66.249. 64.235 |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 19754- he/ dover . aspx Bl ock 1
’ . . Uhaut hori zed URL Access to
40.77.167.8 Lhited Sates [147.237.72.166|aka.idf.il vown aka, i df i1/ | ui i t enpl at es/ vawn behazdaa., or g, i | B ock 1
i 1 H i Iy TM ™
157.55.39.196 |Uited Sates [147.237.77. 170 [n@ar achot . i of . | thauthori zed LR Access to marachot . i T1/pdf/filesl @™y oo |1
’ . . Uhaut hori zed URL Access to
68.180.231.40 |Uhited Sates  |147.237.77.74 |lawidf il wwy | aw i df.il/tenpl at es/ shar ed/ user control s/ | obbyi nf ocent eri t ent Bl ock !
m ny- kosher - kr avi . i j i
62.219.226.71 | srael 147.237.0. 17 "y l1egal Paraneter Encoding rnd in . None 1
af.il m ny- kosher -kravi . i df.i1/aj ax/ cr eat ecapt chai nage. aspx
’ . . DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . . D stributed Lhauthorized URL Access on
107.178. 195. 167|Uhited Sates |147.237.77.216|dover.idf .il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 64.238 | srael 147. 237.77. 216 |dover. i df . i | thauthori zed LR. /ccess to : B ock 1
wa i df i |/ engl i sh/ weebl yl i nk_new wi ndow
40.77.167.8 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka. idf.il/megurimskiraldefault.asp None 1
176. 12. 149. 230 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1250-he/ atal . aspx  |B ock 1
74.82.47. 4 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
Unhaut hori zed URL Access to
8.37.70.36 Uited Sates |147.237.77.216|dover.idf.il waw i df . i | /1116- en/ dover . aspx&usg=al kj r hgc6j | scvechuk_agbegny2 |Bl ock 1
hkemyw
] . . D stributed Lhauthori zed URL Access on
208.184.112.75 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178. 195. 167|lhited Sates |147.237.77.216|dover. i df .i | v i dff i | / 1133 22638- hel dover . aspx. B ock 1
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm B ock 1
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