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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 64. 190 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4791
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3430
82.221.105.7 | cel and 147.237. 76. 202 e halag.idf.il |Bock Np All Net drop 1
118.193. 21. 98 Chi na 147. 237.76. 176 test.ncore.idf.i|B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgna1ure Device Action ‘Count |

176.9.139. 131 Ger many 147.237.76.86 |navy.idf.il{0025: HITP. access to adninistrator/index. php -> Quarantine ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
66.249.64.50 [147.237.72.166|hited Sates |[aka.idf.il ET SCAN NVAP -sA (2) 2
93.174.93.153 |147 237 0.15  |Net herl ands kosher_kravi.idf.”El' SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
40.115.58. 160 [147.237.76.34 |Lhited Sates |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
210. 50. 197. 154 |147. 237. 77. 234 |Austral i a hal ag. i df.il ET SCAN NVAP -sS wi ndow 4096 1
132. 248. 94. 130 [147. 237.0. 200 |[Mexi co nau. i df il ET SCAN Potential SSH Scan 1
210. 50. 197. 154 (147. 237. 77. 234 |Austral i a hal ag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
132. 248. 94. 130 |147. 237. 76. 42 |Mexi co refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 30
75.120.131. 204 |Wnited Sates |[147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 8
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
84.109.3.6 | srael 147.237.77. 170 |naar achot . i of . i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 6
147.235.8. 72 | srael 147.237.72. 167 |ishuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 5
. . o SYNtACK retransmt wth .
147.235.8.72 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence di fferent w ndow scal e monitor |5
109.173.57.38 |ssian 147.237.0.34  |tikshuv.icf.il dr op Frst packet isn't SN drop 4
) ) ) Federati on ) T ) )
37.26. 146. 186 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 3
104. 34.132.160 |lLhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
37.26.146.186 |[Israel 147.237.72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> Tineout |[reject 3
37.26.146.186 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINWACK retransmt with monitor |3
different w ndow scal e
134.249.141. 4  |kraine 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 2
Sreaning Engine: TQP Invalid i i Ssi
40.77.167.8 Wited Sates |147.237.72. 166 |aka. i df.il g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
134.249.141.4 |lkraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
Sreaning Engine: TGP Invalid i i ssi
136.243.36.96  |Ger many 147. 237.77. 234 |hal ag. i of . i | 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
37.26.146.186 |Israel 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |alert 2
Sreanming Engine: TCP Invalid i i ssi
66.249.64.190 |lhited Sates |147.237.72.166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
74.82.47.23 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188.44.55.20  |ssian 147.237.0.17 | y-kosher-kravi.id \oyn ar t ack SYN -> SYN-ACK -> Timeout |reject 1
Feder at i on flil
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.32 Lhited Sates |[147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.84 |Whited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop 1
184.105. 139. 88 |[Lnited Sates [147.237.0.33 |idf.il drop drop 1
74.82.47.32 Wited Sates |147.237.77. 121 |e. navy.idf . il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
147.235.8.72 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
109. 66. 202. 23  |Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 103|Uhited Sates [147.237.8.50 | tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound dr op 1
enf or cenent
141.212.121. 185|wnited Sates  [147.237. 77. 212 |e. dover. i of .i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.60 Lhited Sates |147.237.0.35 [akaws.idf.il drop drop 1
o SYN+tACK retransnmt wth .
147.235. 8. 72 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence di fferent vindow scal & monitor |1
72.201.66.233 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 104|Lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 186|Wnited Sates  [147.237. 77. 212 |e. dover. i of .i Geo- | ocati on enf or cenent Sﬁfolrggi;'mon i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
67.191.239. 167 |Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. idf.il/main/ guys/ B ock 3
95. 108, 158. 144 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS A tack None 2
’ . . O stributed Unaut hori zed URL Access on
107.178.195. 171|Wnited Sates  |147.237.77. 216 (dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
. - Unaut hori zed URL Access to
136.243.36.96 |Ger many 147.237.72. 156 |aman. i df . i | v anan. i df . i 1/ consol ef cor e/ doc_myr / undef i ned B ock 1
66. 249. 64. 240 | srael 147.237.77. 216 |dover.i df.i | Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
; ] ] Unaut hori zed URL Access to
40.77.167.22  |Wnited States [147.237.77.176 |mat pash. i df . il v cogat i df i /i p storagel il es/ &/ 4148. pof &t Bl ock 1
] . . Distributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates (147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
176.9.139.131 |Ger many 147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
66.249. 64. 137  [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx  |Bl ock 1
195. 154. 146. 225|France 147.237.77.74 [lawidf.il I11egal HITP \ersion HITH B ock 1
31. 184. 238. 200 R‘Sf;:t”i o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 31. 184. 238. 200 B ock 1
. . Unaut hori zed URL Access to
136.243. 36. 96 |CGer many 147.237.77.233(atal . i df . i wwy atal .idf.il/tenpl at es/ shar ed/ user control s/ header upper/ Bl ock !
] ; ; Unaut hori zed URL Access to
66.249.66. 18 | srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1680 Bl ock !
. - Unaut hori zed URL Access to
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
; ] . Distributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
176.9.139. 131  |Ger nany 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp-1ogin. php B ock 1
] . . O stributed Uhaut hori zed URL Access on
107.178.195. 167|lhited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 64. 190 B ock
195. 154. 226. 90 |France 147.237.77. 176 |nat pash. i df .i| |Illegal HITP \ersion HITH B ock
Russi an Paraneter Type Mol ation
31.184. 238. 200 . 147.237.77.216|dover.idf .il ct1 00$Cont ent P acetbl der 1$ucArti ¢l eLobbyCont r ol $dat epi cker in B ock 1
Federation . )
waw i df . i | /1283- en/ dover . aspx
136.243.36.96 [Ger many 147.237.77.234|hal ag. i df . i | Mil ti pl e Unaut horized URL Access from 136. 243. 36. 96 B ock 1
Unaut hori zed URL Access to
66.249. 73. 203 |l srael 147.237.77.74 |lawidf.il v nag. i df . i1 /tenpl ates/tenpl at econt rol s/ news/ si p_storage/ fil es/ 6/ 144 |B ock 1
6. pdf /
. . Unaut hori zed URL Access to
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
] . . Distributed Uhaut hori zed URL Access on
208.184.112.75 |[Wited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
184.105. 139. 68 [nited Sates |147.237.0.19 |madimatal .idf.i|Wauthorized URL Access to 147.237.0. 19/ Bl ock 1
66. 249. 64. 230 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx B ock 1
201. 170. 233. 168|Mexi co 147.237.77. 176 |nat pash. i df .i| |Dstributed PP Atenpt Bl ock 1
Russi an Unaut hori zed URL Access to
31.184. 238. 200 ation 147.237.77.216|dover. i df .i | wwidf.il/tenplates/articlel/article.in. aspx/ tenpl at es/ sendt of ri end/ sendt o [Bl ock 1
ede friend. aspx
149. 78. 8. 160 | srael 147.237.72. 166 |aka. i df . i | SIS Untraceabl e Qonnection - sigal gs DoS Attack None 1
. . i H H - l) 9, SINpad
66.249.78.86 I srael 147.237.77.233|atal .i df .| thaut hori zed LRL Access to waw atal . idf.i1/927-he/x2xE x5o Bl ock 1
X Xex@RXex'XTMx” xex"xpexex'x™x| x"xT™Mx§x . aspx
. . O stributed Unaut hori zed URL Access on
66. 249. 64. 23 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
] . . Distributed Uhaut hori zed URL Access on
208.184.112. 75 |[Wited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
195. 62. 53. 168 RJSIS:;ni on 147.237.76.200|ei t an. aka. i df . i | [Unaut hori zed URL Access to /css/css B ock 1
] . . Distributed Uhaut hori zed URL Access on
107.178. 195. 171|lhited Sates |147.237.77.216|dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.64.235  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 20222- he/ dover . aspx Bl ock 1
40.77.167.8 Lhited Sates |147.237.72.166|aka.idf .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
201. 170. 233. 168|Mexi co 147.237.77. 176 |nat pash. i df . i|  [Unhauthorized URL Access to www cogat.idf.il/xnirpc. php B ock
174.129.228.67 |Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
. . Distributed Uhaut hori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
195. 154. 146. 225|France 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion HITH B ock 1
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