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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3702

66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 449
172.242.21. 12 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Dover Con Linmt Htps drop 28
172.242.21. 12 Lhited Sates 147.237.77. 216 dover.idf.il|F Dover Under Attack Con Htp drop 2

108. 232. 0. 17 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 2

5. 255. 253. 157 Russi an Federation 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 1

66. 249. 64. 50 | srael 147.237. 72. 166 aka.idf.il |TQP handshake violation, first packet not syn drop 1
172.242.21. 12 Lhited Sates 147.237.77. 216 dover.idf.il|F Dover Under Attack _Con_H ps dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘Target Address ‘Attacker Qountry

Signature

. L SERVER- APACHE Apache nod_ssl non- SSL connecti on
61.216.2. 13 147. 237. 76. 177 |Tai wan ncore.idf.il . _ 5
to SS9 port denial of service attenpt
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
66.249. 65. 43 [147.237.77.74 [Uhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
59.45.79.117 |147.237.77.121|Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
185. 106. 94. 16 |147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117 |147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
131.109.15.2 [147.237.76.202|thited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
59.45.79.117 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net
77.29.38.130 |147.237.0.17 [\Rcedonia the Former m ny- kosher - kravi .i df . i1 . . y 1
Yugosl av Republ i ¢ of Qonnections, Potential Scan or Brute Force
40.115. 58. 160 [147.237.76.30 |thited Sates hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
37.143.82.50 [147.237.77. 170 |Net her | ands naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
. o SERVER- APACHE Apache nod_ssl non- SSL connecti on
61.216.2.13 147.237.76. 38 |Tai wan e.eneitav.idf.il . - 1
to SS9 port denial of service attenpt
. . SERVER- APACHE Apache nmod_ssl non- SSL connecti on
61.216.2.13  [147.237. 72. 156 |Tai wan anan.idf.il . - 1
to SS9 port denial of service attenpt
59.45.79.117 |147.237.77.176|Chi na nat pash. i df i | ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
131.109.15.2 |147.237.76. 202 |Wited Sates e.halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
59.45.79.117 |147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
128.199. 60. 57 |147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
40.115. 58. 160 |147.237.76.39 |[Lhited Sates nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 |147.237.77. 170 |Net her| ands naar achot . i df . i | ET SCAN NVAP -sS wi ndow 4096 1
. I SERVER- APACHE Apache nmod_ssl non- SSL connecti on
61.216.2.13  [147.237.76.86 [Tai wan navy. i df.il . e 1
to SS9 port denial of service attenpt
, _ L SERVER- APACHE Apache nmod_ssl non- SSL connecti on
61. 216. 2. 13 147. 237. 76. 30 |Tai wan hi nush.idf.il . = 1
to SS9 port denial of service attenpt
. . . SERVER- APACHE Apache nmod_ssl non- SSL connecti on
61.216.2.13  [147.237.8.46 |[Taiwan e. chinuch. i df .il . e 1
to SS9 port denial of service attenpt
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|Top Attackers In FW |

Attacker Address |Attacker Country‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
61.216.2. 13 Tai wan 147.237.77.19 |lawforumidf.il ge;;ir:t n?_i E:%I r;:f o-l;(zarrent ;CIPO \fezg:;fje:ég gaclf:txi dr:'é';pe 4 |orop 9
61.216. 2. 13 Tai wan 147.237.76.42 |refuah.idf.il ge;?rir:t n?_i Ii':gt]' r:;:f oTrOcDerrent ;CIPO \fe%gzg;erﬁ’c“; (;faC::tXi d’:‘ég‘pe 4 |drop 9
61. 216. 2. 13 Tai wan 147.237.76.86 |navy.idf.il ge;;ir:t n?_i E:%I r;: . o-l;(zarrent ;CIPO \fezg:;fje:ég gacl?:txi d':‘(’)?pe 4 [arop 6
84.109.3.6 | srael 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
91.200. 12. 137  |lkrai ne 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 4
91. 200. 12. 137 Lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
61.216.2.13  |Tai van 147. 237. 76. 147 |chi nuch. aka. i df .i ge;iz:'t n?_i :2' r:;:f oTrOcDemant ;?Do;ezggzzfje:c‘g ‘lfaC:::‘i d':‘g:"pe 4 |erop 3
61.216. 2. 13 Tai van 147.237.76.39 |nobil e. nei tav. i df i ge;?rir:t n?_i E':Qt]' r:;: . ;?ement ;CIPO \fezg:ggae:c‘g_ gaclf:t’“ d’:‘;’;pe 4 |drop 3
109.65.18.88 [l srael 147.237.77. 233 |atal i df i Bad TCP sequence fg;;e”ansmt with different wndow) oo |3
5. 255, 253, 157 | UsSian 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 2
Feder ati on
61.216.2.13 Tai wan 147.237.77.178 e matpash.idf.il  |Geo-| ocati on enfor cenent Geo-| ocati on inbound enforcenent  |drop
109. 236. 82.50  |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
40.77.167.8 Wited Sates  |147. 237. 72. 166 |aka i df .i Streaning Engine: TCP Invalid segnent retransmssi on. drop 2
Inval id Retransn ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
61.216.2. 13 Tai wan 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
185. 3. 144. 13 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
61. 216. 2. 13 Tai wan 147.237.0. 35 akaws. i df .il dr op drop 2
61.216.2.13 Tai wan 147.237.77. 121 |e.navy.idf . i1 Geo- | ocati on enf or cenent Geo-l ocati on inbound enf orcenent  |drop 2
198. 50. 200. 135 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 2
172.242.21.12 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
61.216.2.13 Tai wan 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-l ocati on inbound enf orcenent  |drop 2
61.216.2.13 Tai wan 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence Inval i d AGK nunber monitor |1
188. 44. 55. 20 :ZZ::FI on 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
61.216.2.13 Tai wan 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence Inval i d ACK nunber mnitor |1
142. 4. 213. 25 Canada 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni tor |1
46.166. 188. 199 |Net her| ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow monitor |1
89.31.57.5 Italy 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow mnitor |1
61.216.2. 13 Tai wan 147.237.76. 198 |e.yohal an.idf il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
61.216. 2. 13 Tai wan 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 1
184. 105. 139. 123|Uhited Sates 147.237.8.50 [e.tikshuv.idf.il |Geo-1 ocation enforcenent Geo-| ocati on inbound enforcenent  |drop 1
61.216.2. 13 Tai wan 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enforcenent Geo-1 ocation inbound enforcenent |drop 1
74.82.47.55 Lhited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
61.216.2. 13 Tai wan 147.237. 76. 199 |e. nakchal .i df . il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent  |drop 1
216. 218. 206. 82 |Whited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 123|lLhited Sates 147.237.76. 198 |e.yohal an.idf il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
61.216.2. 13 Tai wan 147.237.8.27 |e.nadimatal.idf.il|Geo-| ocati on enf or cenent Geo- | ocation i nbound enf orcenent  |drop 1
128.199. 60. 57 |9 ngapore 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow mnitor |1
77.127.203. 141 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
61.216. 2. 13 Tai wan 147.237.76. 148 |gqcent er. aka. i df . i | |dr op drop 1
193.90. 12. 90 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
61.216. 2. 13 Tai wan 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber aert 1
61.216. 2. 13 Tai wan 147.237.0. 33 idf.il dr op drop 1
5.52.5.57 'F;;‘EBI :i' ?‘C 147. 237. 77. 176 |nat pash. i df .| Bad TCP sequence Invalid ACK nunber aert 1
216. 218. 206. 124|lhited Sates 147.237.8.27 |e.nadimatal.idf.il|Geo-| ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop 1
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|Top Attackers In V\AF|

Attacker Address Atacker Target Address |Site Sgnature Devi ce

‘Count

Country Action
] . . D stributed Uhauthorized URL Access on
107.178. 195. 167|lhited Sates [147.237.77. 216 |dover.idf. il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 2
] . . DO stributed Lhaut hori zed URL Access on
204.13.200.200 [lLhited Sates |[147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 2
96. 23. 158. 72 Canada 147.237.77. 216 |dover.i df . il D stributed Unauthorized URL Access on waw i df.il/xmrpc. php Bl ock 1
] . . DO stributed Lhaut hori zed URL Access on
208.184.112.75 |lWnited Sates |[147.237.77.216|dover.idf.il v i dff . i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1235-he/ atal . aspx  |B ock 1
192. 115. 100. 190|I srael 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod HEAD for wwy aka.idf.il/iturimdasp/wars.asp |B ock 1
61.216.2.13 Tai van 147.237.76. 147 |chi nuch. aka. i df . i|  |Uhauthori zed UR. Access to / B ock 1
41.228.167. 4 Tuni si a 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
125. 212. 121. 172|Phi i ppi nes 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
80. 246. 136. 133 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 64. 233 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
208.115.113.89 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Molation SortOr in wwidf.il/1283-en/dover.aspx |B ock 1
Russi an ny- kosher - kravi . i df [0 stributed Waut horized URL Access on
178. 154. 243. 93 Federation 147.237.0.16 il v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/| ogi n. aspx Bl ock !
61.216.2.13 Tai wan 147.237.76.39 |nmobi | e. neitav.idf. il |Uauthorized UR. Access to / B ock 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1238-he/ atal . aspx  |B ock 1
61.216.2.13 Tai van 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to / B ock 1
192.195. 154, 172|Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/aman Bl ock 1
41.228.167. 4 Tuni si a 147.237.77.74 |lawidf .il Distributed Unauthorized URL Access on wwwy | aw i df.il/xmrpc. php |B ock 1
125. 212. 121. 172|Fhi i ppi nes 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
Russi an ny- kosher -kravi . i df |oistributed Waut hori zed URL Access on
95.108. 158. 173 Federation 147.237.0.16 il v ny- kosher-kravi .idf.il/tenpl ates/|ogi n/|ogin. aspx Bl ock !
. . DO stributed Lhaut hori zed URL Access on
66.249.64.235 |Israel 147.237.77. 216 |dover . i df . i | 147.237. 77. 216/ 1133- he/ dover . aspx Bl ock 1
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Miolation SortDr in wawidf.il/1397-en/dover.aspx |B ock 1
Russi an ny- kosher - kravi . i df |unaut hori zed URL Access to
178.154.243. 96 Federation 147.237.0.16 il v ny- kosher-kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx B ock 1
61.216. 2. 13 Tai wan 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
Russi an ny- kosher - kravi . i df |ostributed Uaut hori zed URL Access on
5. 255.253. 116 Federation 147.237.0.16 N wawe ny- kosher-kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx B ock 1
] . . O stributed Whaut hori zed URL Access on
107.178.195. 167|Wnited Sates  |147.237.77.216|dover. i df . i | v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77.176 mat pash. i df.il v cogat i dff i 1/901- ar/ cogat . aspx Bl ock 1
66.249. 64. 137 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
105. 62,53 168 |oSSI 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to /css/css B ock 1
Federation
46.117.24.227 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
Russi an ny- kosher -kravi . i df |oistributed Waut hori zed URL Access on
130.193.50. 11 Federation 147.237.0.16 Ol wan ny- kosher -kravi . i df .i | /tenpl ates/ | ogi n/ | ogi n. aspx Bl ock !
' - kosher - kravi . i df
95. 108. 158. 191 g;z:;nl on 147.237.0. 16 niyl Lhaut hori zed LR Access to waw ny-Kkosher-kravi.idf.il/robots.txt [B ock 1
208.115.113.89 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Molation SortDr in wwidf.il/1438-he/ dover.aspx |B ock
66.249. 64.238 |[lIsrael 147.237.77.216|dover.i df .l Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/ vi ew i ny. asp B ock
Russi an ny- kosher - kravi . i df [0 stributed Waut horized LRL Access on
178.154.243. 114 Federation 147.237.0.16 il v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/| ogi n. aspx Bl ock !
. . . Mil tiple Lhtraceabl e SS. Sessi ons from®61. 216. 2. 13 (Prot ocol
61.216.2. 13 Tai wan 147.237.76.86 |[navy.idf.il viol ation (SSL GO QLI ENT HELLO)) None 1
Russi an ny- kosher - kravi . i df |bistributed Uauthori zed UR. Access on
5.255.253. 166 Federation 147.237.0.16 il v ny- kosher -kravi .idf.il/tenpl ates/|ogi n/| ogi n. aspx Bl ock !
] . . D stributed Uhauthorized URL Access on
107.178.195. 171|thited Sates [147.237.77.216 |dover.idf. il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
79.176.216. 1 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/valtam B ock 1
136.243.36.96 |Ger many 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/giyus/ xx?x@x"  |B ock 1
. . . Mil tipl e Lhtraceabl e S Sessi ons from61. 216. 2. 13 (Prot ocol
61.216.2.13 Tai wan 147.237.72. 156 |arman. i df . i | viol ation (SSL GO QLI ENT FELLO)) None 1
96. 23. 158. 72 Canada 147.237.77.216|dover. i df . il Distributed PHP Attenpt B ock 1
] . . DO stributed Whaut hori zed URL Access on
208.184.112.74 |Wited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.66.67  |Israel 147.237.77. 170 [maar achot . i df . i | 147.237.77. 170/ 71652- he/ naar achot . aspx Bl ock 1
Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df . i www i df . i 1/engli sh/ announcement s/ 2002/ j une/ kkkkkkk=cb7c¢1679 |B ock 1
kkkkkkk_cb7c1679
61.216. 2. 13 Tai wan 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 1
40.77.167.8 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 65. 18. 88 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1242- he/ at al . aspx Bl ock 1
79.176.216. 1 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.i|/xmrpc. php B ock 1
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