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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3408

66. 249. 65. 43 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 112

115. 239. 228. 8 Chi na 147.237.0. 33 idf.il Frk Under Attack Con Htp drop 2
223.246. 124. 227 Chi na 147. 237. 76. 202 ehalag.idf.il |Block Udp Al Nets drop 1

115. 239. 228. 8 Chi na 147.237.0. 33 idf.il Frk Purple Gn Limt Htp drop 1
223.246.124. 227 Chi na 147.237.76. 199 e. nakchal .idf.il|B ock Wdp All Nets drop 1
223.246. 124. 227 Chi na 147.237.76. 200 eitan. aka. idf.il|B ock_Wdp All Nets drop 1
223.246.124. 227 Chi na 147.237.76. 201 e atal .idf.il B ock_Udp Al _Nets drop 1
223.246. 124. 227 Chi na 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1




12-07-2015-02:04:02 to 12-07-2015-03:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Device Action |Oount
106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
78. 46. 50. 246 Ger many 147.237.77.216  |dover.idf.il C1000106: HITP. naj estic bot B ock 1




12-07-2015-02:04:02 to 12-07-2015-03:04:02

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 55 147.237.72.166  |United Sates aka.idf.il ET SCAN NVAP -sA (2) 2
62.212.77. 44 147. 237.76. 30 Net her | ands hi nush. i df . i 1 ET SCAN NMAP -sS wi ndow 1024 1
210.117.121. 60 147. 237.76. 30 Korea, Republic of hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
182.254.149. 138  [147.237.72.156  |China aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 147.237.77.170  [Wkraine nearachot.idf.il  |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
91. 201. 236. 113 147.237.77.19 (krai ne lawforumidf.il  |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
74.117.209. 135 147.237.77.234 |lhited Sates hal ag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
62.212.77. 44 147.237.76. 31 Net her | ands nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
40. 115. 58. 160 147.237.77.216 |lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 147.237.77.170  |lkraine mearachot.idf.il  |[ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 147.237.77. 19 Wkrai ne lavforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
81.169. 251. 74 147.237.0. 19 Ger nany nadimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1




12-07-2015-02:04:02 to 12-07-2015-03:04:02

|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
66.249.78.130 |lnited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 20
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.10.143  |Israel 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
40.77.167.8 Lhited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
91.200.12.136 |kraine 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Sreaning Engine: TQP Invalid i i ssi
199.30.25.230 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
80.179.23.225 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
46. 19. 86. 68 | srael 147.237.72. 167 |i shurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi
84.228.46.233 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | ., 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.137 |lnited Sates  |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. |y, 2
Ret r ansmi ssi on Packet dr opped.
202. 180. 34. 186 |Japan 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
46. 19. 86. 151 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
221.199.217. 173|Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
5.144.131. 170 'Rrezﬂ'bl i'i'z'fm 147. 237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber monitor |1
141.212.121. 188|lhited Sates 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 151 | srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.113. 84 |Lhited Sates 147.237.77. 74 [lawidf.il drop SAMrule drop 1
141.212.121. 185|thited Sates 147.237.77. 179 |e.nazi .i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80.179.23.225 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |1
203. 127.96. 216 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 1
141.212.121. 188|lhited Sates 147.237.76.38 |e.e.neitav.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 252 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |1
212.56. 214, 173 |0/ dOV& 147.237.72. 217 |e.idf .1 Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
Republ i ¢ of enf or cenent
141.212.121. 185|tnited Sates 147.237. 77. 243 |nobil e.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 216 |9 ngapore 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 189|tnited Sates 147.237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94.208. 175. 185 |[Nether| ands 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber monitor |1
64.237.45.116 [lLhited Sates 147.237.77. 216 |dover.idf .i | Drectory Traversal directory traversal overflow noni t or 1
198. 20. 69. 74 Lhited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 187 |nited Sates 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 3.6 | srael 147.237.77. 170 |maarachot.idf .il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
203.127. 96. 216 |S ngapore 147.237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 190|nited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 184|nited Sates 147.237.77. 179 |e. nazi .i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.0.33 [idf.il drop drop 1
5.144.131. 170 IFL.ZEBI :i'?’f"'c 147. 237.77. 216 |dover. i df .1 Bad TCP sequence Inval i d ACK nunber aert 1
141.212.121. 187 |nited Sates 147.237.76.38 |e.e.neitav.idf.il[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
. . SYN+AXK retransmit with different .
203.127. 96. 216 |9 ngapore 147.237.77. 216 |dover . i df i | Bad TCP sequence i ndow scal & noni t or 1
141.212.121. 184|nited Sates 147. 237. 77. 243 |nobi l e.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
40.77.167.8 Lhited Sates 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenporary |B ock 3
} . . D stributed Lhauthorized URL Access on
107.178.195. 171|Uhited Sates 147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
2.54.176. 74 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 2
: . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
50.245.59.163 [lhited Sates 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unhaut hori zed URL Access from 50. 245, 59. 163 B ock 1
Uhaut hori zed URL Access to
157. 55. 39. 38 Lhited Sates 147.237.0.15 |kosher-kravi . i df . i [ww kosher-kravi .idf.il/tenpl at es/ shared/ user control s/ hea |B ock 1
der upper/
Macedoni a, the Forner . . .
95. 180. 209. 142 Yugos! av Republ i ¢ of 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 (dover. i df . il 147, 237.77. 216/ 1133- he/ dover . aspx Bl ock 1
. . . Uhaut hori zed URL Access to
5.102.173.71 Wi ted K ngdom 147.237.77. 216 [dover . i df . i | ww i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
: . . D stributed Lhaut hori zed URL Access on
208.184.112.75 [Uited Sates 147.237.77. 216 [dover. i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249.79. 235 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
: . . . Uhaut hori zed URL Access to
50.245.59. 163 |Lhited Sates 147.237.0.34 |tikshuv.idf.il e ti kshuw. i df i 1/ 1048- 7490- he/ Bl ock 1
157.55.39. 119 |Uited Sates 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
95. 180, 209, 142 |Mcedoni &, the For ner 147.237.77. 216 |dover . i df . i | Lhaut hor i zed URL Access to waw i df.il/xmrpc. php B ock 1
Yugosl av Republ i ¢ of
66.249. 64.235 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
5.255. 253,157  |Russi an Federation 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation Searchext in Bl ock 1
waw i df . i |/ 1065- he/ dover . aspx
. . D stributed Lhauthorized URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover.i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
80. 246. 136. 133 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
52.91.90. 156 Lhited Sates 147.237.77. 170 |n@arachot . i df . i | |Unauthori zed LRL Access to /robots. txt B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
. . . DO stributed Unaut hori zed URL Access on
107.178. 195. 167 |Whited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 64.240  |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1133- 19178- he/ dover . aspx Bl ock 1
. . DO stributed Unaut hori zed URL Access on
150. 70. 173.57  [Japan 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
93.13.181.194 |France 147.237.72. 166 |aka. i df . i | v aka i of i 1/ @i 1V scri pt s/ css3pi e. ht c B ock 1
. . . Uhknown Parareter docid in
64.237.45.116 |Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i of i |/ kenhar /Kl al i/ def aul t . asp None 1
} . . D stributed Lhauthorized URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
1.120.133.84  |Astralia 147.237.77. 216 |dover . i df . i | tnaut hor | zed UR. Access to Bl ock 1
wa i df . i |/ 894-en/i df gdover . aspx
. . . Uhaut hori zed URL Access to
66.249.78.133 |[lIsrael 147.237.0.34 |tikshuv.idf.il i kshuv. i of i |/ nai v gi yus/ general . aspx B ock 1
40.77.167.8 Lhited Sates 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from40. 77. 167. 8 B ock 1
. . D stributed Unaut hori zed URL Access on
150. 70.173.57  |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
93.172.0. 235 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
] . . URL is Above Root DOrectory
64.237.45.116 [lLnited Sates 147.237.77. 216 |dover.idf .i | wiw i df i1/ ./ shar ed user cont rol s/ header upper / B ock 1
: . . D stributed Lhauthorized URL Access on
107.178.195. 171 |Uhited Sates 147.237.77.216|dover. i df . i | v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66.249.79.228 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8935- he/ r ef uah. aspx Bl ock 1
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