12-07-2015-01:05:03 to 12-07-2015-02:05:03

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
2, 000+"
1, 5007 M dover.idf.il
1 W aka.idf.il
1, 000+ B refuah.idf.il
7 Wiawidf.il
Nur(;ber 500+ M rmaarachot . idf.il
At t acks | .aFal'ldf'l! .
- ' " [Meitan. aka.idf.il
: ' ) ; S . M nat pash. i df . i |
. 2 N\ A > ? N N N
604@ & Q,}oé\ \? 6\6‘ & ‘§‘,§- Q’z’(}\ é@(\ N aman.idf.il
o3 . .
A o o & N B vy chamat 7. aka., i df i |
& &
&
Top Tar get
[Top Attackers |
2, 000
1, 500
W 167. 114. 156. 16
i 41.33.231.90
1. 000 [ 78. 165. 91. 226
46. 19. 85. 43
Number i Hl 213. 57. 188. 188
d B 46. 236. 24. 53
At tacks 500-
[ 46. 19. 85. 131
i M 66. 249. 67. 173
5. 28. 144. 152
0- 149. 78. 207. 202
D(‘b '3)% (o"b ,\"b\' \/«\(b '\<?q/ Q‘L .
b, (9. b(‘
4 & > ) o A~ o A
- 32) S- O .
N LIS AR, G A
A- o S A
NS 0 v

Top Attackers



12-07-2015-01:05:03 to 12-07-2015-02:05:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3380
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
78.165. 91. 226 Tur key 147.237.77.74  |lawidf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 2
78.165. 91. 226 Tur key 147.237.76. 42 refuah.idf.il [9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 1
78. 165. 91. 226 Tur key 147.237.77.176 |natpash.idf.i| [9221: HTTP: PUT Method Execution over HITP/ WbDAV B ock 1
78.165. 91. 226 Tur key 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Sl'te |Signature |Count\
78.165.91.226  |147.237.77.74 |Turkey lawidf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) 12
78.165.91.226  [147.237.77. 216 |Turkey dover.idf.il Tehi | a defacenent attenpt (-Hacked By- sent to Veb Server) 6
78.165.91.226 |147.237.77. 176 |Turkey nat pash. i df . i | Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 6
78.165.91.226  |147.237.76.42 |Turkey refuah.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 102. 8. 139 147.237.72. 166 |Wnited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
91.218. 246. 103 |147. 237.76. 42 gjj:tnim refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236. 114 |147.237.0.15 |lkraine kosher-kravi.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122(147.237.0.34 |China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.117.209. 135 [147.237.77.233|thited Sates atal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
159. 122. 238. 133(147. 237.8.50  |Nether| ands e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
159. 122. 238. 133|147.237.8.50 |Net her| ands e.tikshuv.idf.il |ET SCAN NVAP -f -sS 1
142.54.163. 74 |147.237.72.14 [Lnited Sates dover.idf.il(old) [ET SCAN NVAP -sS wi ndow 3072 1
91.218. 246. 103 |147. 237. 76. 31 ?ég:;;”im nakchal .idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
81.169.251.74 |147.237.0.35 |Ger many akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
220.231.195. 122(147.237.0.34 |China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
213,57 188. 188 |147. 237 77. 2331 5 ael atal il ET DO5 Large amount of TGP ZeroVWndow - Possibl e Nkiller2 DDos 1
attack

185. 106. 94. 91  |147. 237. 76. 200 eitan.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
159. 122. 238. 133(147. 237.8.50  |Nether| ands e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
142.54.163.74 |147.237.72.14 |lhited Sates dover.idf.il(od) |ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 236. 24. 53 United Kingdom |147.237.77.170 |naarachot.idf.il drop Frst packet isn't SN drop 9
46. 19. 85. 43 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |7
46.19. 85. 131 I srael 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 7
149. 78. 207. 202 |l srael 147.237. 72. 156 |anan. i df .il dr op Frst packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i SSi
66.249.67.173 |Uited Sates  |147.237.76. 200 |ei tan. aka i df . 9 =g Inval i d segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
213.57.188.188 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor (6
46.19. 85. 86 I srael 147.237.77. 226 | "} chamatz. aka.idf 1pad TOP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 43 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 5
Sreaming Engine: TGP Invalid i i sSi
199.30.25.17  |wited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dr opped.
212.143.142.56 |Israel 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop
213.57.188.188 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert
5.28. 144. 152 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject
Sreaning Engine: TCP Invalid i i ssi
109. 160. 169. 2381 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
e SYNtACK retransmt wth .
5.28. 144. 152 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor 3
Sreaning Engine: TCP Invalid i i ssi
79.179.171.32  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
84.109.3.6 | srael 147.237. 77. 170 |n@arachot . i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
Sreanming Engine: TCP Invalid i i SSi
66.249. 64.190 |United Sates 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 67. 164 |Lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Inval i d segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Iran, Islanic . . .
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 2
46. 19. 85. 200 | srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
95. 38. 61. 199 'F;zz'bl 1M |147.237. 77. 216 |dover i ot Bad TCP sequence I'nval i d AGK nunber monitor |2
. . SYNFACXK retransmt wth .
46.19. 86. 17 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal 6 monitor |1
87.68.32.30 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
46.19. 86. 243 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212. 121. 180|lnited Sates 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
167.57.148. 191 |Uruguay 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. . SWNretransnit wth different .
93.173.132.9 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 1
46.120. 6. 134 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
5. 29. 160. 89 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
141.212. 121. 181|lnited Sates 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
o SYNtACK retransmt wth .
167.57.148. 191 |Uruguay 147. 237. 77. 216 |dover.idf . il Bad TCP sequence di fferent vi ndow scal moni t or 1
46.120. 6. 134 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber mnitor |1
Russi an R
146.185. 239.102| ° ~0 147.237.0.35 |akavs.idf.il drop drop 1
Russi an . . . Geo- | ocati on i nbound
146. 185. 239. 102 ) 147.237.77.61 |e.cogat.idf.il Geo- | ocati on enf or cenent drop 1
Federati on enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
93.173. 39. 23 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.108. 184. 148 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 3
46.120.98.156 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS At ack None 2
176.12.147.35 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
195. 154. 146. 225|France 147.237.77.216|dover . i df . i Miltiple Illegal HITP Version from 195. 154. 146, 225 Bl ock 2
84.94. 25. 201 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
208.184.112.74 |United Sates [147. 237. 77. 216 |dover . i df . i | b stri bt oc ;f;;_t:gg'sg?ﬁeﬁvﬁcfspsn Hock |2
176.12.140.37 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
195. 154. 146. 225|France 147.237.77.216|dover . i df . i I11egal HITP Version HITH Bl ock
Unaut hori zed URL Access to
66. 249. 64. 17 I srael 147.237.77. 176 |nat pash. i df . i | vy cogat . i df . i |/ usef ul i nf or nat i on/ speaker of nat pash/ pages/ aavar at ksaf i ni |Bl ock 1
8022010. aspx
136.243.36.96 [Ger many 147.237.77.216|dover . i df . i Mil ti pl e Unaut hori zed URL Access from 136. 243. 36. 96 Bl ock 1
40.77.167.57  |Wnited Sates [147.237. 77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt Bl ock 1
93.173.2.32 I srael 147.237.77. 170 [naar achot . i df . i | |Waut hori zed URL Access to waw naarachot. i df.il/xmrpc. php Bl ock 1
Unaut hori zed URL Access to www i df.il/m vtza>NPB BuNtD, £ B>NE
208.115.111. 73 |Wnited Sates [147. 237. 77. 216 |dover. i df . i | DYVDYDYa NP Bt Nbu</ a>, N?B¥D- B B° DvPvpyDYs B B»N? N?ND, N... |B ock 1
NFEUB»BUBL . </ p></ di v></ di v><t abl e cel | spaci ng=
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm B ock 1
107.178. 195. 163|lhited Sates [147. 237. 77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df .il/1133-22638- he/ dover . aspx. Bl ock
5.9.36. 66 Germany  [147.237.77. 216 |dover . i df .i | b stri bt ec lLr;;f:;ggg—eﬂeﬁ)vﬁ??ssp;n Bock |1
79.183.115. 163 |[Israel 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/xmrpc. php Bl ock 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
136.243.36.96 [Ger many 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df.il/hinush Bl ock 1
40.77.167.75 Uhited Sates|147.237. 77. 170 |maar achot . i df . i | |Waut hori zed URL Access to maarachot.idf.il/pdf/files/ 319, Bl ock 1
66.249.78. 11 | srael 147.237.77.233|atal .idf.il Distributed Unhaut hori zed URL Access on 147. 237.77. 233/ robot s. t xt B ock 1
208.115.113. 89 |Lhited Sates [147.237.77. 216|dover.idf .il Unaut hori zed URL Access to waw i df.il/1283-18764-en/ B ock 1
54.152.228.19 |lnited Sates [147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to wan aka. i df.il/ituriniasp/ asp Bl ock 1
176.13.6.25 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
107.178. 195. 171 Ui ted Sates |147. 237. 77. 216 |dover . i df . i | D stri utec lfsgfggzgfﬂeﬁﬁff:pﬁn Bock |1
37.26.149.156 |[lIsrael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
204.13.200.200 |United Sates [147. 237. 7. 216 |dover . i df . i | b stri bt ec lfsgfggzgfﬂeﬁvﬁff;p;” Bock |1
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock
41.109.176.44 |Ageria 147.237.77.74 |lawidf.il PHP Attenpt B ock
149.78.38.179 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
93.173.132.9  [Israel 147.237.77. 234 |hal ag. i df .i | o r2'3t7’“t7§d2;27‘:’;:;:;2%%&?72? T Bock |1
66.249.79.235 [Israel 147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8948- he/ r ef uah. aspx Bl ock 1
54.175.3.91 Lhited Sates [147. 237. 77. 216 |dover. i df . i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock
176.13.10. 125 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
107.178.195. 171 Wi ted Sates [147. 237. 7. 216 |dover . i df . i | b stri bt ec lfsgfggggg?ﬂeﬁvﬁff;p;” Bock |1
40.77.167.8 Lhited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df . i1/ consol e/ core/ doc_ngr/ nul | Bl ock 1
207.46.13.155 |lLhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/tenpl ates/tal king fromfield/ |B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
41.109.176.44 |Ageria 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
157.55.39.205 |Uhited Sates|147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/14-he B ock 1
107. 150. 42. 186 |Lhited Sates |147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover . aspx Bl ock 1
79.179.60.128 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
208.184.112. 75 |United Sates [147. 237. 77. 216 |dover . i df . i | b stri bt oc ;f;;_t:g;gfﬁeﬁvﬁcfspsn Hock |1
176.228.69.92 |Israel 147.237.77. 234 |hal ag. i df . i | i;t rzlsgu;(;dZEZ?T;:Z:;?%;:&/&T?: l‘_”:}i . Bock |1
66.249.64.9 | srael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df . i/ about/ nat ehanat pash B ock 1
109. 201. 154. 138[Net herl ands  |147. 237. 77. 216 |dover . i df . i | D stri utec lfsgfggzgfﬂeﬁﬁff:pﬁn Bock |1
40.77.167.8 Lhited Sates [147.237. 72. 166 |aka. i df . i | Lhknown Paraneter 136¢d360 in waww aka. i df.il/mai n/ hone/ defaul t.aspx  |None
93.173.2.32 I srael 147.237.77. 170 |maarachot . i df . i | |Ostributed PHP Attenpt B ock
208.115.111.73 |lhited Sates [147. 237. 77. 216 |dover.i df . i | Ml ti pl e Uhaut horized URL Access from 208.115. 111. 73 B ock 1
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