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|Top Attackers | n DDoS- Def ence |

12-07-2015-00:04:00 to 12-07-2015-01:04:00

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3338
115.230. 124. 164 Chi na 147.237.76. 200 eitan. aka.idf.il JLM Under _Attack_Con_Tcp drop 2
192. 0. 78. 26 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 1
192. 0. 78. 26 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bock Np Al Net drop 1
115. 239. 228. 8 Chi na 147.237.0.19 nadi matal .idf.il Frk_Under Attack Con Htp drop 1
192. 0. 78. 26 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Np Al _Net drop 1
79.179.172. 225 | srael 147.237.72. 166 aka.idf.il Invalid L4 Header Length drop 1
115. 239. 228. 8 Chi na 147.237.76. 176 test.ncore.idf.il JLM Under _Attack Con Htp drop 1
192. 0. 78. 26 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
81.1.188.198 Russi an Federation 147.237.76. 147 chinuch.aka.idf.il |Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.79. 6 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
74.117. 209. 135 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
61. 240. 144. 64 147. 237.77. 176 Chi na nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
60. 29. 182. 175 147. 237. 76. 199 Chi na e. nakchal .idf i ET SCAN Potential SSH Scan 1
60. 29. 182. 175 147. 237. 76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
203.197. 205. 118 147. 237.77. 233 India atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 29. 182. 175 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
203.197. 205. 118 147. 237.76. 30 Indi a hi nush. i of . i | ET SCAN NMVAP -sS w ndow 1024 1
46. 146. 220. 220 147.237.77. 216 Russi an Feder ati on dover.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 91 147.237.76. 42 refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.169. 251. 74 147.237. 0. 34 Ger nany tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
74.117. 209. 135 147. 237. 76. 30 Lhited Sates hi nush. i df i | ET SCAN Potential WNC Scan 5800- 5820 1
60. 29. 182. 175 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
60. 29. 182. 175 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
203.197. 205. 118 147. 237.77. 233 India atal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
60. 29. 182. 175 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
203.197. 205. 118 147. 237.76. 30 Indi a hi nush. i of . i | ET SCAN NMAP -sS w ndow 3072 1
60. 29. 182. 175 147. 237. 76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
185. 106. 92. 33 147.237.0. 15 kosher-kravi .i df .i ET SCAN Potential SSH Scan 1
74.117. 209. 135 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

176.13.22.144 |l srael 147.237.77. 234 |hal ag.i df .il ) o dro 58
ag Inval i d Retransni ssion Packet dr opped. P
209.73.141.174 |Anonyrmous Proxy |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 48
S reamng Engi ne: TCP i
79.179. 172. 225 |Israel 147.237.72. 166 |aka.i df . i mng =g I nval i d checksum Packet drop 42
Inval i d Checksum dr opped.
209.73.141. 174 |Anonyrmous Proxy |147.237.77.226 V‘:"l"’“ha"atz'aka"df drop First packet ismt SWN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
St reaning Engine: TCP Inval i d segnent retransnission
157.55.39. 5 Lhited Sates 147.237.77. 234 |hal ag.i df .i 1 ) o " |drop 20
Inval i d Retransnission Packet dr opped.
141. 0. 15. 117 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
R SYNWAXK retransmt with .
46. 19. 86. 82 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence different vindow scal e monitor |14
46.19. 86. 82 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 10
46. 19. 86. 82 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 6
77.125.114. 219 | srael 147.237.77. 226 V‘;":"“hamz' aka. 1l |oyN At tack SYN -> SYN-ACK -> RST reject |6
S ream ng Engi ne: TCP i i ssi
77.127.101.92  |israel 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
213.57.138.84 |[Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti meout |reject 6
reamng BEngi ne: T i i ssi
77.127.203. 141 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid segnent retransmssion. | ., 6
Invalid Retransnission Packet dr opped.
Streanming Engine: TCP Inval i d segnent retransnission
207.46.13.103 |Uhited Sates 147.237.77. 234 |hal ag.i df .il ) o " |drop 6
Inval i d Retransnission Packet dr opped.
79.179.37.105 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
79.179.37.105 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
reamng BEngi ne: T i i ssi
40.77.167.8 Wited Sates 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 4
Invalid Retransnission Packet dr opped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect
213.57.130. 222 |l srael 147.237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tineout |alert
Sreamng BEngi ne: TCP i i ssi
46.19. 86. 56 I srael 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i Ssi
109.65.196.23  |Israel 147.237.72. 166 |aka. i f .11 mng thgine. Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
81.17.31.222  |Switzerland 147, 237.72. 166 |aka. i of .i mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
213.57.130. 222 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
. ) SYNtAXK retransmt with .
213.57.130.222 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence di fferent i ndow scal e noni t or 3
S reaming Engi ne: TCP i issi
79.176.65.126 |l srael 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
84.110.7.156  |Israel 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
79.180. 126. 216 I srael 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
79.181.193. 113 |[Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
5.102.254.170 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |3
82.166. 120. 166 |l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
46. 19. 85. 228 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 2
S reanming Engi ne: TCP i issi
66.249. 64.190 |Liited Sates 147. 237. 72. 166 |aka i df .i mng tngine. 1 Invalid segment retransmssion. |, 2
Inval i d Retransnission Packet dr opped.
79.179.172. 225 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval id ACK nunber noni t or
46.19. 85. 228 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
S reaning Engi ne: TCP i i Ssi
66.249.81.209 |Wnited Sates 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 2
Inval i d Retransnission Packet dr opped.
46. 19. 85. 48 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 32 I srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
Pal estinian Territory R -
5.11. 41. 106 Qccupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Streaning Engine: TCP Inval i d segnent retransnission
133. 130. 54. 151 |Japan 147.237.72. 166 |aka.idf.il . .. " |drop 2
Inval i d Retransnission Packet dr opped.
Streaning Engine: TCP Inval i d segnent retransnission
40.77.167. 75 Lhited Sates 147.237.77. 234 |hal ag.i df .il ) o " |dro 2
% Inval i d Retransmi ssion Packet dr opped. P
. . SWretransmit wth different .
176.13.7. 105 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Vi ndow scal e noni t or 2
5.11. 41. 106 za:lcis;i'géa” Territony s 47 237.77. 216 |dover. i df .1 SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
73.149.111.49 |Uhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |reject 1
149.88.74.123 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 111 | srael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
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Attacker Address |Attacker Qountry Target Address |Jte Sig nature
104. 172. 207. 143|lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
81.17.31.222 Saitzerl and 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1

5.255.253. 157 |Russian Federation |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |reject 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

Country

Too Many of the Sane Response Gode (404) in Session from

Action

‘Count

waw i df . i | /1133- 22461- he/ dover . aspx.

93.173. 39. 23 I srael 147.237.0.19 |nadimatal .idf.il 93, 173. 39. 23 B ock 199
93.173. 39. 23 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
176. 12. 143. 253 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
. ; . Unhaut hori zed URL Access to
85. 65. 32. 118 I srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df i 1/si p st orage/ il es/ 8 si 2e220x0/ 2128, | pg B ock 2
213.139.52.71 [Jordan 147.237.77. 216 |dover.idf . il Mil tipl e Unknown HTTP Request Method from 213.139. 52. 71 B ock 2
213.139.52.71 |Jordan 147.237.77.216|dover. i df .i | Mil tiple Illegal HITP Version from213.139. 52. 71 B ock 2
109. 64.57.229 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
81.17.31.222 Shi t zerl and 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
213.139.52.71 |Jordan 147.237.77.216|dover . i df . i | Mil tiple Malformed URL from213.139.52. 71 Bl ock 2
46.121.214.39 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
176.13. 7. 105 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
] . . D stributed Uhauthorized URL Access on
107.178. 195. 163|lhited Sates |147.237.77.216|dover.idf.i| v i dff i | / 1133 22461- hel dover . aspx. B ock 1
68.180.230.244 |lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
31.168.208.53 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None
; . . O stributed Lhaut horized URL Access on
208.184.112.74 |lhited Sates [147.237.77.216 [dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
149.78.38.179 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
66.249.64.190 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df .il/val tam Bl ock
- - Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf . il i df i 1/1521- en/ kkkkkkk=f f d3c736kkkkkkk ff d3c736 Bl ock 1
’ . . DO stributed Uhauthorized URL Access on
107.178.195. 163|Lnited Sates [147.237.77.216 |dover. i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
79.178.100. 67 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unaut hori zed URL Access to
37.60.41.95 I srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ &sa=u&ved=0ahukewi r 8ydf qcj j ahwrbxgkhf 9q |B ock 1
bwagf ggnmaa&usg=af qj cnhcvyyg7wlcq- yhd5_anmrzoyodt wa
212.201.82.49 |Ger many 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
Unhaut hori zed URL Access to
157.55.39. 196 |Uited Sates |[147.237.77.170|n@ar achot.idf.i| |maarachot.idf.il/pdf/files/5/ 109335. pdf x3 Al x3 xYA Ax3 A2- x3 xY B ock 1
Ag Avx3 xYAs Ayx3 Al x3 xYAs Ay xY Ay Avs
87.69.155.193 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249. 64. 235  Israel 147.237.77. 216 [dover. i df . il 147.237.77. 216/ 1133- 19369- he/ i df gdover . aspx B ock 1
2.54.47.217 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . - DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216(dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
] . . D stributed Uhauthori zed URL Access on
107.178. 195. 167|nited Sates [147.237.77.216|dover. i df.i | v i df i | / 1133 22638- hel dover . aspx. B ock 1
79.179.37.105 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
40.77.167.8 Lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock
213.139.52.71 |Jordan 147.237.77. 216 |dover . i df .i | Mil tiple Abnormal |y Long Request from 213.139.52.71 B ock
66.249.65.37  |Israel 147.237.77.74 |law i df.il tnauthori zed UR. Access to Bock |1
wan | aw i df . i1/ consol e/ core/ doc_ngr/ doc_ngr. asp
2.54.190.9 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
207.46.13.167 |Wited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wanidf.il/error.htm B ock
] . . O stributed Whaut hori zed URL Access on
107.178.195. 171|Wnited Sates [147.237.77.216 |dover. i df . i | v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
79.179.125.77  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
40.77.167. 22 Lhited Sates |147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to wwu cogat . idf.il/894-en B ock 1
176. 13. 2. 219 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
67.212.175.138 |Wited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed Met hod HEAD for www aka. i df . il/yohal an/ mai n/ mai n. asp B ock 1
5. 255. 253. 157 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to i df .il/bamahane B ock 1
208.184.112. 74 [lnited Sates |147.237.77.216 |dover.idf.il Distributed thauthori zed URL Access on Bock |1
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