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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3645

66. 249. 65. 37 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 24

200. 109. 66. 194 \enezuel a 147.237.76. 197 e. hinush.idf.il L4 Source or Dest Port Zero drop 3
118.193. 21. 98 Chi na 147. 237. 76. 202 e halag.idf.il Block Np All Net drop 1
71.6.135. 131 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il|B ock Wdp Al Nets drop 1




12-06-2015-23:04:00 to 12-07-2015-00:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

195. 34. 150. 18

Target Address

147.237.77. 216

At acker
Gountry

Austria

dover.idf.il

Signature
Tehila - Perl LWP with fake user agent

ET DOS Large anount of TCP ZeroVWndow - Possible Niller2

109. 67. 54. 251 147.237.77. 170 |l srael naar achot . i df . il DDos at t ack
66. 249. 64. 69 147.237.76.31 |Wnited Sates  |nakchal .idf.il ET SCAN NVAP -sA (2) 2
66.249.79. 6 147.237.76.42 |Wited Sates  |refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249.64.190 [147.237.72.166 |Whited Sates  |[aka idf.il ET SCAN NVAP -sA (2) 2
66.249. 64.200 [147.237.72.166|Whited Sates  |[akaidf.il ET SCAN NVAP -sA (2) 2
222.186.56.115 [147.237.76.34 |China yohal an. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
104. 128. 144. 131|147. 237. 8. 46  |Canada e. chinuch.idf.il ET SCAN NVAP -sS w ndow 2048 1
222.186.30.215 |[147.237. 76. 147 |Chi na chi nuch. aka. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
61.240.144.66 [147.237.76.38 [China e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98.119. 105. 221 |[147.237.77.179|Wited Sates |e mazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
60.29.182.175 |[147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
222.186.30.215 [147.237.76.38 |China eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
98.119. 105. 221 |[147.237.77.179|Wited Sates |e mazi.idf.il ET SCAN NVAP -f -sS 1
60.29.182.175 |147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
222.186.30.215 |[147.237.0.17 |[China mny-kosher-kravi.idf.il |[ET SCAN Potential WC Scan 5900- 5920 1
91. 201. 236. 113 [147. 237. 76. 200 |Wkrai ne eitan aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
60.29.182.175 |[147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237. 76. 31 |Lnited Sates  |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.117.209. 135 |[147.237.8.27 |Wited Sates e nadimatal.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
46.146. 220. 220 |147.237.0.17 Eég:::t”im mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
196.47.173.21 [147.237.0.19 |Qte Dlvoire |nadimatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
74.117.209.135 |[147.237.0.19 |Wited Sates |nadimatal.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
187.161. 117. 121(147. 237. 72. 217 |Mexi co e.idf.il ET SOAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
176.117.40.23 |147.237.77. 216 gg::;”ion dover.idf il SSEZ;R_ APAGHE Apache Tontat Wb Appl i cation Minager 1
222.186.56.115 |[147.237.0.33 |[China idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61.240. 144. 67 |147.237.72. 156 |Chi na aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 8. 46  |Canada e. chinuch.idf.il ET SCAN NVAP -f -sS 1
60.29.182.175 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
222.186. 30. 215 |147.237.76.42 |China refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
98.119. 105. 221 |[147.237.77.179|Wited Sates |e mazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
60.29.182.175 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
222.186.30. 215 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
91.201. 236. 113 |147. 237. 76. 200 |kr ai ne eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
60.29.182.175 |147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 34 |Wnited Sates  |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
20.176. 170. 241 |147. 237 77 2331 57 ael atal il ET DG5S Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
46.146.220. 220 |147.237. 72. 156 ?;Z:;:I”ion anan. i df i1 ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.0.19 |@te Dlvoire |nadimatal.idf.il ET SCAN NVAP -sS w ndow 3072 1
74.117.209.135 [147.237.0.33 |Lhited Sates  |idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.117.209.135 |147.237.0.19 |lhited Sates |nadimatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
187. 161. 117. 121|147. 237. 72. 156 |Mexi co aman.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
173. 160. 184. 241|147.237.8.27 |lhited Sates  |e. nadi matal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

‘Attacker Qountry ‘Target Address |Ste Signature
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
31. 154. 169. 106 (I srael 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 23
188. 139. 249. 87 |Syrian Arab Republic |147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 20
188. 139. 249. 87 |Syrian Arab Republic |147. 237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid ACK nunber monitor |20
213.57.128. 172 [l srael 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 19
213.57.133.11 |[Israel 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 17
46.19.85.125 |Israel 147.237.72. 166 |aka.i df .i | drop SAMrule drop 15
31. 154. 168. 193 [l srael 147.237.72. 156 |aman. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 13
e SYN+tACXK retransnmit wth .
31. 154, 168. 193 |l srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence different vindow scal & nonitor |13
. . SYNretransmt wth different .
149. 78. 28. 88 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i ssi
66. 249. 64. 190 |United Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dr opped.
. . SYNretransmt wth different .
79.181.118. 190 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 10
93. 184. 13. 142 Z‘Z’Cis;i'gc']a” Territoryl147. 237. 77. 216 |dover. i o . | Bad TCP sequence monitor |10
Pal estinian Territory s
37.8.6.209 Qecupi ed 147.237.77. 216 |dover.idf.il drop SAMrul e drop 9
Sreaming Engine: TGP Invalid i i ssi
66.249. 93.228 |Wnited Sates 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
89.138.162.24 |Isral 147. 237. 76. 200 |6 tan. aka.i of . | 9 =9 Invalid segnent retransmssion. | . 8
Ret r ansni ssi on Packet dropped.
93. 184. 13. 142 Z‘Z’Cis;i'gc']a” Territory147. 237. 77. 216 |dover. i of . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
. . SYNtAXK retransmt with .
79.176.225.29 |lsrael 147.237.72. 156 |anan. i df .i | Bad TCP sequence di fferent v ndow scal noni t or 6
213.57. 129. 216 |l srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject
213.8.204.30 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
185. 120. 126. 59 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert
Sreaming Engine: TGP Invalid i i ssi
199. 30. 25. 150 |tnited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.121.121.54 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
185. 120. 126. 59 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
213.57. 130. 216 |Israel 147.237. 72. 156 |anan. i f .| Bad TCP sequence SYNFACK retransmt wth moni tor  [5
di fferent w ndow scal e
93.184. 13. 142 (';a:lcisgi';'ja” Territoryi47. 237. 77. 216 |dover . i of .i SYN At t ack SYN -> SYN-ACK -> Tineout [reject 5
149.78.78. 75 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 5
213.57. 130. 216 |l srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 5
46. 19. 85. 61 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 4
185.32.179.11 |lIsrael 147.237.72. 156 |anan.idf .il drop SAMrul e drop 4
91. 200. 12. 137 [Wkrai ne 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 4
46. 19. 85. 61 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber nonitor |4
91.200. 12. 137 |lkraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
46.19. 86. 92 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
91. 200. 12. 136 |lkrai ne 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 4
77.127.163.4  |Israel 147.237. 77. 216 |dover . i of . i Bad TCP sequence SYNWAQC retransmt with moni tor (4
di fferent w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
213.57.13.208 |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 67.120. 71 |Israel 147.237.72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. ., 3
Ret r ansni ssi on Packet dr opped.
S SWNretransnmit wth different
213.8.204.26 |lIsrael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence wi ndow scal e alert 3
Sreaning Engine: TQP Invalid i i ssi
95.35.148. 164 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. ., 3
Ret r ansm ssi on Packet dropped.
213.57.143.74 |lIsrael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
84.229.35.43 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.179.145.69 |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
213.57. 137. 228 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 3
213.8.204.26 |Israel 147.237.0.15  |kosher-kravi.idf.i|Bad TCP sequence Sretransmt with different oo 3
w ndow scal e
. C o SWNretransnmit wth different .
79. 181. 208. 243 || srael 147.237.76.30 |himush.idf.il Bad TCP sequence vi ndow scal @ monitor |3
Sreanming Engine: TCP Invalid i i SSi
66. 249, 93. 231 |Wnited Sates 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
o SYN+tACXK retransmt wth .
213.57.143. 74 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e monitor |3
Sreanming Engine: TCP Invalid i i SSi
85. 130. 171. 161 |I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
149.78.78.75 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence nonitor |3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
89.138.162.24 |lsrael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) Bl ock 497
176.13. 4. 179 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 82
84.111.190.25 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 66
46. 19. 85. 223 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 7
46. 19. 85. 66 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
213.139.52.71 [Jordan 147.237.77. 216 |dover.idf.il Mitiple Illegal HITP Version from213.139.52. 71 B ock 5
213.139.52.71 |Jordan 147.237.77.216|dover. i df . il Mil tiple Unknown HTTP Request Method from 213. 139. 52. 71 Bl ock 5
213.139.52.71  |Jordan 147.237.77.216|dover.i df . il Ml tiple Ml formed URL from213.139.52. 71 B ock 4
176. 228. 64. 101 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.179.125. 77  |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66.249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 64. 190 B ock 2
213.139.52.71 [Jordan 147.237.77. 216 |dover.idf.il Mil tiple Abnormal |y Long Request from 213.139.52. 71 B ock 2
2.54.30.84 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46. 19. 85. 97 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited States 147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
89.139. 7. 203 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
95.108. 158. 144 |Russi an Federation |147.237.72.166|aka.idf.i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
213.139.52.71 [Jordan 147.237.77. 216 |dover.i df . il Mal formed URL saf ari/537. 36 Bl ock 1
208.115.113.89 |lhited Sates 147.237.77.216|dover.idf . il Paraneter Type Miolation SortDr in wwidf.il/1133-he/dover.aspx |B ock 1
83. 10. 57. 57 Pol and 147.237.77. 176 |nat pash. i df .i| |Ostributed P Atenpt Bl ock 1
185. 120. 126. 59 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. ] Unaut hori zed URL Access to
66.249.79.235 |[Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 111 es/ 2/ si ze100x0/ 2422. ] pg B ock 1
41.253.72. 136 'J" by""i”rip;;b 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
213.139.52.71 |Jordan 147.237.77.216|dover. i df . il Unknown HTTP Request Met hod 0.2490.86 in URL safari/537.36 Bl ock 1
109. 160. 237. 158]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
87.69.244.228 |Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wanidf.il/igf B ock 1
. . Unaut hori zed URL Access to
213. 8. 204. 56 I srael 147.237.72. 156 [aman. i df . i | - Cidh i1/ https: /v il B ock 1
: . . D stributed Lhauthori zed URL Access on
204. 13. 200. 200 |hited Sates 147.237.77.216|dover.i df . il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
176.13.0. 86 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
: . . D stributed Lhauthori zed URL Access on
107. 178. 195. 163|Uited Sates 147.237.77.216|dover.i df . il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
208.115.113.89 |Wited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v idf.il/daily statistics/english Bl ock 1
. . D stributed ULhauthori zed URL Access on
83. 10. 57. 57 Pol and 147.237.77. 176 |nat pash. i df . i | vaw cogat . i df i | /xni r pe. php B ock 1
66.249.79.242 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock 1
192.118.10.10 |Israel 147.237.77.216|dover. i df . il Mil tipl e ULhaut hori zed UR. Access from 192.118. 10. 10 B ock 1
149. 78. 28. 88 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx  |B ock 1
89. 138. 83. 54 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
213.57. 146. 152 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
79.179. 135. 241 |Israel 147.237. 72. 156 |anan. i df . i | NMJJ;)K" e Wntraceabl e SS9 Sessions from79. 179, 135. 241 (Cpen None 1
207.46.13.131 |Wited Sates 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to www tikshuv. idf.il/sitelsitenmap. aspx Bl ock
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vy aka.idf.il/val tam Bl ock 1
: . . D stributed Lhauthori zed URL Access on
107.178. 195. 167 |Wnited Sates 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
: . ; D stributed Uhauthorized URL Access on
208.184.112.75 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
83.130.123.93 |Israel 147.237.72. 166 |aka. i df . i | v aka, i of i1/ i 1V gi yus/ ww navy. i df i | B ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover.i df . il Paraneter Type M ol ation PageNumin waw i df .il/1133-ar/dover. aspx |B ock 1
195. 62.53.168 |Russian Federation [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to /css/ css B ock 1
157.55.39. 149  [Lhited Sates 147.237.77. 176 [mat pash. i df . i|  |Whauthorized LR. Access to waw cogat.idf.il/arabic Bl ock 1
213.139.52.71 [Jordan 147.237.77.216|dover.i df . i | Abnornal |y Long Request request version Bl ock 1
207.46.13.134 [lnited Sates 147.237.77. 176 |mat pash. i df . i|  |Uhauthorized URL Access to wan cogat.idf.il/recruitinfornation B ock 1
. . DO stributed Unaut hori zed URL Access on
79.181.118.190 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
176.117.40. 23 |Russian Federation |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ manager / ht m B ock 1
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