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12-06-2015-22:04:04 to 12-06-2015-23:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3386
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1




12-06-2015-22:04:04 to 12-06-2015-23:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste \Signature
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil |l er2 DDos
80.246.130.10 [147.237.77. 233 |I srael atal.idf.il 12
attack
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.64.190 |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
46.146. 220. 220 |147. 237.76. 148 gg::;”ion gocenter. aka i df.il [ET SCAN NVAP -sS wi ndow 1024 1
185.106. 94. 16  [147.237.0.34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
46.146. 220. 220 |147.237.0.35 [|sSIan akavs. i df i | ET SCAN Potential SSH Scan 1
Feder at i on

125. 65. 165. 215 |147.237.76. 86 |[Chi na navy.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147.237.76.38 |Chi na eemitav.idi.il |ET SCAN Potential SSH Scan 1
220. 245. 240. 26 |147.237.8.50 |Australia e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
113. 106. 129. 219|147. 237. 76. 30 [Chi na hi nush. i df . i | ET SCAN Potential SSH Scan 1
220. 245. 240. 26 |147.237.8.50 |Australia e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
199. 101. 186. 202|147. 237. 77. 170 |Lhited Sates maar achot . i df . i | ET SCAN NVAP -sS wi ndow 2048 1
74.117.209. 135 [147.237.8.45 |[thited Sates eeitan.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.106. 94. 16  |147. 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
46. 146. 220. 220 |147.237.77.74 gg::;”ion lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 106. 94. 16  [147.237.0.35 akaws. i df . i ET SCAN Potential SSH Scan 1
46. 146. 220. 220 |147. 237.76. 30 Eég:::t”im hi nush. i df . | ET SCAN Potential SSH Scan 1
185.106. 92. 33 |147. 237. 76. 147 chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147.237.76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
113. 106. 129. 219(147. 237. 76. 39 |Chi na mobi | e. neitav.idf.i |[ET SCAN Potential SSH Scan 1
220.245.240.26 [147.237.8.50 |Australia e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 163. 140. 142 |147.237.72.14 |Ger many dover.idf.il(old) [ET SCAN Potential SSH Scan 1
199. 101. 186. 202|147. 237. 77. 170 |Lhited Sates maar achot . i df . i | ET SCAN NVAP -sS wi ndow 3072 1
78.193.2.8 147.237.8.24 |Rance elifestyle.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 202|147. 237. 77. 170 [Lhited Sates maarachot.idf.il |ET SCAN NVAP -f -sS 1
74.117.209. 135 |147.237.8.28 |lhited Sates e.mobi | e-ks.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
185.106.94.16  |147.237.77.178 emtpash.idf.il |ET SCAN Potential SSH Scan 1
46. 146. 220. 220 |147. 237.77. 235 23:::;'}0” svivaidf.il ET SCAN Potential SSH Scan 1
185.106.94. 16  |147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

37.26.148.178 |[Israel 147.237.76. 200 |ei tan. aka. i df .i . dro 1677
Ret r ansni ssi on Packet dr opped. P
Pal estinian Territory, R
37.8.6.209 Qccupi ed 147.237.77. 216 |dover.idf .il drop SAMrule drop 133
31.154. 169. 106 [l srael 147.237.72. 166 |aka. i of .|| drop SAM rul e drop 46
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
79.181.118.190 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt wth different oo o0 [31
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
157.55.39.112 |Wited Sates 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 27
Ret r ansni ssi on Packet dropped.
80.246.130. 10 |l srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence monitor |22
37.8.6.209 gjceusgi':('ja” Territoryly47.237.77. 216 |dover.if.il  |Bad TCP sequence Inval i d AGK nunber monitor |20
S SYNretransmit wth different .
84.228.148.65 |[Israel 147.237.77. 234 |hal ag.i df .il Bad TCP sequence vi ndow scal e nonitor (19
77.127. 206. 186 || srael 147.237.72. 166 |aka.i df i Bad TCP sequence SWretransmt wth different oo vor 10
w ndow scal e
S SYNretransmit wth different .
80.246.130.10 [Israel 147.237.77. 234 |hdl ag.i df .il Bad TCP sequence vi ndow scal e nonitor (19
5.28.169.108 [ srael 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with different oo [18
w ndow scal e
37.8.6.209 glcf;i'géa” Termitoryts 47, 237. 77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 18
Sreaning Engine: TGP Invalid i i ssi
77.126.169. 189 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g ., 15
Ret r ansm ssi on Packet dropped.
176.13.23.51 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber nonitor |14
157.55.39.112 |Lhited Sates 147.237.72.166 |aka i of .i | Bad TCP sequence Inval id ACK nunber monitor |14
Sreaning Engine: TCP Invalid i i ssi
79.179.18.103 | srael 147. 237. 76. 200 |6 tan. aka. i of . | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.143. 83 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segrent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
5. 28. 158. 80 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Timeout |reject 11
176.12. 141. 246 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber nonitor |11
46. 31. 103. 55 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
5. 28. 158. 80 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Timeout |alert 11
46. 19. 86. 207 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber nonitor |9
77.126.169. 189 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |9
213.57.143.74 |Israel 147.237.72. 166 |aka. i of . i | SYN At tack SYN -> SYN-ACK -> Timeout |reject 9
77.126.169. 189 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 9
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 40 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber nonitor |7
37.142.226.56 |lsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber monitor |7
5.28.136. 235 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor 6
79.179.23. 80 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
80.246. 130. 10 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
176.13. 2. 149 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber monitor 6
46. 19. 85. 65 I srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Timeout |reject 6
77.126.152.23 |lsrael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TGP Invalid [ i ssi
79.183. 189. 106 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dropped.
80. 246. 130. 10 |l srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Inval i d AGK nunber alert 6
Sreaming Engine: TGP Invalid i i ssi
185.3.146. 247 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segrent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
80.187.101.7 Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i Ssi
79.177.38.174 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 43 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i Ssi
157.55.39.112  |Wited Sates 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
85. 64.206. 135  [Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nvalid ACK nunber nonitor (6
176.13.22.143 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |6
Sreaming Engine: TGP Invalid i i ssi
2.54.134. 71 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
79.181.190.63 |[Israel 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Timeout |reject 6
149.78.37.76 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TGP Invalid [ i ssi
207.46.13.103 |Wnited Sates 147.237.77. 234 |nal ag. i of .| 9 =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dropped.
176.13. 2. 149 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 6
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor |6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
37.26.148.178 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Miny of the Same Response Code (404) Bl ock 245
176.12.139. 150 |[lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 108
Pal esti ni an
37.8.6.209 Territory, 147.237.77.216|dover. i df . il Mil tiple Unauthorized URL Access from 37. 8. 6. 209 Bl ock 16
Qccupi ed
46. 19. 86. 235 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 9
Pal esti ni an . .
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | Paranet er Type M ol ation _EVENTTARGET in Bock |6
) waw i df . i 1/1133- he/ dover . aspx
Qcecupi ed
Pal esti ni an
37.8.6.209 Territory, 147.237.77.216|dover . i df . i PHP Attenpt B ock 5
Cccupi ed
Pal esti ni an . .
37.8.6.209 Territory, 147.237.77. 216 |dover. i df . i | Paranet er Type M ol ation _EVENTTARGET in Bock |5
; wa i df . i 1/1362- he/ dover . aspx
Qccupi ed
88. 128. 80. 66 Ger many 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
37.26.148.178 |lsrael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut horized URL Access from 37. 26. 148. 178 Bl ock 3
176.13.22.221 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf .l Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 233 B ock 3
157.55.39.112 |Uited Sates 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
Unaut hori zed URL Access to
. . wawy i df i 1/1133-21811- he/ i df gdover . aspx&sa=u&ed=0ahukewj i k
95.86.116.125 |Israel 147.237.77. 216 |dover. i df . il ohr hrj j ahuedwskhbi kdnyaf ggi magusg=af qj cnesnf osmshhgf xopa B ock 3
wypgppogr t wa
m ny- kosher - kr avi .
77.127.169. 22 | srael 147.237.0. 17 i dfnyi | Dstributed I11egal Parangeter Encodi ng None 2
] . . DO stributed Whaut horized URL Access on
208.184.112.75 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
37.59. 62. 43 France 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock
84.228.148.65 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None
m ny- kosher - kr avi . _ ,
176. 13. 14. 119 | srael 147.237.0. 17 Pdf il Dstributed I11egal Paraneter Encodi ng None 2
176.12.139. 150 [Israel 147.237.0.19 |madimatal .idf.il |10 My of the Sane Response Code (404) in Session from Bock |2
176. 12. 139. 150
m ny- kosher - kr avi . _ ,
176.13.6. 54 | srael 147.237.0. 17 Pdf il Ostributed |11 egal Paraneter Encoding None 2
Pal estini an Paraneter Type M ol ation SearchText in
37.8.6.209 Territory, 147.237.77.216|dover.idf . il v i df i 171129- he/ dover . aspx Bl ock 2
Cceupi ed
m ny- kosher - kr avi . _ _
85. 64. 202. 120 | srael 147.237.0. 17 o il Dstributed I11egal Paraneter Encodi ng None 2
46. 19. 85. 102 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
Pal esti ni an . .
. . . Paranmeter Type Miolation _ EVENTTARGET in
37.8.6.209 Territory, 147.237.77.216|dover.idf . il wiw i df i 1/ 1414- 10846- hel dover . aspx Bl ock 1
Cceupi ed
207. 46. 13. 26 Lhited Sates 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/ B ock 1
Pal esti ni an . .
: . . Paraneter Type Miolation _ EVENTTARET in
37.8.6.209 Territory, 147.237.77. 216 [dover. i df . il v i df i 1/ 1133- 22985- hel dover . aspx B ock 1
Qccupi ed
Pal esti ni an . .
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | Paranet er Type M ol ation _EVENTTARGET in Bock |1
; waw i df . i |/ 1842- he/ dover . aspx
Qccupi ed
109. 64. 3. 234 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
Pal esti ni an . .
) . . Paraneter Type Miolation _ EVENTTARET in
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | wiw i df i 1/ 1414- 10824~ hel dover . aspx Bl ock 1
Qccupi ed
. . Unaut hori zed URL Access to
66.249. 64. 235  |Israel 147.237.77. 216 [dover. i df . il 147. 237.77. 216/ 1133- 9434- he/ dover . aspx B ock 1
185. 3. 144. 13 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
Pal esti ni an . .
) . . Paraneter Type Miolation _ EVENTTARET in
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | Wi i df i 1/ 1133- 22449- hel dover . aspx Bl ock 1
Qccupi ed
Pal esti ni an . .
37.8.6. 209 Territory, 147.237.77. 216 |dover . i df . i | Paranet er Type M ol ation _EVENTTARGET in Bock |1
; wa i df . i1/1806- he/ dover . aspx
Qccupi ed
31.13.110.126 [Ireland 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
Pal esti ni an . .
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation __EVENTTARET in Bock |1
) wawy, i df . i 1/1415-10810- he/ dover . aspx
Qcecupi ed
84. 108. 47. 67 I srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to ww i df.il/894-he B ock 1
Pal esti ni an . .
: . . Paraneter Type Miolation _ EVENTTARET in
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | Wi i o i 1/ 1362- 17745- hel dover . aspx Bl ock 1
Qccupi ed
46.19. 85. 160 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
] . . . Unaut hori zed URL Access to
173.252.90.94 |[uwnited Sates 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p._st or agel fi | es/ 4/ si 2e220x0/ 1744. | pg B ock 1
. . . Miltiple Fullwdth/Hal fw dth Uhi code Encodi ng on URY Par anet er (+)
37.26.148.178 |l srael 147.237.76.200|ei tan. aka. i df . i | from 37. 26, 148, 178 B ock 1
. . Unaut hori zed URL Access to
109. 230. 245. 229|Cer many 147.237.77.216|dover.idf . il waw i df . i | / admi v cs_ wysi wyg/ di rect i ve/ i ndex/ B ock 1
Pal esti ni an . .
: . . Paraneter Type Miolation _ EVENTTARET in
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | W i df i 1/ 1414- 22566- hel dover . aspx Bl ock 1
Qccupi ed
79.179.189.48 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
Pal esti ni an . .
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | Paranet er Type M ol ation EVENTTARGET in Bock |1
Qccupi ed waw i df . i 1/1150- he/ dover . aspx




12-06-2015-22:04:04 to 12-06-2015-23:04:04

Attacker Address |Attacker Qountry|Target Address |Site Sgnature
Pal estini an Paraneter Type Mol ation _ EVENTTAREET in
37.8.6. 209 Territory, 147.237.77. 216 |dover . i df . i | eter yp — Bock |1
; wawv i df . i |/ 1133- 22955- he/ dover . aspx
Qccupi ed
Pal esti ni an . .
37.8.6.209 Territory, 147.237.77. 216 |dover . i df . i | Paranet er Type M ol ation _BVENTTARGET in Bock |1
) waw i df . i 1/1815- he/ dover . aspx
Qccupi ed
] . . DO stributed Whaut horized URL Access on
107. 178. 195. 163|lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Pal esti ni an . .
: . . Paraneter Type Miolation _ EVENTTARET in
37.8.6.209 Territory, 147.237.77. 216 (dover. i df . i | v i df i 1/ 1414- 10835- hel dover . aspx B ock 1
Qccupi ed
. . Unaut hori zed URL Access to
66.249.79. 242 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ si p_storage/ fi | es/ 4/ si ze1l00x0/ 2424. j pg Bl ock !
195. 154. 226. 90 |France 147.237.77.74 [lawidf.il Il1egal HITP Version HITH B ock 1
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