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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3320

46. 19. 86. 60 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
71.6.167. 142 Lhited Sates 147.237.76. 42 refuah.idf.il ock Np Al Net drop 1

180. 136. 212. 203 Chi na 147. 237.76. 196 e.sviva idf.il Block Wdp All Nets drop 1

115. 239. 228. 8 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il Frk Purple Gon Limt Htp drop 1

198. 20. 69. 98 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1

160. 153. 16. 33 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.i| Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 93. 241 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
117. 25. 155. 164 147. 237.77. 176 Chi na nat pash. i df .i | ET SCAN NVAP -sS w ndow 4096 1
114. 247.172. 61 147. 237. 8. 46 Chi na e. chinuch.idf.il ET SCAN NMAP -sS w ndow 2048 1
81.169. 251. 74 147.237.76. 39 Ger many nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 106. 94. 16 147. 237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 16 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
114. 247.172. 61 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 3072 1
114. 247.172. 61 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN NVAP -f -sS 1
74.117. 209. 135 147. 237.76. 199 Lhited Sates e. nakchal .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
61. 240. 144. 64 147. 237.76. 198 Chi na e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 114. 224. 163 147.237.77. 226 ww chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
185. 106. 94. 16 147. 237.76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
Sreamng Engine: TCP Invalid i i SSi
37.26.148.178 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 471
Ret ransm ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreanming Engine: TCP Invalid i i Ssi
89.138.217.43 | srael 147. 237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. g 28
Ret ransnm ssi on Packet dropped.
213.57.143.74 |[Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout aert 14
213.57.143.74 |israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
213.57.143.74  |israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence SINKACKC retransmt with monitor |14
different w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
40.77.167.75  |Wited Sates |147. 237.77. 234 |hal ag.idf .il 9 =g Invalid segnent retransmssion. o 14
Ret r ansn ssi on Packet dr opped.
5.28.155. 172 I srael 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreaming Engine: TP Invalid i i ssi
149.78.28.154 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
46. 19. 86. 20 | srael 147.237. 72. 166 |aka. i df .i | dr op SAMrul e drop 12
Sreamng Engine: TQP Invalid i i ssi
207.46.13.103 |Uited Sates |147. 237. 7. 234 |hal ag. i f . 9 =g Invalid segnent retransmssion. 10
Ret ransnm ssi on Packet dropped.
37.26.147.187 |israel 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i ssi
5.22.134.164  |israel 147.237.77. 243 |nobi 1 e.i df . i1 Streaning Engi ne: TCP Invalid |invalid segnent retransmission. | 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.52.145.228  |Israel 147.237.76.30 |hi mush.idf.i 9 =g Invalid segnent retransmssion. g 9
Ret r ansn ssi on Packet dr opped.
85. 250. 204. 228 |l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
213.57.141. 168 |lIsrael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 7
46.19. 85. 176 I srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 7
46.19. 85. 176 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 7
213.57.137.98 I srael 147.237.72. 167 |i shuri maka. i df.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 6
reamn ine: TCP Invali i i ssi
79.180.172.178 |Israel 147. 237.77. 243 |mobil e. i f . | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.64.18.61  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
5.28.155.172  |Israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence SYNGACK retransmt with monitor (6
different w ndow scal e
46.19. 85. 78 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 6
79.182.98.135 |Israel 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SN retransmt wih different monitor |6
w ndow scal e
213.57.137.98 |Israel 147.237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
5.102.254.218 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i SSi
79.179.17.122  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
46.19. 85. 78 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor (6
213.57.137.98 I srael 147.237.72. 167 |i shuri maka. i df .i Bad TCP sequence SYINFACK retransmt with monitor |6
di fferent w ndow scal e
Sreamng Engine: TP Invalid i i ssi
157.55.39.5  |uwited Sates |147. 237. 77. 234 |hal ag.i df .i 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
37.142.227.198 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor (6
Sreamng Engine: TCP Invalid i i ssi
84.228.41.214 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.154. 147. 121 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
94.230. 86. 240 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
176.13.8.224  |Israel 147.237.0. 17 ;"i”ly'kc’Sher'kra""'d dr op First packet isn't SWN drop 6
213.57.140.40 | srael 147. 237. 72. 166 |aka. i f . Bad TCP sequence SINGACKC retransmt with monitor |5
different w ndow scal e
2.54.16. 242 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
207.241.226.42 |Wnited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 5
213.57.140.40 |l srael 147.237.72. 166 |aka i df .i 1 SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 5
46. 19. 86. 123 I srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor (5
188. 120. 148. 242|l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |5
46.19. 85. 176 I srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreaming Engine: TCP Invalid i i ssi
37.26.148.243 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. o 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
31.168.16.232 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.181. 167. 152 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 65. 186. 54  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
46.19. 85. 176 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i Ssi
79.177.104.1  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
74.97.33.231 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3




12-06-2015-21:04:07 to 12-06-2015-22:04:07

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Acti on ‘Count
89.138.217.43 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 63
5.29.110. 74 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 57
37.26.148.178 |[Israel 147.237.76.200(ei tan. aka. i df.il Dstributed Too Many of the Sane Response Code (404) B ock 49
89.138.217.43 | srael 147.237.76. 200 |ei tan. aka. i df . i | Too My of the Sane Response Code (404) in Session from |y 29
89. 138. 217. 43
2.54.175. 51 I srael 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock 8
37.8.6. 209 glcis;ilgéan Territorny.li 47 237.77. 216 |dover. i df . i | Ml ti pl e Unaut hori zed LRL Access from 37. 8. 6. 209 B ock 8
46. 19. 85. 200 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 6
m ny- kosher - kr avi . i , ,
109. 66. 7. 87 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encoding None 4
. . Mitiple Il1l1egal Byte Gode Character in URL from
109. 66. 150. 55 |l srael 147.237.72. 166 |aka. i df . i | 109. 66, 150. 55 Bl ock 3
79.176.199. 1 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
176.13.6.2 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
81.17.31.222 Shitzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qustom Tenporary  |B ock 2
176.13.0. 31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
m ny- kosher - kr avi . i
87.68.165.185 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
66.249. 64. 233  [Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock
84.108. 11. 92 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
m ny- kosher - kr avi . i
46. 19. 85. 22 | srael 147.237.0. 17 of fTin Dstributed |11egal Paraneter Encoding None 2
167. 114. 64. 100 |Canada 147.237.0.34  |ti kshuv.idf.il Paraneter Type Mol ation catid in Bock |2

ww tikshuv.idf.il/sitelgeneral . aspx

' : : Dstributed Unauthorized URL Access on
107.178.195. 171|thited Sates 147.237.77. 216 |dover . i df . i | i df i 1/1133- 22461- he/ dover . aspx. Bl ock 2

Pal estinian Territory,

37.8.6.209 Cecupi ed 147.237.77.216|dover.i df . il PHP At enpt B ock 2
. . Unhaut hori zed URL Access to
109. 230. 245. 229|Ger many 147.237.77. 216 |dover.i df . il v i i 1/ adni v cns, wysi wyg di rect i v/ i ndex/ Bl ock 2
176. 12. 147. 209 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
66. 249. 64. 9 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut horized URL Access from 66.249.64.9 Bl ock 1
84.111.125. 231 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
37.142.227.198 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . DO stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216|dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Pal estinian Territory, . . Paraneter Type Miolation _ EVENTTAREET in
37.8.6.209 Qecupi ed 147.237.77.216|dover . i df . i v i df i 1/ 1362- he/ dover . aspx Bl ock 1
184. 168. 200. 68 |Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/test/wp-admn/ |B ock 1
77.126.27.108 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. . D stributed Lhaut hori zed URL Access on
2.54.132.13 I sr ael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
117.78.13.51 Chi na 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/71929-he Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1613- 15489- he/ dover . aspx Bl ock 1
46.120.98.156 [l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
217.132.232.68 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to vww i df.il/894-ar B ock 1
107. 178. 195. 163U ted Sates 147.237.77. 216 |dover . i df . i | D stributed Uhaut hori zed LR Access on Bl ock 1

wawy i df . i | /1133- 22638- he/ dover . aspx.

; ; ; Lhknown Paraneter SearchText in
37.26.148.178 |Israel 147.237.76.200|ei tan. aka. i df . il vuwy i tan. aka. | df . i 1/ 938- hel i t an. aspx None 1

. . . Uhaut hori zed URL Access to
199. 59. 148. 209 |Uhited Sates 147.237.77.216|dover.i df . il vowei i1/ p storagelfi1 es/ 1/ si ze220x0/ 17451 | pg B ock 1

Unaut hori zed URL Access to

66.249.67.164 I srael 147.237.76. 200 ei tan. aka. i df . i v ei tan. aka. i df .il/tenpl at es/ general / gener al . aspx B ock !

5. 29. 253. 48 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unaut hori zed URL Access to

66. 249. 64. 9 I srael 147.237.77. 176 |mat pash. i df . i | wwe cogat . i df . i |/ coor di nat i ongazal news_gaza/ pages/ 130t r uc |Bl ock 1
ks. aspx

208.184.112. 74 |Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed Uhaut hori zed LR Access on B ock 1

Wy i df i |/ 1133- 22638- he/ dover . aspx.
] . . Uhaut hori zed URL Access to
40.77.167.22  |Wited Sates 147.237.77. 176 |nat pash. i df . i | vown cogat i df . i 1/ coor di nat i ongaza B ock 1

Paraneter Type Mol ation _ EVENTTAREET in

Pal estinian Territory,

37.8.6.209 Qecupi ed 147.237.77. 216 |dover . i df . i | v i df i 1/ 1379- he/ dover . aspx Bl ock 1
186. 202. 150. 86 |Brazil 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wp-adnin/ B ock 1
79.176.102. 73  |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
149.88.107.71  |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.121.113.98 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Custom Tenporary  |Bl ock 1
] . . D stributed Lhaut horized URL Access on
107.178. 195. 167|lhited Sates 147.237.77. 216 |dover . i df . i | wiw i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
37.26.148.198 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Custom Tenporary  |Bl ock 1
204. 13.200. 200 |Uhited Sates 147.237.77. 216 |dover . i df . i | D stri buted Uhaut hori zed LR. Access on Bock |1

v i df i | /1133- 22638- he/ dover . aspx.
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