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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3633

66. 249. 69. 76 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 102
84.110. 35. 158 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6

175. 126. 123. 228 Korea, Republic of 147.237.76. 38 eengitav.idf.il|JLM Under Attack Con Tcp drop 1

46. 166. 188. 68 Net her | ands 147. 237. 76. 197 e hinush.idf.il |Bock Np Al Net drop 1
213.248.126. 136 Eur ope 147.237.0. 19 nadi matal .idf.il|lnvalid TGP H ags drop 1

46. 166. 188. 68 Net her | ands 147.237.76. 198 e.yohalan.idf.il |B ock Np Al _Net drop 1

115. 230. 124. 164 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 dr op 1

62.90. 174. 63 | srael 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature |D3vi ce Action |Oount
91.12. 70. 251 Ger many 147. 237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
151. 80. 31. 119 Italy 147.237.77. 170 nmaar achot . i df . il 28: HITP.  AhrefBot craw er B ock 1

194. 114. 146. 227 I srael 147.237.77. 216 dover.idf.il C1000169: B ock - dns poisoning (Aalit) Per mt 1




12-06-2015-19:04:01 to 12-06-2015-20:04:01

|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
46.121.78. 77 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
185.106.94. 16  |147.237.0. 16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
39. 81. 84. 46 147.237.0. 15 Chi na kosher-kravi .idf.il .
Potential Scan or Brute Force
183. 61. 109. 189 [147.237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS wi ndow 1024 1
175. 126. 123. 228|147, 237. 76. 148 Okfrea’ Republic | center. aka. i df il ET SCAN Potential SSH Scan
175. 126. 123. 228|147. 237. 76. 34 ok‘f’rea RepUBL i C ol an, i of i ET SCAN Potential SSH Scan 1
175. 126. 123. 228|147. 237. 0. 200 Okfrea’ RepubliC f i i1 ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 34 |lnited Sates |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.211.155. 65 |147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
89. 163. 140. 142 |147.237.0.34 |Ger nmany tikshuv.idf.il ET SCAN Potential SSH Scan 1
o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
190. 36. 168. 200 |147.237.0.15 |Venezuel a kosher-kravi .idf.il . 1
Potential Scan or Brute Force
66.249.66. 1 147.237.72. 166 |Lhited Sates |akaidf.il VWEB- 33 redirect access 1
185.106.94.16 |147.237.0.35 akaws. i df . il ET SCAN NVAP -sS w ndow 1024 1
43.229.53. 89 147.237.0.17 [Japan mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
183. 61.109. 189 [147.237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 4096 1
175. 126. 123. 228|147. 237. 76. 176 g?rea, RepUBI i C 1 oot ncoreidf il ET SCAN Potential SSH Scan 1
175. 126. 123. 228|147. 237. 76. 39 Okfrea' RepubliC | il e i tav. i i1 ET SCAN Potential SSH Scan 1
175. 126. 123. 228|147. 237. 76. 30 g?rea, Republ i € 1, s i f i ET SCAN Potential SSH Scan 1
175. 126. 123. 228|147. 237. 0. 17 Okfrea' Republic | o kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237.0.35 |[Lhited Sates |akavs.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 163. 140. 142 |147. 237. 76. 147 |Ger many chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
194. 114. 146. 227|147. 237. 77. 216 || sr ael dover.idf.il ) i — 1
port denial of service attenpt
81.169.251. 74 |147.237.76. 44 |Ger many e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.106. 94.16  |147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 3.146.190 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |23
185.3.146.190 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 20
2.52.38. 247 | srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
93.172.162. 216 |[lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
188. 120. 148. 239l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber mnitor |9
Pal estinian Territory . . -
185.7.123. 49 Qecupi ed 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 9
94.230.86.230 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 34 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5. 28. 147. 151 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |reject
185. 7. 123. 49 glcisgi'géa” Territo 147 237. 77. 216 |dover. i . i1 drop First packet isn't SIN drop 7
37.26. 146. 217 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 7
o SYNWACK retransnmt with .
5. 28. 147. 151 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence di Fferent i ndow scal e nonitor |7
37.26.146.217 [Israel 147.237. 72. 156 [aman. i df . i SYN Attack SYN -> SYN-ACK -> Tineout [reject
2.54.28.199 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
2.54.28.199 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject
Sreamng Engi ne: TCP ' i ssi
188. 122. 254. 208|Russi an Federation |147. 237.72. 166 |aka.i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
Streaning Engine: TCP Inval i d segnent retransnission
66.249.78.130 |[Wnited Sates 147.237.76.86 |navy.idf.il . . " |dro 6
v Inval id Retransm ssion Packet dr opped. P
2.54.28. 199 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
S reanming Engi ne: TCP i i ssi
109. 66. 151. 147 |Israel 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 6
Invalid Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
109. 160. 131. 112|1 srael 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dr opped.
77.125.132. 7 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
2.54.28. 199 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nuniber noni t or 6
85. 65. 26. 119 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert 6
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
2.54.28.199 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
85. 65. 26. 119 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
62.219.198. 6 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 86. 91 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
89. 139. 7. 240 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 167 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102.254.192 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 86. 102 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
89. 139. 7. 240 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |5
46.19. 85. 125 I srael 147.237.72. 166 |aka. i df .i | drop SAMrule drop 5
5.28.155. 172 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
5.28.155.172  [Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |4
di fferent w ndow scal e
Sreamng BEngi ne: TCP i i ssi
199.30.25.112 |wited Sates 147.237.76. 200 |ei tan. aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP Inval i d segnent retransnission
66.249.78.137 [Wited Sates 147.237.76.86 [navy.idf.il ) . " |dro 4
W Inval i d Retransnission Packet dr opped. P
79.182. 50. 153 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 4
85.64.244.210 | srael 147.237.77. 226 [} chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nurber moni tor |4
s SWNretransmit wth different .
84.228.161.108 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |4
85. 64. 39. 143 I srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.28.147. 151 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
s SYN+ACK retransmt with .
5.28.147. 151 I srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence di fferent vi ndow scal nonitor |4
Sreamng Engi ne: TCP i i ssi
79.183.127. 158 |israel 147.237.72. 166 |aka.i df . mng gl ne. 7 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
79.181.105.24 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
37.46.39.17 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber mnitor |3
Sreamng Engi ne: TCP ' i ssi
79.177.168.72  |israel 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 5. 223 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 78
176.12. 149. 165 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 60
62.219.198. 6 I srael 147.237.77.234|hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 62.219. 198.6 Bl ock
176.13.19.180 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
m ny- kosher - kravi . i
176.12.139.71 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 4
46. 19. 86. 212 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
176.13.22.158 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.108.50.107 [Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
176. 13. 6. 40 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
185.32.179.41 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
79.181.138.25 [Israel 147.237.76.200|ei tan. aka.i df .i | Uhaut hori zed URL Access to ww eitan. aka.idf.il/xnirpc. php Bl ock 2
. . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
79.177.36.104  |Israel 147.237.76.42 |refuah.idf.il Wi ref ua. atal i df i1/ 1518- he/ ref uah. aspx B ock 2
m ny- kosher - kr avi . i _ ,
176. 228. 128. 6 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encodi ng None 2
79.181.138.25 |[Israel 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock
46.19. 85. 202 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
79.181.138.25 |israel 147.237.76.42 |refuah.idf.il Distributed thaut horized URL Access on Bl ock 2

wn refua. atal . idf.il/xnhrpc. php
. . Unaut hori zed Met hod HEAD for
109. 67. 5. 254 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx Bl ock 2

Lhaut hori zed URL Access to

62.219.198. 6 I srael 147.237.77.234|hal ag. i df . il waw | ogi st cs. atal i of.i1/si p_storagel fil s/ 1/ si 7e338x0/ 1531 pg Bl ock 2
176. 13. 23. 26 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock
79.181.138.25 |[Israel 147.237.76.200|ei tan. aka. i df .i | Ostributed PHP A tenpt B ock
73.148. 91. 22 Wited Sates |147. 237. 77. 216 |dover . i df .i | O stributed Uhaut hori zed URL Access on waw i df.il/ B ock 2

https:/twtter.con

m ny- kosher - kravi . i

176.13.22.5 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encodi ng None 2
212.199. 66. 195 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/ B ock 2
79.176.148. 227 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
195. 154. 146. 225|France 147.237.77. 216 |dover . i df . i | Dstributed I11egal HITP Version B ock 1
46.19. 86. 114 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
66.249.78.140 |[Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 140 B ock 1
176.228.36.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
37.26.149.183 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
84.108.156.37 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.172. 222 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249.66. 1 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
176. 13. 9. 162 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.166.190.167 |Netherlands [147.237.77.216 [dover. i df .il 1111155, 25656 nel dover. s Bock |1
149. 88.76.218 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.177.198. 89 | srael 147.237.77. 226 V\:A:W chamat z. aka. i df Unaut hori zed URL Access to waw chanat z. aka. i df.il/xmrpc. php B ock 1
208.115.113.89 |lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw idf.il/tenplates/article/ B ock 1
41. 96. 80. 55 Ageria 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
89. 139. 7. 240 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
77.127.196.170 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS A tack None 1
188. 120. 148. 2391 srael 147.237.72. 166 |aka. i df . i | (Si‘stjjtégfliﬂgpﬁ”gﬁli gv!oi&?&aﬁﬂ% on None 1
66. 249. 66. 32 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary Bl ock 1
176.13.22.5  |1srae 147.257.0.17 T3 KOSNET-KIAVLLT N1 el Byte e Gharacter i Parareter elve ot 40 for gock |1
14.192.210. 196 |Mi aysia 147.237.77. 216 |dover . i df . i | O stributed PHP A tenpt B ock

81.17.31. 222 S t zerl and 147. 237.76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock

212.199. 107. 106|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
64.71.32.32  |United Sates |147.237.76.42 |refuah.idf.il Dstribued thad forl vi:‘;dﬁ Access on HBock |1
2.54.28.199 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
79.180. 212. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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