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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3321
66. 249. 69. 92 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 692
168. 235. 201. 194 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Lint Htps drop 28
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 6
141. 0. 14. 130 Eur ope 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
168. 235. 201. 194 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con H ps drop 2
199. 115. 117. 117 Lhited Sates 147.237.72. 14 dover.idf.il(old) |Frk Under Attack _Con_Htps drop 2
78.186. 3. 68 Tur key 147.237.76. 38 e.e.neitav.idf.il B ock_Wp Al _Nets drop 1
167.88. 7. 233 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl drop 1
78.186. 3. 68 Tur key 147.237.76. 42 refuah.idf.il B ock Up Al Nets drop 1
167. 88. 7. 248 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
78.186. 3. 68 Tur key 147.237.76. 44 e.refuah.idf.il B ock_ Wp Al _Nets drop 1
167. 88. 10. 197 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|{bl ock-sp-trafl drop 1
78.186. 3. 68 Tur key 147.237.76. 34 yohal an.i df .il B ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Count
112.111.191. 115 [China 147.237.77. 74 [ aw i df.il |C1000108: HITP. Trying to locate existing FCkedi tor B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
95.211.155. 65 |147.237.77. 176 |Net her | ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
91.218. 246. 103 |147. 237. 76. 148 gj::;”ion gacenter. aka. i df.i1 |ET SCAN NVAP -sS wi ndow 1024 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147. 237. 76. 86 |Lhited Sates navy. i df.il ET SCAN NVAP -sS wi ndow 1024 1
31.210. 186. 253 |[147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
185. 3. 146. 86 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.13.102 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
176. 13. 1. 207 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
121.201.61. 7 147.237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
113. 59. 33. 61 147. 237. 72. 166 |Chi na akaidf.il ET SCAN NVAP -f -sS 1
95.211.155. 65 |147.237.76. 199 |Net her | ands e.nakchal .idf.il  |ET SCAN NMAP -sS wi ndow 1024 1
80. 246. 137. 220 |147.237.72.166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
31.154.152. 172 |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
183. 60. 48. 25 147.237.76.39 |China nobi | e.nei tav.idf.i|ET SCAN Potential SSH Scan 1
175. 30. 195. 222 [147.237.0.15 |China kosher-kravi.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1

Potential Scan or Brute Force

121.201. 61. 7 147, 237. 72. 156 |Chi na anan. i df . i ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
168. 235. 201. 194|Wnited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 98
99.237.83.191 |Canada 147. 237, 76. 200 |ei tan aka i i1 | SN NG Egine: TP Invalid —invalid segnent retransmssi on. drop 52
Ret ransmi ssi on Packet dr opped.
213.57.137.195 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 32
5.28.159. 116 I srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 32
5.28.159.116 | srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |32
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
213.57.137.195 [Israel 147.237.72. 166 |aka.i df i1 Bad TCP sequence Smwace e reansm wehdifferent | onitor |20
5.28. 159. 246 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 19
107. 167. 103. 149|Wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
46. 19. 86. 210 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 16
84.228. 38. 34 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
212.25.102.57 | srael 147, 237. 76. 200 | tan. aka i i1 |2 €M NG Bgine: TCP Invalid  invalid segnent retransnission. drop 14
Ret ransni ssi on Packet dr opped.
37.26.147. 130 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
213.57.137.195 [Israel 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 12
5.28. 144. 152 | srael 147.237.72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
5.28.144.152  |israel 147. 237.72. 166 |aka. i df . i1 Bad TCP sequence m’gﬁsg ;ansm't wehdifferent | onitor |11
80. 246. 133. 140 [l srael 147.237.76.30 |himush.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 10
79.180.19.135 |[Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dr opped.
5.28.159. 116 I srael 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 8
46.117. 142. 206 i srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 8
Ret r ansmi ssi on Packet dr opped.
37.142.64.72  |israel 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 8
Ret ransni ssi on Packet dr opped.
46. 19. 86. 233 I srael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
185. 3. 146. 176 |l srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 8
84.95.215.218 [Israel 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 87 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 7
84.95. 252. 72 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
95.178.195.200 |CQoatia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
185. 106. 94. 2 147.237.77. 205 |prisha.idf.il drop SAMrul e drop 6
213.8.204.52  |israel 147.237.77. 233 |atal i df il Bad TCP sequence mdgitvrsagngt wth different monitor |6
109. 67. 68. 80 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert 6
109. 67. 68. 80 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
37.26.147.130 |israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
89.138. 8. 103 I srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
188. 120. 148. 250] srael 147.237. 72. 156 |aman. i df .| Bad TCP sequence Inval i d ACK nunber noni t or 6
5.102.254.235 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
80. 246. 133. 140 [l srael 147.237.76.30 |himush.idf.il Bad TCP sequence I'nvalid ACK nunber alert 6
84.110. 110. 145 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
176.13.7.19  [Israel 147. 237, 72. 167 [i shuri maka i o | S NG Engine: TG Invalid invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
5.29. 174. 162 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54.57. 134 I'srael 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
37.26.147.130 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
5.22.134.17 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
93.173.168. 150 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 70 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
5.22.131.128 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 5
93.173. 168. 150 |l srael 147.237.72. 166 |aka.idf.il Bad TCP seqguence Invalid ACK nunber noni t or 5
5.102. 254. 94 I srael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber noni t or 5
68.97.95.65  |lnited Sates |147.237.72. 166 |aka idf.il Streamng Engine: TCP Invalid invalid segnent retransnission drop 4
Ret ransmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
212.25.102.57 |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Code (404) in Session from Bock  [324
212. 25.102. 57
176. 12. 149. 165 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 130
46. 19. 86. 205 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 84
46.19. 86. 176 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 71
176. 12. 149. 165 |l srael 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 70
46.19. 85. 176 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 64
46. 19. 86. 205 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 17
176. 12. 149. 165 |l srael 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock
176.13.16. 145 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.120. 167. 236 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka. i df.il/sip_storage/files/8/ B ock
Lhited - . D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover.i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
77.125. 4. 159 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
- - - Unhaut hori zed URL Access to
213.8.114.85 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 B ock 2
79.177.58. 16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
5.29. 46. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.95.214.166 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. idf.il/nain/giyu B ock 2
176.12.147.35 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.52.3.20 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.142. 64. 22 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
142.51.224. 64 |Canada 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
79.179. 99. 94 | srael 147.237.77. 176 |nat pash. i df . i | D stributed Unhaut hori zed URL Access on wa cogat.idf.il/xmrpc.php |B ock 1
Unhaut hori zed URL Access to
212.76. 98. 28 I srael 147.237.72. 166 [aka. i df . i | wan: aka. i df . i1/ mai n/ gi yus/ &a=u&ved=0ahukewj i yk_ky8f j anwhggdkhb |Bl ock 1
1lvabaqf ggunae&usg=af qj cnhcvyyg7wlcg- yhd5_anmmroyodt wa
2.54.10. 164 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
. . Unaut hori zed URL Access to
66.249.65.112  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9023- he/ r ef uah. aspx Bl ock 1
193. 169. 124. 154|kr ai ne 147.237.77.216|dover.idf .i | Paraneter Type Miolation toDate in wawidf.il/1283-en/ dover. aspx B ock 1
46.116. 64. 18 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
m ny- kosher - kravi . i ' 9 ! - i
176.13.11.41  |israel 147.237.0.17 ny Ilegal Paraneter Encoding o] | BS%VBhVIN! 7gt X 5HzS@%i n None 1
df.il mny-kosher-kravi . i df . i1/ aj ax/ creat ecapt chai nage. aspx
. . . Illegal Byte Gode Character in Paraneter Value at 91 for
84.228.76.198 |Israel 147.237.0.34 |tikshuv.idf.il w1 kshuv. i df i 17 webr esour ce. axd Bl ock 1
. . D stributed Lhaut hori zed URL Access on
213. 8. 204. 56 I srael 147.237.72. 156 |aman. i df . i | - Cid i1/ htt ps: /waw RN, B ock 1
46.19. 85. 70 I srael 147.237.77. 216 |dover.idf . il Abnornal |y Long Request net hod B ock 1
157. 55. 39. 186 g;g: 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df . il/894-en/ dover . aspx/ B ock 1
80.246.138.22 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
Lhi ted . . D stributed Uhauthori zed URL Access on
208.184.112.74 oo 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
- . Unhaut hori zed URL Access to
5.102. 254. 61 | sr ael 147.237.76.86 [navy.idf.il v navy. i df . i 1/ consol e/ coref doc._ngr/ doc. ngr . asp Bl ock 1
109. 196. 183. 18 |krai ne 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
. . Unaut hori zed Met hod PCST for
87.69.119.138  fIsrael 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ sachar/regi strati onw zar d/ st ep4. aspx Bl ock !
46.121.78.5 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/5/ B ock 1
185.3.146. 176  |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84. 109. 98. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176. 12. 149. 165 |l srael 147.237.0.19 |[madimatal .idf.il Distributed Cooki e Tanpering on token: Login None 1
Lhi ted . . Unaut hori zed URL Access to
40.77.167.40 Sates 147.237.76.31 [nakchal . i df . il v nakhal . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
Unhknown Paraneter catld in
149. 78. 178. 225 |l srael 147.237.72. 166 |aka. i df . i | wwy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast er/ f avi con [None 1
.gif
79.183.185. 157 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
212.76.100. 172 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.13.102 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
Lhited . . DO stributed Lhaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- hel dover . aspx. B ock 1
. - Unhaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel {1 | es/ 6/ 2306. | pg B ock 1
Lhited . . DO stributed Lhaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
46.117.163. 202 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.i|/mai n/sachar/defaul t.aspx/ |B ock 1
m ny- kosher - kravi . i _ ,
176.13.11.41 | srael 147.237.0. 17 df il Mitiple Illegal Parameter Encoding from176.13.11.41 None 1
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