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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 3570
66. 249. 64. 186 I srael 147.237.77. 74 lawi of il :;J; handshake violation, first packet mot g 52
134. 147.203. 115 Ger many 147.237.76. 197 e. hinush.idf.il Block Np All Net drop 2
167. 88. 7. 246 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf1 drop 1
66. 240. 192. 138 Lhited Sates 147. 237. 76. 30 hi nush. i df .i | Block Udp Al Nets drop 1
167. 88. 7. 229 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
167. 88. 7. 249 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df.il bl ock-sp-traf 1 dr op 1
167.88. 7. 230 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl drop 1
66. 249. 66. 61 I srael 147.237.72. 166 aka.idf.il ;?; handshake violation, first packet not |, ) 1
167. 88. 7. 244 Wited Sates 147.237.0.17 mm- kosher-kravi. 1df.i |y o sptraf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature \Count ‘
104. 128. 144. 131 147.237. 72. 166 Canada aka idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 250. 40. 74 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.111. 63. 17 147.237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
77.125.113. 14 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.194. 204. 190 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
46.121. 92. 242 147.237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
46.19. 85. 175 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 12. 143. 64 147.237.72. 166 I srael aka.idf.il I NDI CATOR- SCAN nyscan 1
40. 115. 58. 160 147.237.77. 121 Lhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 78. 154. 69 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.160. 203 147.237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 67. 51. 58 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
87. 69. 16. 240 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
85. 65. 89. 192 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
81.169. 251. 74 147.237.76. 177 Ger many ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 93. 206 147.237.72. 166 Lhited Sates aka idf.il portscan: TCP O stributed Portscan 1
213.8.204.7 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.117.141. 221 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
180. 189. 206. 16 147.237.76. 44 New Zeal and erefuahidf.il  [ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 174 147.237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
176. 12. 143. 64 147.237.72. 166 I 'srael aka.idf.il GPL SCAN nyscan 1
37.142.101. 225 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
109. 67. 65. 30 147.237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

147.236.50. 161 |l srael 147. 237. 76. 200 |ei tan. aka.i df .i | > dro 828
Ret ransmi ssi on Packet dropped. P
Sreaning Engine: TGP Invalid i i ssi
212.179.21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransnission. drop 72
Ret ransmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 38
212.235.98.139 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 34
82.166. 134. 12 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 33
80. 246. 137. 148 I srael 147.237.72. 156 |anan. i of .i Bad TCP sequence SINACK retransmt with different | oonior  [o7
w ndow scal e
46. 19. 85. 243 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber moni t or 21
46.19.85.8 | srael 147.237.72. 156 |anan.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 18
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
62. 0. 200. 164 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 16
213.57.128.65 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14
185. 120. 125. 31 147.237.72. 166 |aka.i of .i drop SAMrule drop 14
Sreaning Engine: TGP Invalid i i ssi
109.66.41.63  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
176.12.141.63 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
109. 64.58.186 |l srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST aert 12
212.143. 49. 22 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 12
109. 64.58. 186 |l srael 147.237.72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TCP Invalid i i ssi
77.125.154.1  |israel 147. 237.72. 166 |aka. i f .11 g =g Inval i d segnent retransnission drop 12
Ret ransmi ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
109. 64. 195. 157 |Israel 147.237. 77, 243 |t Lo i i1 | SAM NG Engine: TCP alid  invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dropped.
2.54.39.56 I srael 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 139 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 10
79.181.127.42 |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TCP Invalid i i ssi
109. 64. 151. 178 |Israel 147.237.72. 167 |i shuri maka i of . i g =g Invalid segnent retransnission. drop 9
Ret ransmi ssi on Packet dropped.
46.19.85.8 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or
121.54.38.114 |milippines  |147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or
108. 171. 128. 166 LK!i“r:ge(cijom 147.237. 72. 166 |aka i df .i drop First packet isn't SN drop 7
84.94.41.65 I srael 147.237.72. 156 |anan. i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
157.55.39.112 |Wited Sates |147.237.72. 166 |aka idf. i g =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
82.145. 217. 246 |Eur ope 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
157.55.39.112 |Wited Sates |147.237. 76. 200 |ei tan. aka.iof il 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66. 249. 74. 6 Lhited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.15  |United Sates |147.237.76. 200 |ei tan aka.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.130.108  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.181  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.95.133.79  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 248 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
132.64.201. 179 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 6
Ret ransmi ssi on Packet dropped.
121.54.38. 114  |Philippi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
213.57.158. 224 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.179.21.194 |[lIsrael 147.237.8.45 |e.eitanidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 175 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 22 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
185. 120. 125. 4 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
84.94.152. 45 I srael 147.237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 85. 175 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
80. 246.130. 89 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 175 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 66 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 5
46.19. 85. 175 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site dgnature Action ‘Count
147. 236.50. 161 |l srael 147.237.76. 200 |ei tan. aka. i df . i | Izt;hgg 505 tlgi Sane Response (ode (404) in Session from B ock 81
176. 12. 143. 155 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 42
176.13.3.91 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 29
176.12.145.73  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 25
46.19. 85. 176 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 24
46.19. 85. 190 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 46. 19. 85. 190 Bl ock 22
176.12. 143. 155 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 17
46. 19. 86. 205 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
109. 67. 134. 140 |l srael 147.237.0. 17 gfl niyl- kosher-kravi . i Mitiple Illegal Paraneter Encodi ng from109. 67. 134. 140 None 5
46. 19. 85. 230 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
176.13.12. 26 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
109. 67. 134. 140 |l srael 147.237.0. 17 m n_y_ kosher -kravi .| ?:gggnggﬁﬂva?eﬂloger 1$t xt AreaRenarks in B ock 2
df.il mny- kosher-kravi .idf.il/tenpl ates/trai ni ng/trai ni ng. aspx
46.19. 85. 85 I srael 147.237.77.216|dover.idf . il Mil tiple Malformed URL from46.19. 85. 85 B ock 2
5.29.167. 81 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.19. 85. 85 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unknown HTTP Request Met hod from 46. 19. 85. 85 Bl ock 2
89. 138. 241. 252 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
207.241.226.42 |Lited Sates  |147.237.72.166|aka.idf.il PHP Attenpt B ock 2
46. 19. 85. 85 I srael 147.237.77.216|dover . i df . il Dstributed I11egal HITP \ersion B ock 2
107.178.194.83 |Wited Sates  |147.237.77. 216 |dover . i df . i | D stri ot ec 1?;;}2;2;:?:eﬁ)v§?zs:p£n Hock 2
2.52.191. 136 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock
40.77.167. 98 Whited Sates  |147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock
78. 30. 195. 34 gz::;”i o 147.237.77.74 |lawidf.il \;Twarn':;elr dfT}'Ff/t\”eg;)f‘tatig;get' fei'\fgfgiet”“ Lo s B ock 1
195. 154. 146. 225|France 147.237.77.216|dover . i df . il I1egal HITP \ersion HITH B ock
46.19. 85. 85 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL B ock
107.178.194.83 |Wited Sates  |147.237.77. 216 |dover . i df .| mzid?f'ti Tc: lT:;fggggg?ﬂeﬁvﬁ‘fispﬁn Bock |1
37.19.116.218 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85. 64. 35. 118 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Distributed Unauthori zed URL Access on waw aka. i df .il/val tam B ock 1
2.54.38.176 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80.74.112.194 |[Israel 147.237.72. 166 |aka. i df . i | Unhtraceabl e S3. Sessi ons: sigal gs oS Attack None 1
212.143.49.22 |[israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text. css |B ock 1
46.116.202. 46 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
148. 177. 129. 213|Eur ope 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/val tam B ock 1
46.19. 85. 132 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
78. 30. 195. 34 :ZZ::FI on 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewtext.asp |B ock 1
199. 203. 172. 65 |l srael 147.237.72. 166 |aka. i df . i | m”;’kmgii?f?rf;gn/?zﬁm;gmp”esource_ o None 1
176. 13. 16. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Attack None 1
40.77.167.104 |Whited Sates  |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/eng B ock 1
95.86.69.159 I srael 147.237.72. 166 |aka. i df . i | mnsk":l??ﬁtn: nffgb;‘ut J qeneral . aspx None 1
66.249.93.206 |[lIsrael 147.237.72. 166 [aka. i df . i | LR is Above Root Directory v aka.idf.il/../inages/ bg. gif B ock 1
46.166.188.247 [Netherlands  |147.237.77.216|dover.idf il pste idtf“_'ti Tc: lLfs"";_tggzgfﬂeﬁvi‘i‘ffsspﬁ” Bock |1
176.12. 140. 210 |l srael 147.237.72. 166 |aka. i df . i | LLL‘Z%ZI/ i?ta;eﬁdﬁngggzgzzgalkﬁ flm’j Wkapatz//res B ock 1
2.71.44.151 Sweden 147.237.77. 216 |dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mode None 1
84. 94. 120. 80 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 1
213.151. 62. 179 | srael 147. 237.77. 216 |dover . i df . i | mir;fl’.?tl‘ff‘ttﬂ;“;miifﬁi Iu/1 Access on B ock 1
2.50. 132. 110 LE“;::IdeSNab 147.237.76.31 |nakchal .idf.il Distributed PHP At enpt B ock 1
79.179.60.128 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
208.115.111. 73 |Lhited Sates  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-ar B ock
46.19.86.0 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
140.242.217.2  |Israel 147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bock |1

Wi navy. i df . il /sip storagel/ fil es/ 8/ si ze338x0/ 1808. j pg
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