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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3412
81.218. 241. 25 | srael 147.237.72. 156 anan.idf.il |Anonal y-TLS renegotiation-di dest - r eset 87
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 63
79.178. 10. 3 I srael 147. 237. 72. 166 aka.idf.il |Block Wp All Nets drop 6
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|Top Attackers In IPS|

At t acker

85. 25. 148. 67

A tacker
Gountry

Target Address

Site

Sgnature

Ger many 147.237.76.31 |nakchal . i df . i 16798: HITP G\U Bash HITP Header Renote Code Execution B ock
Vil nerability
52. 89. 50. 240 Lhited Sates 147.237.77.216|dover. i df . i | [Q008: HTTP. Xenu User Agent B ock
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

89.139. 171. 15 147. 237. 72. 166 I 'srael aka idf.il ET SCAN NVAP -sA (2) 11
40. 115. 58. 160 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
218. 249. 175. 229 147.237.77. 233 (hi na atal .idf.il ET SCAN NVAP -sS w ndow 2048 1
213.151. 41. 144 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.199. 99. 132 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
81.169. 251. 74 147.237.0.35 Ger many akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
62.128. 48. 50 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
31.168. 14. 94 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 249. 175. 229 147.237.77. 233 (hi na atal .idf.il ET SCAN NVAP -f -sS 1
213.8.118. 110 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
85. 250. 111. 53 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 180. 207. 211 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1




12-06-2015-12:04:06 to 12-06-2015-13:04:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi

79.183.106.80 [l srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 59 Invalid segent retransmssion. drop 639
Ret ransni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

46. 19. 85. 98 | srael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Invalid ACK nunber noni t or 29
Sreanming Engine: TCP Invalid i i ssi

212.179.21.194 |israel 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Inval i d segnent retransmssi on. drop 22
Ret ransni ssi on Packet dr opped.

46.19. 86. 201 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 16

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
Sreanmng Engine: TCP Invalid i i ssi

66.249.66.39  |United Sates |147.237.77. 234 |hal ag.idf il 9 =9 nval i d segnent retransmssi on. drop 14
Ret ransmi ssi on Packet dr opped.

195. 160. 240. 11 |Israel 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d sequence nunber noni t or 13

83.130.99.188 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 12

83.130.99.188 |lsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert 12

81.218.241.25 |lsrael 147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 11
Sreanming Engine: TCP Invalid i i ssi

5.29. 154. 88 I'srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 10
Ret ransni ssi on Packet dr opped.

80.179. 225. 170 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 9

reamn ine: TCP Invali i i Ssi

109. 64. 154. 191 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

185. 120. 126. 40 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.

reamn ine: TCP Invali i i Ssi

46.19.85.137  |israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.

46. 19. 85. 253 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8

81.218.241.25 |lsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46. 19. 85. 155 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 8

46. 19. 86. 97 I srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 7

46. 19. 85. 49 I srael 147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi

79.181.218.68 | srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

147. 236. 34. 135 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6

109. 66. 174. 176 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 6

46. 19. 85. 193 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

46. 19. 85. 49 I srael 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

37.26.148.168 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Vb Server Enforcenent i

207. 241. 226. 109|Uni ted Sates |147.237. 72. 166 |aka idf i1 _ Veb Servers Sow HITP Denial of | oo 6
Mol ation Service

79.182.129. 154 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

46.19. 86. 231 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

37.26.146.178 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

213.57.54.170 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

213.57.134.79 |lIsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect

46. 19. 85. 225 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or

213.57.134.79 | srael 147.237.72. 166 |aka.i df .i Bad TCP sequence SINAK retransmit with different oo vor s

w ndow scal e

82.166.93.161 |lsrael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 5

46. 19. 86. 144 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 4

91.200.12.137 |Wkraine 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4

79.183.178.53 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4

79.182.34.214 |lsrael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 4

91.200.12.137 |Wkraine 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4

46. 19. 85. 135 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i SSi

37.26.146.234 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

46.19.85.128  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

46.19.86.239  |Israel 147.237.0.19 |nadimatal .idf.il g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

212.143.23.56 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

2.54.27.193 I'sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

37.26.148.152 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop

37.19.116.218 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry ‘Target Address |[Site S gnature Action ‘Count

2.54.33.72 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 136
176.13.4.172  |israel 147.237.0.19 |nadimatal .idf.il I‘;z.'\g%.olféhe Sane Response Qode (404) in Session from B ock 134
176.13.4.172  |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 128
79.183.106.80 |Israel 147.237.76.200|ei tan. aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 107
176.13.14.34  |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 55
5.29. 154. 88 I srael 147.237.76.200(ei tan. aka. i df. il Dstributed Too Many of the Sane Response Code (404) B ock 46
176.13.14.52  |[Israel 147.237.72.167]|i shurimaka.idf .i| [Dstributed Too Many of the Sane Response Code (404) B ock 44
37.26.147.185 |lsrael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 33
46.19.86.239 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 27
176.13. 4. 172 L srael 147.237.0.19 |madimatal .idf.il I(;Z.l\gr.\);oi};he Sane Response Code (403) in Session from 8 ock 25
176.13.5.154 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 12
62.219.193.62 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 62.219. 193. 62 Bl ock 11
176.13.18.90 |[lIsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 8
62.219.211.64 |Israel 147.237.72.166 |aka. i df . i | mmmx/auu;;]:ri Id??idl /N::atajhnc;(;i 333 Su\tsh;rf:ri cat i onser vi ce. asnx/ get aut huser Bl ock 6
46.19.85.130 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 6
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwn aka. i df . il/$$$&282$$$ B ock 3
89.138. 69. 208 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 89. 138. 69. 208 B ock 3
37.26.147.233 |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
109. 64. 62. 145 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/ 8/ B ock 3
37.26.147.231 |[lsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
149.78.251. 61 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
84.95.252. 40 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed URL Access on www aka. i df . i/ mai n/ B ock 2
46.19.86.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
89. 138. 69. 208 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka. i df.il/sip_storage/files/ U Bl ock 2
46.121.203.29 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
212.235.13. 100 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
89.138.72.188 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/mai n/sachar/def aul t. asp Bl ock 2
91.121.83.118 [France 147.237.77. 216 |dover . i df . i | Dstri uted E??;fggzgfﬂe%ﬁf:pﬁn Bl ock 1
185. 120. 125. 55 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.121.85.136 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
84.94.119. 247 |Israel 147. 237. 76. 147 |chi nuch. aka. i df .| [shauthori zed Muhod POBY for aspx None 1
79.182.24.18 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: pen Mde None 1
46.19.85.191 |Israel 147.237.72. 166 |aka. i df . i | m”;k‘f:i';?fﬁ’;egngmfgmm in None 1
176.12.148.49 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.79.12 |[lIsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 938- he/ nakhal . aspx B ock 1
208.184. 112. 75 |Wited Sates |147.237. 77. 216 [dover . i df . i | Dstri buted lfggg’g;;?ﬂe%v’;‘ffssp;” Bl ock 1
37.26.147.205 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
107.178.194. 83 |Uited Sates [147.237.77. 216 |dover. i df .i | Dstri uted E??;fgggggﬁe%ﬁf:pﬁn Bl ock 1
2.54.178.61 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
85. 250. 206. 244 || srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
62.90.100.28 |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to www aka. i df.i|/x?x™Mx@xex" x™x? B ock 1
184. 105. 139. 67 |Lhited Sates |147.237.76.39 |meI le.neitay. idf.i Unaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
46.19.21.106  |Norway 147.237.77. 216 |dover. i df . i | m :id'?‘_ﬁi ?‘; E??;fggzgfﬂe%ﬁf:pﬁn B ock 1
146. 185.56. 54 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefi ned Bl ock 1
79.179. 119. 163 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
213.57.182. 173 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249.66.37 I srael 147. 237.77. 216 |dover . i df . i | D o oL el dover aspx Bl ock 1
195. 154. 226. 90 |France 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion HITH B ock 1
37.19.116. 218 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
91.121.83.118 [France 147. 237.77. 216 |dover . i df . i | D stri bt ec ff;;_t:;g;;?ﬂe%ﬁ??:pﬁn Bl ock 1
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