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|Top Attackers | n DDoS- Def ence |

12-06-2015-10:04:04 to 12-06-2015-11:04:04

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOB- Tool - Swi t chbl adG dest - r eset 3547
82. 145, 217. 212 Eur ope 147.237. 76. 147 chinuch. aka.idf.il B ock_|p VWb In drop 7
134.147. 203. 115 CGer many 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 4
134.147. 203. 115 Cer many 147.237.76. 176 test.ncore.idf.il Bock Np Al Net drop 2

85. 25. 43. 239 Ger many 147.237. 76. 200 eitan. aka.idf.il B ock_Udp Al _Nets drop 1

85. 25. 43. 239 CGer many 147.237.76. 197 e. hinush.idf.il B ock Wp Al _Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

85. 25. 43. 239 Ger many 147.237.76. 198 e.yohal an.idf.il B ock_Udp Al _Nets drop 1

85. 25. 43. 239 CGer many 147.237.76. 199 e.nakchal .idf.il B ock Wp Al Nets drop 1

85. 25. 43. 239 Cer many 147.237.76. 196 e.svivaidf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Slgnature
85.25.148.67  |Germany 147.237.77. 216 |dover . i df . i{16798: HITP. G\UJ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i| [C103: HTTP: User Agent Sogou+web+spi der B ock 1




12-06-2015-10:04:04 to 12-06-2015-11:04:04

|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
66.249. 64. 181 [147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
187 144. 88, 186 |147. 237 76. 38 |Mexi co e rmitav.idf.iEl' SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104.192.0.226 |147.237.77.74 |Lnited Sates lawidf.il ET SCAN NVAP -sS w ndow 1024 1
95. 35.209. 213 |147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
83.244.113.78 |147.237.77.216 Ecis;iig;a” Territory. fuover.icf.il  |portscan: TGP O'stributed Portscan 1
80. 246. 130. 36 |147.237.77. 216 || srael dover.idf.il  |portscan: TCP D stributed Portscan 1
31.168.142. 17 |147.237.72. 166l srael akaidf.il portscan: TCP D stributed Portscan 1
2.52.52.85 147.237.72. 166 |1 srael akaidf.il portscan: TCP D stributed Portscan 1
192.114.7.2 147.237.77. 216 I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
109. 67. 17. 137 |147.237.77. 216l srael dover.idf.il  |portscan: TCP D stributed Portscan 1
104.192. 0. 226 [147.237.76.44 |Whited Sates e.refush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.230. 86. 155 |147.237.77. 216l srael dover.idf.il  |portscan: TCP D stributed Portscan 1
82.80.196.44  |147.237.77. 216l srael dover.idf.il  |portscan: TCP D stributed Portscan 1
2.54.61.188 147.237.72. 166 |1 srael akaidf.il portscan: TCP D stributed Portscan 1
213.8.97.158 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
192. 114. 23. 211 |147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 326
46. 19. 86. 223 | srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 46
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109.67.17.137 |Israel 147.237.77. 234 |hal ag.idf.il  |Bad TCP sequence SWretransmt with different monitor |34
W ndow scal e
2.54.57.82 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 31
192.114.23.18 [Israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransnmt wih different monitor |28
W ndow scal e
46. 19. 86. 223 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber noni t or 23
Sreaning Engine: TGP Invalid i i SSi
212.179. 21. 194 |israel 147.237.76. 200 |ei tan. aka.i df . i 9 =9 Invalid segent retransmssion. drop 20
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
93.115.95.204 [ANONYMOUS 1947 537, 77. 216 |dover. i df i | 9 =g Invalid segnent retransmssion. |, 20
Proxy Ret r ansni ssi on Packet dr opped.
81.218.241.25 |lsrael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 18
212.117. 140. 158I sr ael 147. 237. 72. 166 [aka. i df .i | drop First packet isn't SWN drop 14
2.52.3.200 | srael 147.237.72. 156 |anan. i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
213.57.228.31 | srael 147.237.72. 166 |aka. i of . i Bad TOP sequence S retransmt wth different monitor |12
W ndow scal e
2.54.57.82 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 11
2.54.57.82 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 11
2.54.57.82 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 11
2.54.7.1 I sr ael 147. 237. 77. 216 |dover . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
87.69. 48. 161 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
reamng BEngine: TCP Invali i i SSi
46.120. 255. 173 |l srael 147.237.76.31 |rakehalicr. i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnissi on drop 10
Ret ransm ssi on Packet dr opped.
213.57.137.200 |Israel 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYNACK -> Ti meout rej ect 9
212.179.92.125 |Israel 147.237.72. 167 |ishurimaka i of .i|Bad TCP sequence S retransmt wth different moni tor  [9
W ndow scal e
2.52.4.102 I sr ael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 84 I srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 8
78.95.7.102 Romani a 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 7
80. 246. 130. 237 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.52.157.51 I st ael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
reamng BEngine: TCP Invali i i SSi
41.230.14.223 |Tunisia 147. 237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.66.11.17  |Israel 147. 237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. |, ) 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 102 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid ' i ssi
109. 64. 185. 149 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
80. 246. 139.37 |Israel 147.237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46.19. 86. 147 I sr ael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.180.212.20 |[Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.179.119.24 |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182.128. 173 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
84.201.193. 141 |Rigaria 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 144. 176 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
213.57.130. 6 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
108.29.188.208 |[Lhited Sates |147.237.72.166 |aka.idf.il drop Frst packet isn't SYN drop
213.57.130.6  |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SINHAK retransmt with different oo s
W ndow scal e
2.54.7.1 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.7.1 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or 5
2.54.7.1 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 5
192.114.23.18 |israel 147. 237.72. 167 |i shuri maka. i of .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.52.4.102 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i SSi
192.198. 151. 43 |Eur ope 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
37.26.146.182 |lsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.33.127 I sr ael 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192.114.23.18 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.52.4.102 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d sequence nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.155. 118 | srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 58
79.178.221.89 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 37
2.54.155. 118 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 24
176.13.11. 119 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 10
46. 19. 86. 67 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
82.166. 137.239 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 5
87.236.105.61 |Ger nany 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 5
41.230.14.223 |Tunisia 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 4
46.19. 85. 101 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
194.90.128.25 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df . i |/ homas/ site/ Bl ock 3
2.52.157.74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
87.68. 32. 29 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
64.71.77.85 147.237.77. 216 dover . i df . i | vL\xr/];vuitgfo.rillz/identpﬁt:f;S]Zr ;c(j)/ user cont r ol s/ header upper / Bl ock 3
176. 13. 14. 34 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.42.228 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock

195. 160. 240. 11 |Israel 147.237.0.19 [nadi matal . i df .|| 2a=er pe Mol@on ¢ mﬁgs}(ﬂ acerbl der 18t xt Street in Bock |3
46.120. 169. 127 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46. 120. 169. 127 B ock 3
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
176.13. 4. 10 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.111.159.56 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
107.178.194.79 Uiited Sates [147. 237.77. 216 |dover . i df . i | D stri bt ec 1T§§f;§gi3§?ﬁeﬁvﬁcfsspzn Bock |2
176.12.145.97  |Israel 147. 237.72. 166 |aka. i df . i | ma’aﬁ;e: de‘ﬁ /C:;jy n/\';g::?a;;’?eg'i et onvizar di st S None 2
89.138.94.219 |Israel 147.237.77.216|dover. i df .i | Paraneter Type Mol ation SearchText in wwidf.il/1065- he/ dover. aspx B ock 2
176.12.139. 189 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
62.90.2.179 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
212.179.131. 93 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 2
46.19. 85. 145 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
77.127.182.239 |[israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
2.54.27.41 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
212.179. 218. 166/l srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
80. 246. 137. 251 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
46.19.85.101  |israel 147.237.0.19 |madi matal .idf.il Eaf:;e?iredcﬁagg':éoi Jg’tp; :CZLEII i o 10; )Td(;;ﬂ?hi'idf' HI/nobi | e/ ogin. aspx gy oy 2
46.19. 85. 153 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.12.145.97 |Israel 147.237.72.166 |aka. i df . i | mﬁ;ezw???/ﬂﬁl!aghjri/?lgiisqratioanard/regi ter. asp None 2
5. 144. 62. 184 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
89.138.94.219 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
185.32.179.19 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46. 19. 85. 246 I srael 147.237.77. 216 |dover.i df .i | Mal formed URL gzi p, B ock 1
2.54.58. 104 I srael 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: (pen Mbde None 1
212.199. 177. 67 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to vwwv aka.idf.il /v tikshuv.idf.il Bl ock 1
173.252.90. 230 |lhited Sates |147.237.72. 166 |aka. i df.i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80.178.146. 128 [Israel 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed URL Access on waw aka. i df .i|/wa tikshuv.idf.il [B ock 1
204.13.200. 200 [United Sates [147. 237.77. 216 |dover . i df . i | D stri bt ec 1T§§f;§;gi?ﬁeﬁvﬁcl?;pzn Bl ock 1
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9698- he/ r ef uah. aspx  |Bl ock 1
192. 114. 23. 211 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
37.142.64.63 I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
85. 250. 126. 205 [l srael 147.237.77.233|atal .idf.il Ml ti pl e Unhaut horized URL Access from 85. 250. 126. 205 B ock 1
46.120. 169. 127 [l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df . i/ mai n/ sachar/ B ock 1
176. 13. 16. 15 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
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