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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3326
79.178. 48. 152 | srael 147.237.77. 216 dover.idf.il B ock_Udp All _Nets dr op 6
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

134. 147. 203. 115 Ger many 147. 237.76. 30 hi nush. i df . i | Block Np Al Net drop 2

115. 239. 228. 8 Chi na 147. 237. 76. 147 chi nuch. aka.idf.il JLM Under _Attack _Con Htp drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

134. 147. 203. 115 Ger many 147.237.76. 30 hi nush. i df . i | ock Wdp Al _Nets drop 1

118. 193. 21. 98 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |Bock Np All _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess Attacker Qountry \Signature

87. 68. 85. 143 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
5. 42. 38. 207 147. 237. 76. 197 Russi an Federation e. hinush.idf.il ET SCAN Potential SSH Scan 1
80. 246. 136. 204 147.237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
5. 42. 38. 207 147. 237.76. 42 Russi an Federation refuah.idf.il ET SCAN Potential SSH Scan 1
212.199. 112. 144 147.237. 72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
66. 249. 93. 223 147.237.77. 233 Wited Sates atal.idf.il ET SCAN NVAP -sSA (2) 1
5. 42. 38. 207 147. 237.72. 217 Russi an Federation eidf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147.237.76. 38 Qte Dlvaire e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62. 38. 250. 31 147.237.72. 14 G eece dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
176. 13. 7. 202 147. 237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
46.116. 206. 207 147.237. 72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
174. 95. 44. 69 147. 237.76. 42 Canada refuah.idf.il ET SCAN Potential SSH Scan 1
37.26.149. 186 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
174. 95. 44. 69 147.237.8. 46 Canada e.chinuch.idf.il ET SCAN Potential SSH Scan 1
5. 42. 38. 207 147.237.77.233 Russi an Federation atal .idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TGP D stributed Portscan 1
5. 42. 38. 207 147.237.77.121 Russi an Federation e navy.idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 226 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 42. 38. 207 147. 237.76. 199 Russi an Federation e. nakchal .idf.il ET SCAN Potential SSH Scan 1
82. 166. 98. 205 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
5. 42. 38. 207 147. 237.76. 177 Russi an Federation ncore.idf.il ET SCAN Potential SSH Scan 1
217.194. 197. 94 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
79.178.193. 172 147.237. 72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
5. 42. 38. 207 147.237.76. 31 Russi an Federation nakchal . i df.il ET SCAN Potential SSH Scan 1
212.143. 3. 44 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
62. 38. 250. 31 147.237.72. 14 G eece dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
5. 42. 38. 207 147.237.0. 33 Russi an Federation idf.il ET SCAN Potential SSH Scan 1
188. 120. 132. 130 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
61.149. 161. 186 147.237.72. 167 Chi na i shurimaka.idf.il GPL SCAN nmap TCP 1
174. 95. 44. 69 147.237.76. 176 Canada test.ncore.idf.il ET SCAN Potential SSH Scan 1
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
174. 95. 44. 69 147.237.72. 217 Canada eidf.il ET SCAN Potential SSH Scan 1
5. 42. 38. 207 147.237.77. 235 Russi an Federation sviva idf.il ET SCAN Potential SSH Scan 1
174. 95. 44. 69 147. 237. 8. 27 Canada e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
5. 42. 38. 207 147.237.77. 216 Russi an Federation dover.idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 226 147. 237. 8. 45 Lhited Sates eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 42. 38. 207 147. 237. 76. 200 Russi an Federation eitan aka idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 384
Sreaning Engine: TCP Invalid i i ssi
212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 178
Ret r ansmi ssi on Packet dropped.
66.249.93.215 |Lhited Sates 147.237. 77. 233 |atal .i df .il drop First packet isn't SWN drop 42
. . SWNretransmt wth different .
212.179.21.194 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 38
46.19. 85. 129 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 37
62.219.161.88 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d sequence nunber nonitor |34
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
80. 246. 130. 110 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 22
82. 205. 107. 144 glcisgi':('ja” Territory.l147. 237.77. 176 |mat pash.icf.il  |dr op First packet isn't SWN drop 22
83. 244. 52. 202 glcisgi'géa” Termitory.f147 237.77. 176 |natpash.if. il |drop First packet isn't SN drop 22
80. 246. 130. 110 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert 22
37.26.147.226 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
82.166.53.161 |[lIsrael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid sequence nunber noni t or 18
2.54.12.41 I srael 147.237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
77.247.178.53  |Netherl ands 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 18
s SYN+ACK retransmt wth .
109. 66. 188.65 |l srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal e monitor |16
Sreaning Engine: TCP Invalid i i ssi
93.172.96.230 | srael 147. 237.76. 200 |ei tan. aka. i f . 9 =g Invalid segnent retransmssion. |, 16
Ret ransmi ssi on Packet dropped.
46. 19. 86. 22 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |15
Sreaning Engine: TGP Invalid i i ssi
66. 249. 74. 6 Wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 12
2.54.54. 217 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |11
2.54.54. 217 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nunier noni t or 11
109. 66. 188.65 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
2.54.54. 217 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
2.54.54. 217 I srael 147.237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 11
2.54.54. 217 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 11
79.179.129. 109 |Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi
79.180.248.75 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
s SYN+ACXK retransmt wth .
82.102. 169. 113 |l srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal e monitor |9
Sreaning Engine: TCP Invalid i i ssi
2.54.24.8 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 9
Ret ransmi ssi on Packet dropped.
194. 114. 146. 227|l srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
87.69.48. 161 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46.19. 85. 125 I srael 147.237.77.74 |lawidf.il drop SAMrule drop 8
66.249.93.219 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 8
157.55.39.149 |lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 7
37.26.147.226 |Israel 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
80. 246. 137. 243 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
108.171. 128. 161|Uni ted Kingdom  |147.237.72. 166 |aka.idf . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
2.54.12. 41 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval id ACK nunber noni t or 6
37.26.147.191 |[Israel 147.237. 77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 86. 72 I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.12. 41 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid sequence nunber noni t or 6
37.26.147.191 |[Israel 147.237. 77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
79.181.36.10  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
37.26.147.191 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
5.255.253.188  |Russian Federation  |147.237. 72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80. 246.136.35 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
2.52.189. 200 I srael 147.237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
46.19.85.1 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
87.69. 16. 122 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |6
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
212.179. 21. 194 |l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 392
46. 19. 86. 67 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 257
176.13.4.72 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 235
176.13.4.72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 107
46. 19. 86. 67 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 104
176. 13. 15. 210 |lIsrael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspici ous Response Code B ock 95
176.13.15. 210 |lsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 71
2.54. 155, 69 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 55
93.172.96.230 |Israel 147.237.76.200|ei tan. aka. i df i [1o° My of the Sane Response Code (404) in Session from g o gy
93. 172. 96. 230
82.80.219. 164 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 39
46.19. 86. 67 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 32
Unaut hori zed Method CPTI ONS for
132.73.110. 67 |lIsrael 147.237.72. 166 |[aka. i df . i | wwwe aka. i df . i |/ homas/ si t e/ resour ces/ servi ces/ wenat eri al s. asnx/ g |B ock 17
et conpani esbypr ef i X
176.13.4.72 I srael 147.237.0.19 |madimatal .idf.il D stributed Too Many of the Sane Response Code (403) B ock 12
80. 179. 184. 165 || srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 9
46.19.85.153 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 9
2.52.34.210 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
176.13. 4. 10 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 6
209. 88. 173. 130 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df . il/$$$8282$$$ B ock 5
80. 246. 138. 116 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
2.52.1. 147 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 4
109. 67. 181. 253 | srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/giyu B ock 4
37.26.147.189 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.7.35 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.21.16 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
81.218.241.25 |lsrael 147.237.77.216|dover. i df .i |l Mil tipl e Unaut horized URL Access from 81.218.241. 25 B ock 3
82.205. 107. 144 (Fijcis;i';'ja” Territoryl147. 237. 7. 176 |mat pash. i df . i | Unaut hor i zed URL Access to i cogat . i df . il/894-ar B ock 2
213.57.109.5 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
) . . D stributed Lhaut horized URL Access on
204. 13. 200. 200 |Lhited S ates 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |Wnited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
80. 246. 136. 187 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
80. 246. 137. 228 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.181.102. 223 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.181.102 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
176. 12. 138. 244 | srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.51.120. 142 ;:illrtaetdesNab 147.237.77.216|dover . i df . il Dstributed Lhaut hori zed LRL Access on www i df.il/xmirpc. php |B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178. 194. 87 |Lhited Sates 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
66.249.66.37 |Israel 147.237.77.216|dover. i df . il 147. 237. 77. 216/ shar ed/ ¢l i ent scri pt s/ sendt of ri end/ sendt of ri end. j |B ock 1
s
195. 154. 168. 82 |France 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wa i df.il/wp-1ogin. php Bl ock 1
-kosher-kravi . i df [ostri i
178. 154. 243. 75 |Russi an Federation [147.237.0.16 | Distributed Uhauthori zed LR Access on Bock |1
il ww ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1 ogi n. aspx
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation PageNumin Bock |1
ww i df . i1/1380- he/ dover . aspx
) . - Unaut hori zed URL Access to
199. 59. 148. 210 |Lited Sates 147.237.77.216|dover . i df . i vowei i1/ p storagelfi1 s/ 9f si ze220x0/ 15749 | pg B ock 1
2.52.157.209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Uhknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ctl 13 in
62. 0. 100. 86 | srael 147.237.72.166|aka. i df . i | ww aka. i df . i | / i v sachar / paysl i ps. aspx None 1
194.90.15.61 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
94.230.93. 133 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
- . . Paranet er Type M ol ation ctl 00$Cont ent Pl acetbl der 1%t xt Capt cha
82. 80. 219. 164 |l srael 147.237.0.19 |nadimatal .idf.il in nadimatal i df.i1/1ogin. aspx B ock 1
46.19. 85. 28 I srael 147.237.72. 166 |aka. i df . i | Redundant HTTP Headers Referer B ock 1
. . D stributed Lhaut horized URL Access on
212.117. 180. 21 |Luxenbour g 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
-kosher - kravi . i df | stri i
5. 255. 253. 167 |Russian Federation |147.237.0.16 | Distributed Uhaut hori zed LR Access on . B ock 1
il wan ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1ogi n. aspx
. . D stributed Lhaut horized URL Access on
176.12.141.20 (lsrael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah, aspx Bl ock 1
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