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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3412
81.218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 285
190. 43. 170. 200 Peru 147.237.76. 39 nobi | e. nei tav.idf.il ock Wdp Al Nets dr op 1
204. 42. 253. 2 Lhited Sates 147. 237.76. 197 e. hi nush. i df il Block Wdp All Nets drop 1
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|Top Attackers In IPS|

At t acker At acker

Target Address |Site Sgnature

Country

85.25.148.67 |Germany 147. 237.77. 176 |nat pash. i df . i | \lﬁi?eibm'; G\J Bash HTTP Header Renote Code Execution B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
209. 126. 116. 147 147.237. 76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 176. 124 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
77.125. 13. 180 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
174. 114. 17. 137 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
119. 73. 228. 130 147. 237.76. 31 S ngapore nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
46. 19. 85. 200 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
119. 73. 228. 130 147. 237.76. 31 S ngapore nakchal . i df.il ET SCAN NVAP -f -sS 1
98.119. 105. 221 147.237.72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NVAP -sS w ndow 2048 1
93. 174. 89. 82 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
217.194. 193. 180 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
93.174. 89. 82 147.237.0. 15 Net her | ands kosher-kravi .i df .i ET SCAN Potential SSH Scan 1
209. 236. 124. 188 147.237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
82. 166. 240. 200 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
203. 197. 205. 118 147.237.77. 170 I ndi a maar achot . i df .i | ET SCAN NVAP -sS w ndow 3072 1
82. 80. 173. 50 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
194. 90. 128. 185 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 117 147.237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
119. 73. 228. 130 147. 237.76. 31 S ngapore nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
31.168.13.78 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 219. 238. 10 147.237.76. 38 e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
98. 119. 105. 221 147.237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -f -sS 1
93.174. 89. 82 147.237.0. 17 Net her | ands mny- kosher -kravi . i df .il ET SCAN Potential SSH Scan 1
212.199. 182. 150 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.109. 204. 14 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Ret ransni ssi on

Packet dropped.

count ry Target Address |Ste Signature
212. 235. 98. 139 |I srael 147.237. 72. 166 |aka.i df .i 1 drop First packet isn't SWN drop 110
Sreamng Engine: TCP Invalid i i ssi
213.57. 103. 239 |I srael 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 45
Ret ransm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 41
46.19. 86. 78 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
81.218.241.25 |Israel 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 24
Sreamng Engine: TCP Invalid i i ssi
37.26.149. 227 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
46.19. 85. 74 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreamng Engine: TCP Invalid i i SSi
84.228.86.180 |Israel 147. 237.76. 200 |ei tan. aka i df . 9 =g Inval i d segnent retransmssi on. dr op 15
Ret ransm ssi on Packet dr opped.
192. 116. 105. 90 [l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 14
213.57. 130. 251 |I srael 147. 237. 77. 216 |dover i of . i Bad TCP sequence SINWAK retransmt with different oo [13
w ndow scal e
213.57. 130. 251 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 13
213.57. 130. 251 [l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 13
149.78.154.69 |[lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
. . . SYNHAK retransmit with different .
82.102. 169. 113 |I srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence i ndow scal e noni t or 11
5.47.80. 117 Tur key 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 11
Sreamng Engine: TCP Invalid i i ssi
199.30.25.15 |Wited Sates |147.237.77. 234 |hal ag.idf il 9 =g Inval i d segnent retransmssi on. drop 10
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.245 |l srael 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segent retransmssion. dr op 9
Ret ransm ssi on Packet dropped.
176.13.22.6 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
5.47.80. 117 Tur key 147.237.77. 216 |dover.idf.il SYN Attack rej ect
5.47.80.117  |Turkey 147. 237. 77. 216 |dover . i of . i Bad TCP sequence SINWAK retransmt with different oo |7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.86.81  |Israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
176.13.1.134 |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
62. 0. 200. 163 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop
176.13.22.6 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
reamn ine: TCP Invali i i ssi
80. 246. 136.59 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
e SWNretransmit wth different .
109. 64.132. 70 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 6
Sreamng Engine: TCP Invalid i i SSi
62. 219. 139. 237 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
82.102. 169. 113 |I srael 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
66.249.81.218 |Wited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop
46. 19. 85. 36 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
79.180. 248. 75 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
37.26.149.175 |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
5.102.254.84  |[lIsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 5
46. 116. 232. 175 |l srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 4
46.19.86.245 |Israel 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 4
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
84.94.205.140 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransmt wih different monitor |4
w ndow scal e
46.19. 85. 76 I srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
50. 174. 107. 222 [Wnited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 160. 72 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.146.192 |israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.36.6 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.152.51  |israel 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segent retransmssion. dr op 3
Ret ransm ssi on Packet dropped.
82.102. 169. 113 |l srael 147.237.0.19 |nadimatal .idf.il|dr op Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
207. 232. 35. 188 |I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
80.178.97. 206 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.74  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
80. 246. 136. 188 |l srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
79. 182. 145. 155 |I st ael 147.237.72. 166 |aka. i of . i 9 =g Invalid segent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
46. 19. 85. 125 | srael 147.237.0.19 |nadimatal .idf.i|Too My of the Sanme Response Code (404) in Session from 46. 19. 85. 125 B ock 191
46.19. 85. 125 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |108
37.26.148.136 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 72
109. 66. 108. 23 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 60
37.26.148.250 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |53
46.19. 85. 125 I srael 147.237.0.19 |madimatal .idf.i|Too My of the Sane Response Code (403) in Session from 46. 19. 85. 125 B ock 50
46. 19. 85. 193 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
82.102. 169. 113 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |42
176.12.145.80 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 31
46. 19. 85. 56 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 23
46. 19. 85. 130 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |8
2.52.157.10 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
37.26.147.207 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
176.13.19.194 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |3
93.173.18.226 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
37.26.147.193 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.75.76. 169 g;%ri o [w47.287.77.216|dover . i df .i | Mil tipl e Uhaut hori zed URL Access from 77.75. 76. 169 Bock |3
107. 178. 194. 87 |11 147.237.77. 216 |dover . i df . i | b stri ot ec 1?;;}:;2;;?%%&??;&” Hock |2
37.26.147.159 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |2
192. 116. 105. 90 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176.12. 142. 108 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
210. 187. 200. 215 Ml aysi a 147.237.77. 176 |mat pash. i df .i| [Dstributed PP Atenpt Bock |2
80. 246. 140. 100 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
204.13.200. 200 [J11€ 147. 237.77. 216 |dover . i df . i | b stri bt oc Es?;fgggggﬁeﬁvﬁ?:pin Bock |2
210. 187. 200. 215\l aysi a 147.237.77. 176 |mat pash. i df . i]  |Mil tiple Unauthorized UR. Access from 210. 187. 200. 215 B ock 2
46.166. 190. 167 |Nether| ands [147. 237. 77. 216 |dover . i df . i | b stri ot ec 1?;;}:;2;;?%%&??;&” Hock |1
210. 187. 200. 215 Ml aysi a 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt Bock |1

Extrenel y Long Paraneter in vww aka.idf.il
81.218. 165. 246 |l srael 147.237.72. 166 |aka. i df . i | b16DXndedQ DXndepl Nec15TXI t e2158g16LXgNeal NeR16nXk9eU Cf Xqi 7Xkydk |B ock 1

ZAl ZDWBWAh8EBXv XmBeql5XXkdeql NeUL5D
197. 36. 49. 84 Egypt 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to ww idf.il/xmrpc. php Bock |1
37.26.147.154 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176.12. 148. 189 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79.179.202.35 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
212.199. 244. 112|I srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/1/110291. pdf B ock 1
2.54.17.162 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 67. 181. 253 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.67.250 |lsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
208.98.226.97 [Canada 147.237.77. 216 |dover.idf .i | Distributed Whaut hori zed URL Access on v i df . i|/xmrpc. php B ock 1
84.94.205.140 | srael 147.237.72. 166 |aka. i df . i | El\;zlll.tgiz{).IZeOEJI:I_I4vc\)j dth/ kel fw dth Uni code Encoding on URU/ Parameter(+) from g o
80. 246. 138. 101 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185.3.144. 160 I srael 147.237.72. 166 |aka. i df . i | eknoun Parareter Qfﬁﬂ?ﬁ%ﬁ n None |1
77.75. 76. 169 ggj‘;ﬂ . [147.237.77.216|dover i df .| Unaut hori zed URL Access to ww i df . i1/ page/ 28/ Bock |1
5.29.40.9 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.i|/xmrpc. php B ock 1
176.12.141. 175 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 64.132. 70 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ at al . aspx Bock |1
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bock |1
210. 187. 200. 215|Mil aysi a 147.237.77.216|dover. i df .i | Mil ti pl e Uhaut hori zed URL Access from 210. 187. 200. 215 B ock 1
199. 16. 156. 126 ;“;tt:s 147.237.77. 216 |dover . i df . i | mu:gf?rillz/tes? pgof‘;‘;:ffi L sl 2e220K0) 11501 | pg Bock |1

Unknown Par anet er

b16DXndedO DXndepl Nec15TXI t e2158g16LXqNeal NeRL6nXk9eUl Cf Xqi 7Xkydk

ZAl ZDWB8WAh8EBXv XnmBeql5XXkdeql NeU15DXqt eol NeR15Ug157 Xk NeV15f Xod

eg15nXnSDXl NeX15XXnt eo15nXnSDXl Nee16HXI deb16DXndedG DXnmdepl Nec15
81.218. 165. 246 |[lIsrael 147.237.72. 166 [aka. i df . i | TXI t eZ2158g16LXgNeal NeR16nXk9eUl Cf Xndep15XXk SDXqi 7XkydkZAl bDw8WAh |None 1

8EBX/ XmDeql5XXkdeql NeUL5DXqgt eol NeR15Ug157 Xk NeV15f Xodeg15nXnSDXI

NeX15XXnt eo15nXnSDXI Nee16HXl deb16DXnmdedO DXndepl Nec15HX 9eV16ggl

6LXgNeal NeX15XXp9eZl NeR16nXk9eUl Cf Xndepl5XXk ScuZGQCH@BPFgQF AgUH

XGR7NSwW3f RBEBYOB15v Xqt eV15HXqi DXI NeQL6r XqCDXkdeVI
46. 19. 85. 125 | srael 147.237.0.19 |nadimatal .idf.i|Too Many 403: Response Code per Session B ock 1
79.180. 3. 42 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bock |1
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