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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3485

66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3379
115. 239. 228. 8 Chi na 147.237. 76. 147 chi nuch. aka.idf.il |[JLM Under Attack Con Htp drop 2

185. 106. 94. 126 147. 237.76. 34 yohal an. i df .| Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147. 237.72. 166 aka.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 60 France 147.237.77.74 lawidf.il 28 HITP.  AnrefBot craw er B ock 1
188. 165. 15. 202 France 147. 237.72. 156 aman.idf.il 28: HITP.  ArefBot craw er B ock 1




12-06-2015-06:04:00 to 12-06-2015-07:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 75 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 61 147.237.72.166  |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
104. 192. 0. 226 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 192. 0. 226 147.237.0.35 Wited Sates akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 147.237.0.17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147.237.77. 74 France lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 107. 212. 159 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 147.237.76. 34 Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
125. 65. 165. 215 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 147. 237.77. 178 e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238. 10 147. 237. 76. 148 gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 147. 237.76. 86 navy. i df.il ET SCAN NVAP -sS wi ndow 1024 1
104. 192. 0. 226 147.237.8. 27 Lhited Sates e madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147 147. 237.76. 202 Lhited Sates e halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174. 89. 82 147. 237.77. 205 Net her | ands prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
78.193.2.8 147.237.77.61 France e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125. 65. 165. 215 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 147. 237.77. 170 maar achot . i df . i | ET SCAN Potential SSH Scan 1
104. 219. 238. 10 147. 237.76. 147 chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Signature

Country

‘Target Address |Ste

Sreaning Engine: TQP Invalid i i SSi
184. 151. 179. 177|canada 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 1458
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.154 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | g =g nval i d segnent retransmssi on. drop 96
Ret ransmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
Sreamng Engine: TCP Invalid i i ssi
66.249.66.39  |lnited Sates |147.237.77. 234 |nal ag.idf.il g =g nval i d segnent retransmssi on. drop 26
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
199.30.16.161 [lhited Sates |147.237.77.234 |halag.idf. il g =g nvalid segnent retransmssion. drop 14
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 198. 169 |Israel 147. 237. 76. 200 |ei tan. aka.i df . i g =g nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.183. 205. 161 |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
46. 19. 86. 176 | srael 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 6
109. 64. 213. 176 |l srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
109. 64. 213. 176 |l srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaning Engine: TGP Invalid i i sSi
199.30.24.17  |Wited Sates |147.237.76. 200 |ei tan. aka.idf.il 9 =g Invalid segrent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.
91.231.192. 149 |Israel 147.237.72. 166 |aka i df .i | drop First packet isn't SWN drop 4
Sreaming Engine: TCP Invalid i i ssi
149.78.19.112 [israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
185. 120. 126. 58 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
66. 249. 74. 6 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
79.178. 164. 248 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
185. 120. 126. 58 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id AGK nunber noni t or 3
176.13.11. 162  |Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence nmoni t or 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
s SYNretransmit wth different .
54.72.73. 168 Irel and 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e noni t or 3
79.176.28.39 | srael 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt with different monitor |2
w ndow scal e
37.26.148.151 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 2
87.69.132.200 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 2
37.26.149.248 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
91. 231.192. 149 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning Engine: TCP Invalid i i SSi
66.249.75.38  |Wnited Sates |147.237.76.200 |eitan. aka idf.il g =g nvalid segnent retransmssion. drop 2
Ret ransmi ssi on Packet dr opped.
87.69.132.200 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 2
79.179.213.124 i srael 147.237. 72. 156 |anan. i f . Bad TCP sequence S retransmt wth different monitor |2
W ndow scal e
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop drop
93.173.134. 205 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i SSi
66.249.78.170 |Wnited Sates |147.237.76.200 |eitan. aka idf. il g =g nvalid segnent retransmssion. drop 2
Ret ransmi ssi on Packet dr opped.
62.219.187.7 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
89.139. 173. 158 |l srael 147.237. 72. 156 |anan. i f . Bad TCP sequence S retransmt wth different monitor |2
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249.66.45  |United Sates |147.237.77.234 |nal ag.idf.il 9 =g Inval i d segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
93.173.134. 205 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
176.13.11.162 [Israel 147. 237.77. 216 |dover. i df .i | Bad TCP sequence S retransmt wth different monitor |2
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
66.249.78.184 |lhited Sates |147.237.76.200 |eitan. aka.idf.il g =g nval i d segnent retransmssi on. drop 2
Ret ransmi ssi on Packet dr opped.
212.199. 141. 138|I srael 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt wth different monitor |2
w ndow scal e
185. 120. 126. 58 147.237. 77. 216 [dover. i df . i Bad TCP sequence noni t or 2
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
37.26.146.154 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 2
61.135.190.72 [China 147.237.0.200 |rdu.idf.il Geo-1 ocat i on enf or cement Geo-| ocati on i nbound enf orcenent |dr op 2
46. 19. 86. 208 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184.105.139.91 |Uhited Sates [147.237.76.202|e halag.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
37.26.149.248 |lsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 1
74.82.47.11 Lhited Sates [147.237.77.176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.95 |Lhited Sates |147.237. 76. 147 [chi nuch. aka. i of .i I|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66.87.116.227 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
: . . Too Many of the Sane Response Gode (404) in Session from
184. 151. 179. 177|Canada 147.237.76.200(ei tan. aka. i df . il 184. 151, 179. 177 Bl ock 171
46. 19. 85. 200 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 111
176.12. 141. 231 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 77
46. 19. 85. 200 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 19
46.19. 85. 193 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 8
66. 249. 66. 32 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 4
2.52.2.180 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.52.34.67 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 2
] . . D stributed Uhauthori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
176.12. 141. 231 |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 2
176.12. 141. 231
45, 55, 53. 138 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 45,55, 53. 138 B ock 2
m ny- kosher - kr avi . i _ ,
79.176. 172. 249 |l srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from79.176. 172. 249 None 2
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Ml ti pl e Lhaut hori zed URL Access from 68. 180. 228. 112 Bl ock
176.13. 4. 10 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
2.54.38.133 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
62.219.187.7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
5.249. 147. 28 Italy 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/val tam B ock 1
78. 46. 4. 61 Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnin/ B ock 1
195. 154. 227. 118|France 147.237.77.216|dover.idf .il Miltiple I11egal HITP Version from195. 154. 227. 118 B ock 1
-kosher-kravi.idf.i i
66.249.73.242 | srael 147.237.0.16 |- KOSher-kravi.idf. i ftnaut hori zed URL Access to B ock 1
| v ny- kosher -kravi . idf.il/robots. txt
. . Unaut hori zed URL Access to
66. 249. 66. 40 I srael 147.237.77.216|dover . i df . il 147, 237.77. 216/ 1065- he/ dover . aspx B ock 1
89.138. 178. 254 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter __VI ENBTATEENCRYPTED i n None 1
wwe aka. i df . i1/ nmai n/ sachar/ nai | box. aspx
74.208.205.43 |Wited Sates |[147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
184. 168. 152. 148|lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ nai 1/ g yus/ gener al . aspx B ock 1
123.152. 196. 35 [Chi na 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
64.19. 78. 242 Lhited Sates [147.237.77.233|atal .idf.il D stributed Wauthorized URL Access on 147.237.77. 233/ Bl ock 1
: : Uhaut hori zed LRL Access to
37.26.148.151 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ r eset . css Bl ock 1
m ny- kosher - kr avi . i _
79.176. 172. 249 |l srael 147.237. 0. 17 df il Ill1egal Paraneter Encoding n. None 1
198. 20. 69. 74 Wited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ m B ock
. . Uhknown Pararmeter docld in
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | ww aka, i df i |/ chi nuch sear ch/ sear chr esul 5. asp None 1
92.53. 113. 89 F“Sf;;”i on 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnn/ B ock 1
74.208.205.43 |lWited Sates [147.237.77.74 |lawidf.il eMi | Hoarding Bl ock 1
] . . D stributed Uhauthori zed URL Access on
208.184.112.75 |lWited Sates [147.237.77.216|dover.idf.il v i df . i | / 1133- 22461- he/ dover . aspx. Bl ock 1
184.168.200. 76 |lnited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 78 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mobi | f mai 1V gi yus/ general . aspx Bl ock 1
128.70.122.5 R‘SS::I”i o 147. 237.77. 170 |n@ar achot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/pdf/files/ 9/ B ock 1
. . Unaut hori zed URL Access to
66.249.64.181 |Israel 147.237.77.74 |lawidf.il wwe | aw i o i|/si p storage fil es/ & 638, pf Bl ock 1
202.188.32.46 |Milaysia 147.237.77.216|dover.i df . il PHP Att enpt B ock 1
Uhaut hori zed URL Access to
66. 249. 66. 72 I srael 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/ coor di nat i ongaza/ gover mrent / pages/ coor di nat or B ock 1
transport . aspx
98.139.204.36 [lLhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal .idf.il/wordpress/w-admin/ |B ock 1
46.19. 86. 179 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/894-he/ atal . aspx  |B ock 1
74.208.205.43 |thited Sates [147.237.77.176 |mat pash. i df . i | Enail collector robots 14 Bl ock 1
190. 104. 117. 168|Quat enal a 147.237.77.216|dover. i df . il Dstributed eMil Hoarding B ock 1
. . Unaut hori zed URL Access to
66.249.66.81 I srael 147.237.72. 166 |aka. i df . i | v aka., i df i | /si p_storage/ fi | es/ 6/ xex§xexaxma 2 Bl ock !
Russi an ny-kosher-kravi . idf.i |uhaut hori zed UR. Access to
141.8.142.16 Federation 147.2317.0.16 | wan ny- kosher -kravi . i df il /tenpl ates/| ogi n/ | ogi n. aspx Bl ock !
www. chamat z. aka. i df ) o
66. 249. 65. 18 | srael 147.237.77. 226 i Unaut hori zed URL Access to www chanat z. aka. i df . i1/404. aspx B ock 1
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