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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3353
115.230. 124. 164 Chi na 147. 237. 76. 200 eitan. aka.idf.il JLM Under _Attack_Con_Tcp dr op 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
182. 33. 103. 167 Chi na 147.237.76. 148 gocenter. aka. i df.il B ock Wp Al Nets drop 1
118. 193. 21. 98 Chi na 147.237. 76. 31 nakchal .idf.il B ock Np Al Net drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 34 yohal an.idf.il B ock_Up Al _Nets drop 1

64. 246. 165. 160 Lhited Sates 147.237.0.15 kosher-kravi .idf .il bl ock-sp-traf 1 dr op 1
118. 193. 21. 98 Chi na 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 39 nobile.neitav.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

188. 25. 231. 50 Ronani a 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste \Signature

185. 106. 94. 2 147.237.77. 216 dover.idf.il SERVER WEBAPP Set up. php access 4
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
93. 158. 215. 46 147.237.0. 16 Net her | ands ny- kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 252. 84 147. 237. 76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 215. 45 147.237.77. 233 Net her | ands atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 219. 238. 10 147. 237. 72. 167 i shuri maka. i df.il ET SCAN Potential SSH Scan 1
93. 158. 215. 45 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential WNC Scan 5900- 5920 1
93. 158. 215. 46 147.237.77. 227 Net her | ands e. hanaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 45 147. 237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 46 147.237.77.121 Net her | ands e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 45 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 46 147. 237. 76. 201 Net her | ands eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 45 147. 237. 8. 46 Net her | ands e.chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
218.108. 132. 58 147.237.77. 243 Chi na nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 215. 46 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 45 147.237.8.24 Net her | ands elifestyleidf.il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 46 147. 237.8. 27 Net her | ands e madimatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 45 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93. 158. 215. 46 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 252. 84 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
93. 158. 215. 46 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 219. 238. 10 147.237.77. 205 prisha idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 215. 45 147. 237.77. 227 Net her | ands e. hanaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
104. 219. 238. 10 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
93. 158. 215. 45 147. 237. 76. 200 Net her | ands eitan aka idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 46 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 45 147. 237. 76. 198 Net her | ands e yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 46 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 45 147. 237.76. 30 Net her | ands hi nush. i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 46 147. 237. 76. 200 Net her | ands eitan aka idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93. 158. 215. 45 147.237.8. 45 Net her | ands eeitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 108. 132. 58 147.237.77. 235 Chi na sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 215. 46 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 45 147.237.0. 35 Net her | ands akavs. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 215. 46 147. 237. 0. 200 Net her | ands ndu. i df il ET SCAN Potential VNC Scan 5900- 5920 1
185. 106. 94. 2 147.237.77. 216 dover.idf.il ET WEB SERVER Mui ebl ackcat scanner 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreaning BEngine: TQP Invalid
41.130.73.249 |Egypt 147.237.77. 216 |dover.idf.il 9 9 Invalid checksum Packet dropped. |drop 7
Checksum
2.54.141. 198 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
66.249.93.182 |Whited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 5
84.111.38.218 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
208. 115.113. 89 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i SSi
95.35.210.199 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 3
Ret ransni ssi on Packet dr opped.
64.246.165.160 [Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|Header Rgj ection :‘:Sz;trej ection pattern found in oo |3
Sreaning BEngine: TQP Invalid i i SSi
2.54. 60, 120 I'sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y o 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 8 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46. 166. 170. 6 Li t huani a 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
84.111.38.218 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 2
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46.19.86.7 I srael 147.237.77. 170 |naarachot . i df .il |Bad TCP sequence Invalid ACK nunber noni t or 2
37.48.113.81 Net her | ands 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
93. 89. 253. 66 I'rel and 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 1
5. 9. 36. 66 Ger many 147.237.77. 216 |dover.idf.il O rect ory Traver sal directory traversal overflow noni t or 1
193.90. 12. 87 Nor way 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
141.212. 122. 154|tnited Sates  [147.237.77. 178 |e.natpash.icf.il  |[Geo-1 ocati on enf or cement g?olrggi'nf” I nbound drop 1
172.56.34.145 |lited Sates |147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93. 89. 253. 66 I'rel and 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
61.135.190.71 |China 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5.102. 254. 84 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 1
193. 171. 202. 150|Austria 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
217.23.11. 95 Net her | ands 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
176.10.99.208 [Swtzerland 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
5. 255. 253. 157 R‘F Sf:;”ion 147.237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
195. 62. 53. 168 R‘Sf:;”ion 147.237.76.200 |eitan. aka.idf.il  |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
162.247.72.217 |Wited Sates  |147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
85.25.103.119 |Germany 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
220.181. 108. 104 |Chi na 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
176.126.252. 12 |Romani a 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Russi an e SYNHAK retransnit with different .
5. 255. 253. 157 er ati on 147. 237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e roni t or 1
198. 50. 200. 135 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
86. 20. 246. 148  |United Ki ngdom|147.237. 77. 216 [dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
178. 62. 165. 187 |United Ki ngdom|147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 153|Wnited Sates  [147.237.77. 178 |e.natpash.icf.il  |[Geo-1 ocati on enf or cement g?olrggi'nf” I nbound drop 1
77.247.178.53  |Netherl ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

At acker

‘Target Address |Site

Sgnature

Devi ce ‘Count

Country Action
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
; - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Lhited States  |147.237.77. 216 (dover.idf . i1 [0 ) as oou61- het dover . aspx. Bl ock 2
] . . O stributed Unaut hori zed URL Access on
107.178.194.83 [Uhited States  |147.237.77.216(dover. i df . i1 [0 5 1) 1133 22638- he/ dover . aspx. B ock 2
46.120.98.156 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
. . . UL is Above Root DOrectory
176. 126. 252. 12 |Ronmani a 147.237.77. 216 (dover. i df . il wowvi o i1/ / shared/cl i entscri pts/j query/] auery-1.4.2.nin. | s Bl ock 1
66.249.66.37 |Israel 147.237.77.216|dover.idf.i| |Wauthorized URL Access to 147.237.77.216/ 1133- he/ dover. aspx B ock 1
) - . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Uhited States  |147.237.77.216|dover. idf il [ o o 1o oose e dover . aspx. Bl ock 1
54.211.65.82 |Wited Sates [147.237.77.216|dover.idf.il Mil tiple Unaut hori zed URL Access from 54.211. 65. 82 Bl ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.i df .i | Dstributed I11egal HITP \ersion Bl ock 1
66.249.66.61 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wwy aka.idf.il/sip_storage/files/5/ 70685. pdf |B ock 1
’ . . Distributed Lhaut hori zed URL Access on
208.184.112. 75 [Uhited Sates  |147.287.77.216|dover.idf il |- & " a0 o0 s e dover . aspx. B ock 1
- . D stributed Lhaut hori zed URL Access on
95.175.97.229 [Finland 147.287.77. 216 |dover. i df . il |- T 1133 22461 he/ dover . aspx. Bl ock 1
54.211.65.82 |Lited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/newsite/ english/ main. asp Bl ock 1
198. 13. 154. 64 [Canada 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df . i|/894-en/idf gdover. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p st or age/ i | es/ 5/ 18205. pef B ock 1
45, 55, 59. 128 147.237.76. 200 |ei t an. aka. i df . i|haut hori zed Met hod HEAD for vwwy ei tan. aka.idf.il/ None 1
) - . D stributed Lhaut hori zed URL Access on
208.184.112.75 [Uhited States  |147.237.77.216|dover. idf il [ o o ooee e dover . aspx. Bl ock 1
] . D stributed Lhaut hori zed URL Access on
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
207.241.226.41 |Uhited Sates [147.237.0.34 |tikshuv.idf.il [Wauthorized UR. Access to ww tikshuv.idf.il/error.htm B ock 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Waut hori zed URL Access from 68.180. 228. 112 B ock 1
46.120. 98. 156 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Untraceabl e SSL Sessions from46. 120. 98. 156 (sigal gs DS Attack) [None 1
. . D stributed Lhaut hori zed URL Access on
66.249.66.31 |Israel 147.237.72. 166 |aka. i df . il 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
’ . . Distributed Lhaut horized URL Access on
208.184.112. 74 [Uited Sates  |147.287.77.216|dover.idf il |- & " a0 o0 s e dover . aspx. B ock 1
68.180.228.112 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i|/894-en/i df gdover. aspx Bl ock 1
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