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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3474
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
171.233.53.7 147. 237. 72. 166 |M et nam aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
104. 219. 238. 10 |147.237.76. 38 e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.213.231. 61 |147.237.0.33 okfrea’ Repblic 1 ¢ i) ET SCAN Potential SSH Scan 1
91.218. 246. 103 |147. 237. 76. 44 ?éjj;’}m erefuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.0.35 |Lhited Sates akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
89.219.56.200 |147.237.76. 199 |Estoni a e. nakchal .idf .il ET SCAN NVAP -sS wi ndow 2048 1
199. 101. 186. 202|147. 237.76. 42 |Lhited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
78.193.2.8 147.237. 77. 179 |France e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 202(147. 237. 76. 42 |Lhited Sates  |refuah.idf.il ET SCAN NVAP -f -sS 1
189, 216. 240. 86 1147, 237 0.32  |nsxi co Cikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

173. 160. 184. 241|147. 237. 77. 227 |Uhited Sates  |e hanaz.idf.il ET SCAN NMAP -sS wi ndow 2048 1
171.233.53.7 147. 237. 72. 166 |M et nam aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 219. 238. 10 |147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
211.213.231. 61 |147.237.0.35 g?rea, Republic | avs. i df i ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237. 76. 34 yohal an. i df .il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 227 |Lhited Sates e. hamaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
89.219.56.200 |147.237.76. 199 |Estoni a e. nakchal .idf .il ET SCAN NVAP -sS wi ndow 4096 1
209. 126. 116. 147|147.237.0.16 |thited Sates ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
89.219.56.200 |147.237.76.199 |Estonia e. nakchal .idf.il ET SCAN NVAP -f -sS 1
199. 101. 186. 202(147. 237. 76. 42 |Lhited Sates  |refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
78.193.2.8 147. 237. 77. 170 |France naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
185. 107. 212. 159|147. 237. 77. 205 prishaidf.il ET SCAN Potential SSH Scan 1
173. 160. 184. 241(147. 237. 77. 227 |Wnited Sates  |e hamaz.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36
46. 19. 85. 40 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 30
46. 19. 85. 40 I'sr ael 147, 237.72. 167 | surimaka i i |2 | €M NG Engine: TGP Invalid invalid segrent retransnission dr op 12
Ret r ansni ssi on Packet dropped.
46.19. 86. 166 | srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 169 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
203. 127.58. 233 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
119. 173. 226. 201 |Japan 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 7
46. 19. 85. 40 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46.19. 85. 40 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
188. 120. 148. 250]l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
46.19. 85. 40 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 3
79.177.59.213  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
66. 249. 66. 5 Wited Sates 147. 237.72. 166 |aka. i f . Streamng Engi ne: TCP Invalid imvalid segnent retransmssion. | o 2
Ret r ansni ssi on Packet dropped.
2.52.184. 249 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
68. 180. 229. 239 |Wnited Sates 147.237. 72. 166 |aka. i df . i Streamng Engine: TCP Inval id - finvalid segnent retransissi on. drop 2
Ret r ansni ssi on Packet dropped.
5. 102. 254. 96 I srael 147. 237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 86. 181 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber alert 2
109. 160. 165. 144 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 2
46.19. 86. 181 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 154 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval id ACK nunber noni t or 2
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
220. 255. 103. 26 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
141. 212. 122. 152|hited Sates 147.237.76. 176 |test. ncore.idf .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.205.119.19  |Ger nany 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168  |Russi an Federation [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 154|Wnited Sates 147.237.77. 227 |e.hanaz.idf i1 |Geo- | ocati on enf or cenent Sﬁ?olrggi'nfn I nbound drop 1
80. 246. 130. 253 |l srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
141.212.122. 149|nited Sates 147.237.76.30 [hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
77.77.76.3 :éxbl :2'3“" 147. 237. 77. 216 |dover . i df . Bad TCP sequence Invalid ACK nunber aert 1
46. 19. 85. 169 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid sequence nunber noni t or 1
37.26.147.151 |[Israel 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 155|Uited Sates 147.237.77. 227 |e.hanaz.idf.il  [Geo-| ocati on enf or cenent gﬁ?glsgiinfn | nbound drop 1
176. 13. 2. 141 | srael 147.237.76.31 |[nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 1
141. 212. 122. 150|lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
77.77.76.3 IFL.ZEBI :i'?’fﬁ'c 147.237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber monitor |1
141. 212. 122. 157 |Wnited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
117. 245. 172. 226|I ndi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
46. 19. 86. 245 I 'srael 147.237.0.34 [tikshwv.idf.il |[Bad TCP sequence Inval id ACK nunber noni t or 1
176.13. 2. 141 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 151 |Lhited Sates 147.237.76. 176 |test. ncore.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 154 I 'srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 1
141. 212. 122. 158|lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
117. 245. 172. 226|Indi a 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
41.131. 100. 197 |Egypt 147.237.77.74 |lawidf . il Distributed thauthorized UR. Access on B ock 3
v | aw i df . i |/ xnbrpc. php
41.131.100. 197 |Egypt 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed LRL Access from 46. 118. 155. 216 B ock
195. 154. 146. 225|France 147.237.77.74 [lawidf.il I11egal HITP \ersion HITH Bl ock
. . DO stributed Whaut hori zed URL Access on
66. 249. 66. 34 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
. . D stributed Uhauthorized URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
Russi an ny- kosher - kravi . i df |Ostributed Wauthorized UR. Access on
95.108.158. 214 Federation 147.237.0.16 il v ny- kosher-kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx Bl ock !
] . . D stributed Uhauthorized URL Access on
208.184.112.75 |lhited Sates  |147.237.77.216[dover.i df.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
- . Unaut hori zed URL Access to
66.249.78.236 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8904- he/ r ef uah. aspx Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to v idf.il/blog/ B ock 1
Russi an ny- kosher-kravi . i df [ostributed Uhauthorized URL Access on
178.154.243. 111 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx Bt ock !
116.193.143. 71 [India 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wa idf.il/xmrpc. php Bl ock 1
37.142.180.46 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
79.176.56.153 |[Israel 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed URL Access to ww eitan. aka.idf.il/xmrpc. php B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover.i df . i | Il1egal HITP \ersion HITH B ock 1
66. 249. 66. 40 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
. . DO stributed Whaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
46. 19. 86. 166 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |B ock 1
] . . DO stributed Whaut horized URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.78.242  |Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994- 8870- he/ r ef uah. aspx Bl ock 1
46.121.211.67 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx |Bl ock 1
Russi an ny- kosher-kravi . i df |bistributed Unauthorized URL Access on
178.154.243. 114 Federation 147.237.0.16 il v ny- kosher -kravi .idf.il/tenpl ates/|ogin/logi n. aspx B ock !
Russi an ny- kosher-kravi . i df [unaut horized URL Access to
130.193.50. 11 Federation 147.237.0.16 il wan ny- kosher -kravi . i df .i | /tenpl ates/ | ogi n/ | ogi n. aspx B ock !
41.131.100. 197 |Egypt 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
86.104. 162.55 |Romani a 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover.i df .i | Miltiple Ill1egal HITP Version from 195. 154. 146, 225 B ock 1
. . Unaut hori zed URL Access to
66.249.67.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi m yonan/ enl ar ge. asp B ock 1
46.118. 155. 216 [Wkrai ne 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
. . DO stributed Whaut hori zed URL Access on
150.70.173.59  |Japan 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |lhited Sates  [147.237.77.216|dover.i df.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
- . Unaut hori zed URL Access to
66.249.78.248 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9724- he/ r ef uah. aspx Bl ock 1
. . D stributed Uhauthorized URL Access on
46.166. 186. 198 |Net her| ands 147.237.77. 216 |dover. i df . il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i | wwi i df . i | / 1153- 9102- he/ kkkkkkk=cale6ce7kkkkkkk cale6ce? |2 !
Russi an ny- kosher-kravi . i df [ostributed Wnauthorized URL Access on
130.193.50. 21 Federation 147.237.0.16 il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx Bl ock !
41.131.100. 197 |Egypt 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal .idf.il/xmrpc. php B ock 1
86.104. 162.55 |Romani a 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/xnirpc. php Bl ock 1
208.115.113.89 |lhited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wanidf.il/error.htm B ock 1
66.249. 67.242 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover . i df . i | Distributed Uhaut hori zed URL Access on waw i df.il/xmrpc.php  |B ock 1
. ] O stributed Lhaut horized URL Access on
150. 70.173.59  |Japan 147.237.77. 216 |dover . i df . i v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 1
115. 230. 126. 48 |Chi na 147.237.77. 216 |dover.i df .| Uhaut hori zed URL Access to v i df . i1/ ckfinder B ock
66.249.79.6 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt Bl ock 1
195. 154. 146. 225|France 147.237.72. 166 |aka. i df . i | I11egal HITP \ersion HITH B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
Russi an ny- kosher-kravi . i df [ostributed Wnhauthorized URL Access on
130. 193. 50. 36 Federation 147.237.0.16 il wan ny- kosher -kravi . i df .i | /tenpl ates/ | ogi n/ | ogi n. aspx Bt ock !
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
] . . D stributed Uhauthorized URL Access on
208.184.112.75 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
66.249. 67. 243 [Israel 147.237.72. 166 [aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
’ . . D stributed Uhauthorized URL Access on
157. 55. 39. 8 Whited Sates  [147.237.76.31 |nakchal .idf.il 147 237. 76, 31/ robot s. t xt B ock 1
Russi an ny- kosher-kravi . i df [ostributed Uhauthorized URL Access on
5.255.253. 166 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx Bt ock !
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