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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3703
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address ‘Site |Sgnature

185. 106. 94. 2 147.237.0.34 [tikshuv.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner Bl ock 5
92.46.253. 149 |Kazakst an 147.237.77.216 |dover.idf.il Q25: HITP. access to administrator/index. php -> Quarantine |[B ock 1
185. 106. 94. 2 147.237.0.34 |tikshuv.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
188.165. 15.59  |France 147.237.0.15  |kosher-kravi . i df .illc228: HITP. AhrefBot crawier B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
70. 90. 35. 38 147.237.76. 30 Lhited Sates hi nush. i df il ET SCAN Potential VNC Scan 5900- 5920 1
70. 90. 35. 38 147. 237.72. 167 Lhited Sates i shuri maka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
70. 90. 35. 38 147. 237.72. 156 Lhited Sates aman.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
70. 90. 35. 38 147.237. 0. 200 Lhited Sates . idf il ET SCAN Potential VNC Scan 5900- 5920 1
70. 90. 35. 38 147.237.0. 34 Lhited Sates tikshuv. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
204. 151. 10. 118 147.237.77.19 Lhited Sates | aw forumidf.il ET SCAN NMAP -sS wi ndow 4096 1
70. 90. 35. 38 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
70.90. 35. 38 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
70. 90. 35. 38 147. 237.76. 147 Lhited Sates chi nuch. aka.i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
70. 90. 35. 38 147. 237.72. 217 Lhited Sates eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
70. 90. 35. 38 147. 237.72. 166 Lhited Sates aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
70.90. 35. 38 147.237. 8. 24 Lhited Sates elifestyleidf.il ET SCAN Potential VNC Scan 5900- 5920 1
70. 90. 35. 38 147.237.0.35 Lhited Sates akaws. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
70. 90. 35. 38 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential WNC Scan 5900- 5920 1
204. 151. 10. 118 147.237.77.19 Lhited Sates I awforumi df .i | ET SCAN NVAP -sS wi ndow 3072 1
185. 106. 94. 2 147.237.0. 34 tikshuv.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
70. 90. 35. 38 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
Sreaning Engine: TCP Invalid i i ssi
37.26.146.130 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. g ., 411
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 83
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
37.26.149.196 |l srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaming Engine: TCP Invalid i i ssi
65.55.210.52  |Wited Sates |147.237.77.234|halag.idf. il 9 =g Invalid segnent retransmssion. |y, 12
Ret r ansmi ssi on Packet dr opped.
37.26.149.196 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence alert
37.26.149.196 |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence noni t or
Sreaning Engine: TGP Invalid i i ssi
80. 246. 136.63 | srael 147. 237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
5.102. 254. 235 |l srael 147.237.72. 166 |aka i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.178.111.68 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.180.98.212 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dr opped.
2.54.160. 0 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Sreaning BEngine: TCP Invalid i i ssi
99.237.83.191 |Canada 147.237.76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dr opped.
37.26.149.196 |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
213.57.140. 164 |l srael 147.237.77. 216 |dover. i df .i SYN At t ack SYN - > SYN-ACK -> Ti meout alert
149. 88. 107. 127 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TP Invalid i i ssi
82.81.129.116 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
213.57.140. 164 |l srael 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
5.102. 254.235 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
213.57.140. 164 |l srael 147.237. 72. 166 |aka. i df il SYN At t ack SYN - > SYN-ACK -> Ti meout alert
88. 2. 252. 33 Sai n 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop
. . SYNHAK retransmit with different .
213.57.140. 164 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i nddow scal e noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
37.26.146.130 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 65. 114. 248 |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
213.57.140. 164 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
. . SYNPAXK retransmit with different .
213.57.140. 164 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence vi ndow scal e noni t or 3
37.26.149.196 |l srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST alert 3
46.19. 86. 181 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
61.138.61. 143 |China 147.237.0.19 |nadimatal .idf.il |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreaning Engine: TCP Invalid i i ssi
85. 64. 72. 31 I'srael 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.61  |lhited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. |y, 2
Ret r ansmi ssi on Packet dr opped.
5.22.134.64 | srael 147.237.72. 156 [anan. i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 2
46. 19. 85. 240 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 1
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
37.26.148.170 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
137.226.113.7  |Gernany 147.237.76.199 |e.nakchal .idf.i1 |Geo-1 ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
86.173.186. 131 |United Ki ngdom|147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
71.6.135.131  |Wnited Sates |147.237.77.212|e.dover.idf.il  |Geo-1 ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
89.138.83.128 [lIsrael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
212.179. 214. 1241 srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 146|Wnited Sates  [|147.237.8.27 |enadimatal.idf.i|Geo-1 ocation enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
87.69.34. 11 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
79.177.188. 183 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
84.108.237.86 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
141.212.122. 147|wited Sates  [147.237.8.27 |enadimatal.idf.i|Geo-1 ocati on enf or cenent i?olrgzi:ﬁn I nbound drop 1
s SWNretransnmit wth different .
2.54.160.0 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal e noni t or 1
46. 19. 85. 130 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
195. 62. 53. 168 R‘Sf:;”ion 147.237.77.233|atal .idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
84.108.237.86 |lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
99.237.83.191 |Canada 147.237.76.200|ei tan. aka. i df . i [|Distributed Too Many of the Sane Response Code (404) B ock 74
41.108.158.48 |AMgeria 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to waw i df.il/gar/ B ock
79.183.186.96 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
89. 139. 40. 156 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
: - . Unhaut hori zed URL Access to
78.154.170.6 Wkrai ne 147.237.72.166 [aka. i df . i | wan aka. i df . i | /ituri mdresources/ i nages/ body/ i nages/ nai n. j pg Bl ock 2
190. 105. 27. 247 |Argentina 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.66.40 |l srael 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1133- 18762- he/ dover . aspx Bl ock 1
103. 50. 81. 115 147.237.77.74 [lawidf.il Dstributed PHP Att enpt B ock
85. 250. 184. 186 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
66.249. 78. 242 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ sip_storage/fil es/ 6/ 2726.jpg |B ock 1
. . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Lhited States [147.237.77.216 |dover. i df .i | v i df i | / 1133- 22461- hel dover . aspx. B ock 1
. . D stributed Lhaut hori zed URL Access on
46.166. 190. 135 [Netherlands  |147.237.77. 216 |dover. i df .i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
92. 46. 253. 149 |Kazakst an 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 1
79.179.99. 94  |Israel 147.237.77. 170 |maar achot . i df . i ||O stributed PHP Attenpt B ock
) . . Unaut hori zed URL Access to
199. 16. 156. 126 |Lhited Sates [147.237.77.216|dover.idf.il Wi df i1/ p storagel il es/ 1/'si ze220x0/ 11591 | pg B ock 1
66.249.66.75 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter hc_| ocation in waw aka.idf.il/main/giyus/general . aspx |None 1
37.142.180. 46 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
103. 50. 81. 115 147.237.77.74 |lawidf.il D stributed Waut hori zed URL Access on ww | aw i df.il/xmrpc. php Bl ock 1
88.2.252.33 Spai n 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
66.249.78.248 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ ui / ui . dat epi cker. j s Bl ock !
) . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wited States |147.237.77. 216 |dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. . . Unaut hori zed Method GPTI QNS for
134.69.153.95 |Whited Sates |147.237.72.166|aka. i df . i vww aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
. . D stributed Lhaut hori zed URL Access on
46.166. 190. 174 [Netherlands  |147.237.77.216|dover. i df .i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
92. 46. 253. 149 |Kazakst an 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
79.179.99.94  |Israel 147.237.77. 170 [naar achot . i df . i [|Uhaut hori zed URL Access to wwu naar achot . i df . i | /xmrpc. php Bl ock 1
. . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |United Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 67. 133 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/ 6/ 3416.)pg |B ock 1
) . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Lhited States [147.237.77. 216 |dover . i df . il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
89 139. 40 156 |1srael 147.237.72. 166 |aka. i df i | gdejlséilé)rll)e Untraceabl e SSL Sessi ons from 89. 139. 40. 156 (Lhknown SSL None 1
68.180.229. 173 |Uhited Sates |[147.237.72.166|aka. i df.il Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149. 88. 94. 173 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66.102.9.101 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df . il/1294-en/ v i df .il/english B ock 1
93.160. 60.22 |Denmark 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
79.181.109.3 |lIsrael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wa i df.il/894-he B ock 1
66. 249. 67. 254 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
) . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Wited States |147.237.77. 216 |dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
41.131. 100. 197 |Egypt 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
. . . D stributed Unhauthorized URL Access on
107.178.194. 83 |Lhited Sates [147.237.77.216|dover.idf. il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
89. 139. 40. 156 |l srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
68. 180.230. 29 [Lhited Sates |147.237.77.176|mat pash.idf.il |Paraneter Type Violation PageNumin www cogat.idf.il/901-ar/cogat.aspx [B ock 1
. . D stributed Lhaut hori zed URL Access on
178. 63. 94. 144 |Ger nany 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66.28  |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to v i df . il/1133- 16340-/ dover . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 78.236 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shar ed/ cl | ent scr i pt /| quer y/ expand. | s B ock 1
] . . Unhaut hori zed URL Access to
207.46.13.134 |United Sates |147.237.77. 176 |nat paSh' idf.il wan cogat . i df. i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
41. 131. 100. 197 |Egypt 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
107.178.194. 83 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il /1133- 22461- he/ dover . aspx. B ock 1
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