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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 3465
109. 64. 113. 250 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 5
168. 235. 197. 235 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover Under Attack Con H ps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker CGountry

|Signature

66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
123. 56. 147. 116 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
123. 56. 147. 116 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147.237.77. 170 Canada naar achot . i df . i | ET SCAN NMAP -sS w ndow 2048 1
104. 128. 144. 131 147. 237.72. 217 Canada eidf.il ET SCAN NMAP -sS w ndow 1024 1
61. 240. 144. 66 147. 237. 76. 30 Chi na hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147 147.237.77. 227 Lited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147.237.77. 19 Chi na | awforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
185. 106. 94. 16 147. 237. 76. 38 eenetav.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 147. 237.76. 197 Chi na e. hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
185. 106. 94. 16 147. 237.8. 28 €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
123. 56. 147. 116 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
123. 56. 147. 116 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 155 147. 237.76. 30 Chi na hi nush. i of . i | ET SCAN NMAP -sS w ndow 1024 1
104. 128. 144. 131 147.237.77. 170 Canada maar achot . i df . i | ET SCAN NVAP -f -sS 1
220.231.195. 122 147.237.77.19 Chi na lawforumidf.il ET SCAN NMAP -sS w ndow 3072 1
61. 240. 144. 65 147.237.77. 235 Chi na sviva.idf.il ET SCAN NMAP -sS w ndow 1024 1
61. 240. 144. 64 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
185. 106. 94. 16 147. 237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
123. 56. 147. 116 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
168. 235. 197. 235|Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 62
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
Sreaning Bngine: TP Invalid i i SSi
84.109.91.168 [l srael 147. 237.76. 200 [ei tan. aka i df . 9 =g Invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dr opped.
188. 100. 31. 88  |Ger many 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 20
Sreaning Engine: TQP Invalid i i SSi
5.22.131.143  |Israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dr opped.
188. 120. 148. 206! srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor (6
Sreaning Engine: TGP Invalid i i sSi
79.177.148.17 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
5.102.254.103 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
80.138.44.178 |Israel 147. 237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |5
different wndow scal e
185. 3. 146. 232 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
188. 120. 148. 176|l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning BEngine: TQP Invalid i i SSi
149. 78. 107. 142 |Israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
77.127.15.1 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
85.65.0. 125 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SYNACK retransmt with moni tor |4
different wndow scal e
94.230. 86. 186 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |3
Sreaning Engine: TGP Invalid i i sSi
212.179. 219.88 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dr opped.
Lhited R -
2.218.134.134 Ki ngdom 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 3
63. 143.207. 236 [Wited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
213.57.135.95 |Israel 147.237.72. 167 |ishurimaka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid ' i ssi
149.78.231. 110 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
213.57.135.95 | srael 147.237.72. 167 |ishwimakaicf.il  |Bad TCP sequence SYNACK retransmt with monitor |3
different wndow scal e
Sreamng Engine: TCP Invalid ' i ssi
87.68.74.253  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
31.210. 186. 145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreaming Engine: TCP Invalid ' i ssi
2.52.154. 4 I'srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.179.35.218 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
185. 120. 125. 6 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.243  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
185. 3. 144. 164 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
212.143.222.99 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
2.54.168. 181 | srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46.120.49.223 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |2
85. 65. 73. 156 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
188. 120. 148. 176|I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Invali d ACK nunber noni t or 2
213.57.138.215 [Israel 147.237.77. 216 [dover. i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 2
84.94.140.132 |israel 147.237.77. 226 " chanatz. aka. 10f |paq TOP sequence Inval i d ACK nunber moni tor [2
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop
46. 19. 85. 90 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
79.178.218.2  |israel 147.237. 72. 166 |aka i f .i Bad TCP sequence SINWACK retransmt with monitor |2
different wndow scal e
213.57.138. 215 |[lsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46.120.34.162 [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Bngine: TQP Invalid i i SSi
66.249.66.61  |Whited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 133 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
46.120. 34.162 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
113. 240. 250. 155|Chi na 147.237.76.30 |hinush.idf.il drop SAMrule drop 2
213.57.138.215 [Israel 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
84.228.35.164 |lsrael 147.237. 72. 156 |anan.i df .i 1 Bad TCP sequence nonitor |2
Vb Server Enforcenent HITP Ceni
2. 54, 155. 89 I srael 147.237.76.86 |navy.idf.il . Véb Servers S ow HITP Denial of | . 2
Mol ation Service
46.120.49.223  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
84.109.91.168 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 77
149.78.107. 142 |Israel 147.237.76. 200 |ei t an. aka. i df . i | Too Many of ‘the Sane Response Code (404) in Session from Bl ock 33
149. 78. 107. 142
94. 159. 166. 8 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/undefined [B ock
177.12.172.102 |Brazil 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 177.12. 172. 102 B ock
. . . Unhaut hori zed URL Access to
78.154.170.6 Wkrai ne 147.237.72.166 [aka. i df . i | waw aka. i df.il/iturimiresources/inages/ body/ i nages/ nai n. j pg Bl ock 3
2.54.7.31 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock
84.108. 44. 164  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . DO stributed Lhaut hori zed URL Access on
82.81.129.116 |l srael 147.237.72. 166 |aka. i df . i | i aka, i df i1/ nai n sachar/ undef | ned B ock 2
109. 64. 109. 2 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
62.219.92.117 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66. 249. 66. 25 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wanidf.il/error.htm B ock 2
37.26.147.215 |lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
. . Unhaut hori zed URL Access to
66.249.66.43 |l srael 147.237.77. 216 |dover . i df . i | 147. 23777, 216/ 1153. 20704- he/ dover . aspx B ock 1
. . . Unaut hori zed URL Access to
114. 98.232.198 |China 147.237.77. 176 |mat pash. i df . i | v cogat . i df i | / 1281- ar / cogat . aspx/ t r ackback/ Bl ock 1
46.19. 86. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
i - kosher - kravi . i df
95. 108. 158. 191 RJF Sls;;ni on 147.237.0. 16 niyl Uhaut hori zed URL Access to waww ny-kosher-kravi.idf.il/robots.txt |B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.75 |[Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
162. 209. 101. 250|Lhited Sates  [147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
66. 249. 66. 29 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to www aran.idf.il/m B ock 1
40.77.167.82  |lhited Sates |147.237.76.86 |navy.idf.il thautt hori zed URL Access to Bl ock 1
navy. i df.il/nain/gi yus/ gi yus/ general . aspx
87.68.148.199 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
] . Unhknown Paraneter hc_l ocation in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rai v har edi i gener al . aspx None 1
Russi an ny- kosher -kravi . i df |uwaut horized URL Access to
178.154. 243. 96 Federation 147.237.0.16 il wan ny- kosher -kravi i df .i | /tenpl ates/ | ogi n/ | ogi n. aspx Bl ock !
122.139.81.49 |China 147.237.0.19 |[nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
. . Unknown Par anet er ctl 00%ct | 00$cphMai n$cphSachar $cb14077458
46.120. 140. 154 |Israel 147.237.72. 166 |aka. i df . i | in ww aka.i df.i1/nai 0/ sachar/ paysl i ps. aspx None 1
; ; . DO stributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
212.76.107.210 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
83.223. 122,11 |Wted 147. 237.72. 166 |aka. i df . i | Lhknown Paranet er ct| 00%ct | 00%bt nSear ch in None 1
Ki ngdom virw aka. i df . i | / mai n/ sachar/ def aul t. aspx
. . Unhaut hori zed URL Access to
66. 249. 66. 31 | srael 147.237.77.216|dover. i df . il wan i df i 1/ engl i sh/ announcenent s/ 2002/ apri | /1 B ock 1
175. 184. 161. 178|Chi na 147.237.0.19 |nadimatal .idf.il D stributed Wauthorized URL Access on 147.237.0. 19/ B ock 1
41.131.100. 197 |Egypt 147.237.77.216|dover . i df . il PHP Attenpt B ock 1
109. 67. 169. 218 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
87.69.105. 134 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
149. 78. 107. 142 |Israel 147.237.76.200(ei tan. aka. i df . il Too Many 404: Response Code per Session B ock 1
; ; . DO stributed Lhaut horized URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ ei t an/ resour ces/ st yl es/ general . css Bl ock !
176.12. 144.18 |Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
41.131.100. 197 |Egypt 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
109. 160. 237. 179]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
; ; . DO stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
79.176.200.70 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
] . . Unaut hori zed URL Access to
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
. . Unhaut hori zed URL Access to
66.249.66.37 |l srael 147.237.77. 216 |dover . i df . i | 147. 237,77, 216/ 894- en | df gdover . aspx B ock 1
176.13. 4. 42 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . D stributed Lhaut hori zed URL Access on
109. 201. 154. 222|Net her | ands 147.237.77.216|dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
46.19. 85. 244 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
95. 86. 69. 250 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
] . . DO stributed Lhaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
80.178.157.40 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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