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[ 31.154.171. 114
M 176.12.138. 27
80. 246. 133. 74
M 149. 88. 136. 11




12-05-2015-22:04:08 to 12-05-2015-23:04:08

|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3264
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 dr op 1
118. 193. 21. 98 Chi na 147.237.76. 197 e hinush.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Count |

222.106.222. 147 |Korea, Republic of 147.237.77.74 |lawidf.il[9221: HITP. PUT Method Execution over HITP/ W&bDAV B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. - ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

80.246. 133. 74 |147.237.76.30 |[Israel hi nush. i of . i | 4
attack

66.249.66. 61 [147.237.72.166|lhited Sates |[akaidf.il ET SCAN NVAP -sA (2) 2

210. 117. 121. 60 |147. 237. 72. 167 okfrea’ REPUDIIC | shirimaka i df .i |[ET SCAN NVAP -sS wi ndow 1024 1

187 245. 55. 214 147 237 72. 14 s co dover i df i1 (ol d) ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

31.210. 186. 190 |147.237.0.19 |[lIsrael nedi matal .idf.il|ET SCAN Possible S3. Brute Force attack or Ste Gaw 1

61.240. 144. 64 (147.237.0.200 [China ndu. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
S reaning Engi ne: TCP ' i ssi
37.26.146.130 | srael 147. 237. 76. 200 |ei tan. aka.i of . il mng tngine: 1 Invalid segnent retransmssion. |, 135
Inval i d Retransmission Packet dropped.
31.154.171. 114 |[Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 41
o SYN+tACK retransmt wth .
31.154.171. 114 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence g fferent vi ndow scal e monitor |36
80.246.133.74 |[Israel 147.237.76.30 |himsh.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |34
80. 246. 133. 74 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert 29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 28
77.125.76.164 |Israel 147. 237.77. 216 |dover.idf.il drop SAMrule drop 22
188. 48. 9. 209 Saudi Arabia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 21
e SYN+ACXK retransnmt wth .
89.138.60.132 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal & monitor |15
213.57.128. 4 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [alert 12
213.57.128.4 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 12
213.57.128.4  |Israel 147. 237.72. 166 |aka. i of . | Bad TCP sequence SINFACK retransmt wi th monitor |12
di fferent w ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
79.183.97. 22 I srael 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Pal estini an . . -
37.76.212. 203 Territory, Creupied 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 11
e SWNretransnmit wth different .
213. 8. 204. 47 I srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence wi ndow scal e monitor |10
46. 19. 85. 235 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
109. 201. 154. 171 |Net her | ands 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 10
173.252.88.249 |lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SYN drop 8
Streaning Engi ne: TCP Invali d segnent retransnission
66.249.74.6 Lhited Sates 147.237.76.86 |navy.idf.il . .. " |dro 8
W Inval i d Retransmission Packet dropped. P
46. 19. 86. 206 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or
109. 65. 129. 112 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
87.69. 43. 248 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop
Sreamng Engi ne: TCP i i ssi
79.181. 125. 152 | srael 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
37.46.39.2 | srael 147.237.72. 156 |anan.idf .i | Bad TCP sequence Invali d ACK nunber noni t or 5
37.26.149.176 |Israel 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
5.102. 254.152 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |5
188. 120. 148. 238/l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
167.114. 156. 16 [Canada 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.102.254.210 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
181.30.36.5 Argentina 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
5.102. 254. 82 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor |4
85.250.59. 182 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 4
181.30.36.5 Argentina 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
94.230.86.172 |lsrael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
173.252.88. 244 |lnited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 4
185. 3. 144. 52 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
46.19. 85.17 I srael 147.237.77. 226 [ chanat z. aka. 1df 1pad TCP sequence Invalid ACK nunber moni tor |4
173.252.88.250 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 4
S reaning Engi ne: TCP i i ssi
149.88.136. 11 |Israel 147.237.0.19 |nadimatal .idf.il mng gl ne. Invalid segnent retransmssion. | ., 4
Inval i d Retransmission Packet dropped.
46. 19. 86. 206 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert
80. 179. 143. 201 |l srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.187. 209 I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engi ne: TCP i i ssi
185. 27. 105. 129 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
87.68.157.100 | srael 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP ' i ssi
84.229.131. 173 |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
37.26.146.239 |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.
188. 48. 9. 209 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
S reaning Engi ne: TCP ' i ssi
79.183.118. 143 | srael 147. 237.72. 166 |aka. i of .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmssion Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
84.229.167.172 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 365
84.229.167.172 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 155
84.229.167.172 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 104
31.210. 186. 190 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 82
87.69. 151. 18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 81
46.19. 86. 54 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 77
87.69.151. 18 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 71
176.12.138.27 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 69
149.88.136.11 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 40
46. 19. 86. 54 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 34
87.69.148.107 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 6
2.52.19.91 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
77.247.30.234  |Wraine 147.237.72. 166 |aka. i df . i | thauthorized LR Access to : . Bock |4
wan aka. i df . il /iturindresources/ i nages/ body/ i nages/ nai n. j pg
46.19. 86. 239 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.12.145.32  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
46. 19. 86. 244 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
84.228.77.235 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
. . Unaut hori zed URL Access to
5.29. 93. 252 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 2
54.159. 13.0 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed LRL Access to ww i df.il/newsite/english/nain. asp B ock
185. 32. 179. 219 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
85. 65.190. 140 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
] - . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
. . D stributed Unauthori zed URL Access on
84.94. 16. 203 I srael 147.237.72. 166 |aka. i df . i | v aka, i o . i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 2
77.126. 68. 43 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
2.54.176. 198 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
87.69. 202. 26 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
Lhited - . D stributed Lhaut hori zed URL Access on
51.254.33.64 |0\ dom 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Unauthori zed URL Access on
208.184.112.74 [Wited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
85. 65. 67. 60 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . i|/404. htm B ock 1
- kosher - kravi . i df i
84.108.237. 116 |israel 147.237.0.16 | Wnaut hori zed URL Access to o . Bock |1
il Wi ny- kosher -kravi . i df . i | /i nmages/ 1. he/ enai | / nai | _header . gi f
41.237.138. 113 |Egypt 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 66. 31 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
5.22.129. 87 I srael 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
86.104.162.55 |Romani a 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to wwwv | ogi stics.atal.idf.il/xnrpc. php B ock 1
. . D stributed Unauthori zed URL Access on
46.166. 186. 231 |Netherlands  |147.237.77.216|dover.idf .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
199. 16. 156. 126 |[lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-ar B ock 1
m ny- kosher - kravi . i i
46.19.85.233  |Israel 147.237.0. 17 ny-Kosher-kra Paraneter Type M ol ation ctl00SCont ent P acetbl der 15t xt AreaRenarks 1oy (|4
df.il in mny-kosher-kravi.idf.il/tenpl ates/trai ning/trai ni ng. aspx
109. 67.217. 139 |lsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to wwwu nakhal . idf.il/xmrpc. php B ock 1
79.182.205. 194 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
37.140. 141. 3 RJSIS:;ni on 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wan i df.il/newsite/english B ock 1
. . Unaut hori zed URL Access to
66.249.78.236  |Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8847- he/ r ef uah. aspx Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
54.81.211.131 |Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ news t e/ hebr ew i n. asp B ock 1
Unaut hori zed URL Access to
213.151.40. 186 |[lIsrael 147.237.72. 166 [aka. i df . i | wwv. aka. i df . i |/ mai n/ sachar / &a=u&ved=0ahukewj dspl 7zcxj ahwhxws |B ock 1
khs- udoggf gghnaa&usg=af qj cneeywysowacocycbnt x0Ogxav9l bkw
85. 65. 120. 92 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/nai n/sachar/default.asp |B ock 1
Russi an ny- kosher -kravi . i df [unaut hori zed URL Access to
178.154.243. 114 Federation 147.237.0.16 il wn ny- kosher - kravi . i df.il/tenpl ates/| ogi n/ | ogi n. aspx B ock !
79.178.140.58 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
. . D stributed Lhaut hori zed URL Access on
41.237.138.113 |Egypt 147.237.77. 176 |nat pash. i df . i | Wi cogat . i df i 1/ xni r pe. php B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Wnited Sates |147.237.77.216|dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
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